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Preface

This preface includes the following information:

An overview of the contents of this manual
A list of related documentation for further reading
A key to the various text conventions used throughout this manual

Alcatel support and service information

Document Organization

The AOS-W User Guide is now in eight separate volumes for easier download and
information access. The volumes are as follows:

Volume 1 (this volume) contains an overview of the OmniAccess System.

Volume 2 describes how to install the OmniAccess System in a wired
network.

Volume 3 describes WLAN configuration, including remote Access Points.
Volume 4 describes wireless encryption and authentication configuration.
Volume 5 describes configuring multi-WLAN switch environments.
Volume 6 describes intrusion prevention configuration.

Volume 7 describes managing the OmniAccess System.

Volume 8 describes configuring advanced services, such as Quality of Service
(QoS) for voice and the External Services Interface module.

Related Documents

The following items are part of the complete documentation for the OmniAccess
system:

v

AOS-W User Guide
Alcatel Wireless LAN Switch Installation Guides
Alcatel Access Point Installation Guides

Release Notes
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Text Conventions

The following conventions are used throughout this manual to emphasize

important concepts:

TABLE 1 Text Conventions

Type Style

Description

Italics

This style is used to emphasize important terms and to mark
the titles of books.

System items

This fixed-width font depicts the following:
B Sample screen output
B System prompts

| Filenames, software devices, and certain commands
when mentioned in the text

Commands

In the command examples, this bold font depicts text that
the user must type exactly as shown.

<Arguments>

In the command examples, italicized text within angle
brackets represents items that the user should replace with
information appropriate to their specific situation. For
example:

# send <text message>

In this example, the user would type “send” at the system
prompt exactly as shown, followed by the text of the
message they wish to send. Do not type the angle brackets.

[ Optional ]

In the command examples, items enclosed in brackets are
optional. Do not type the brackets.

{Item Al Item B}

In the command examples, items within curled braces and
separated by a vertical bar represent the available choices.
Enter only one choice. Do not type the braces or bars.

vi AOS-W 2.5.3
User Guide

032034-00 Rev A
July 2006



Preface

Contacting Alcatel

Contact Center Online

B Main Site http://wwwv.alcatel.com/enterprise
M Support Site http://eservice.ind.alcatel.com
u Email support@ind.alcatel.com

Sales & Support Contact Center Telephone

B North America 1-800-995-2696
Latin America 1-877-919-9526
[ ] Europe +33 (0) 38 8556 92 9
B Asia Pacific +65 6586 1555
B Worldwide 1-818-880-3500
v AOS-W 2.5.3 vii
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Wireless local area networks (WLANSs) allow users of personal computers with
wireless network interface adapters to communicate with each other and connect
to existing wired networks. The Alcatel OmniAccess system allows you to
implement WLANSs in enterprise environments with lower cost of deployment,
simplified management, and multiple layers of security.

This chapter describes the components and features of the Alcatel OmniAccess
system, in the following topics:

B “Alcatel OmniAccess System Components” on page 2
B “Basic WLAN Configuration” on page 11

B “Wireless Client Access to the WLAN"” on page 18

[ |

“Configuring and Managing the Alcatel OmniAccess System” on page 21

v AOS-W 2.5.3 1
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Alcatel OmniAccess System Components

The Alcatel OmniAccess system consists of the following components:
B “Alcatel Access Points”

B “Alcatel WLAN Switches”

® “AOS-W”

B “Alcatel Mobility Manager”

The following sections describe each of these components.

Alcatel Access Points

Alcatel Access Points (APs) operate exclusively with Alcatel WLAN Switches to
provide network access for wireless clients. Alcatel APs support Institute of
Electrical and Electronics Engineers (IEEE) 802.11a/b/g standards for wireless
systems.

NOTE: Alcatel offers a range of APs that support various antenna types and
radio specifications. Refer to the Installation Guides for your Alcatel AP
for specific information about supported features.

An AP broadcasts its configured service set identifier (SSID), which corresponds
to a specific wireless local area network (WLAN). Wireless clients discover APs by
listening for broadcast beacons or by sending active probes to search for APs
with a specific SSID.

You can connect an Alcatel AP to an Alcatel WLAN Switch either directly with an
Ethernet cable or remotely through an IP network. Figure 1-1 shows two Alcatel
APs connected to an Alcatel WLAN Switch. One AP is connected to a switch in
the wiring closet that is connected to a router in the data center where the WLAN
Switch is located. The Ethernet port on the other AP is cabled directly to a port on
the WLAN Switch.

2 AOS-W 2.5.3 032034-00 Rev A
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FIGURE 1-1 Connecting APs to the Alcatel WLAN Switch

Alcatel APs are thin APs, which means their primary function is to receive and
transmit electromagnetic signals; other WLAN processing is left to the WLAN
Switch. When powered on, an Alcatel AP locates its host WLAN Switch through
a variety of methods, including the Alcatel Discovery Protocol (ADP), Domain
Name Service (DNS), or Dynamic Host Configuration Protocol (DHCP). When an
Alcatel AP locates its host WLAN Switch, it automatically builds a secure Generic
Routing Encapsulation (GRE) tunnel (Figure 1-2) to the WLAN Switch. The AP
then downloads its software and configuration from the WLAN Switch through

the tunnel.

v
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FIGURE 1-2 Alcatel APs Establish GRE Tunnels to the WLAN Switch

Client traffic received by the AP is immediately sent through the tunnel to the host
WLAN Switch (Figure 1-3), which performs packet processing such as encryption
and decryption, authentication, and policy enforcement.
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FIGURE 1-3 Client Traffic is Tunneled to the WLAN Switch

Automatic RF Channel and Power Settings

Adaptive Radio Management (ARM) is a radio frequency (RF) resource allocation
algorithm that you can enable and configure in the Alcatel Mobility Edge system.
When ARM is enabled, each Alcatel AP can determine the optimum channel
selection and transmit power setting to minimize interference and maximize
coverage and throughput. The APs scan for better channels at periodic intervals
and report information to the WLAN Switch. The WLAN Switch analyzes reports
from all APs and coordinates changes, resulting in a higher performing RF
environment.

If an AP fails for any reason, the Alcatel OmniAccess system’s self-healing
mechanism automatically ensures coverage for wireless users. The WLAN Switch
detects the failed AP and instructs neighboring APs to increase power levels to
compensate.

You can also enable the system to detect coverage holes, or areas where a good
RF signal is not adequately reaching wireless clients.

v AOS-W 2.5.3 5
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RF Monitoring

An Alcatel AP can function as either a dedicated or shared Air Monitor (AM) to
monitor radio frequency (RF) spectrums to detect intrusions, denial of service
(DoS) attacks, and other vulnerabilities. A dedicated AM performs monitoring
functions exclusively and does not service wireless clients or advertise SSIDs. A
shared AM performs monitoring functions in addition to servicing wireless
clients.

Every AP automatically monitors the channel on which it services wireless clients.
You can configure the AP to perform off-channel scanning, where the AP spends
brief time intervals scanning other channels. However, the more clients an AP
services, the less time it has to perform off-channel scanning. If air monitoring
functions are critical to your network, Alcatel recommends that a few APs be
designated as dedicated AMs.

For example, you can configure dedicated AMs to perform the following
functions:

B Detect, locate, and disable rogue APs (APs that are not authorized or
sanctioned by network administrators)

Detect and disable ad-hoc networks

Detect and disable honeypot APs

Detect wireless bridges
B Capture remote packets

If air monitoring functions are only needed periodically, you can configure APs to
operate temporarily as AMs. You can also configure dedicated AMs to
automatically convert into APs if there is an AP failure or when there is high level
of traffic on the network.

Alcatel WLAN Switches

All Alcatel APs are connected either directly or remotely through an IP network to
an Alcatel WLAN Switch. The WLAN Switch is an enterprise-class switch that
bridges wireless client traffic to and from traditional wired networks and performs
high-speed Layer-2 or Layer-3 packet forwarding between Ethernet ports. While
Alcatel APs provide radio services only, the WLAN Switch performs upper-layer
media access control (MAC) processing, such as encryption and authentication,
as well as centralized configuration and management of SSIDs and RF
characteristics for Alcatel APs. This allows you to deploy APs with little or no
physical change to an existing wired infrastructure.

WLAN Switches provide 10/100 Mbps Fast Ethernet, IEEE 802.3af-compliant
ports that can provide Power over Ethernet (PoE) to directly-connected APs.
When you connect a PoE-capable port on the WLAN Switch to a PoE-compatible
device such as an Alcatel AP, the port automatically detects the device and

6 AOS-W 2.5.3 032034-00 Rev A
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provides operating power through the connected Ethernet cable. This allows APs
to be installed in areas where electrical outlets are unavailable, undesirable, or not
permitted, such as in the plenum or in air handling spaces.

NOTE: Alcatel offers a range of WLAN Switches that provide different port types
and traffic capacities. Refer to the Installation Guide for your Alcatel
WLAN Switch for specific information about supported features.

In an Alcatel OmniAccess system, at least one WLAN Switch is the master WLAN
Switch while non-master WLAN Switches are referred to as local WLAN Switches
(Figure 1-4). A master WLAN Switch offers a single point of configuration which
is automatically replicated from the master to local WLAN Switches throughout
the network.

Local WLAN Switches offer local points of traffic aggregation and management
for Alcatel APs and services. A local WLAN Switch can perform any supported
function (for example, WLAN management, policy enforcement, VPN services,
and so on), however these services are always configured on the master WLAN
Switch and are “pushed” to specified local WLAN Switches.

An Alcatel AP obtains its software image and configuration from a master WLAN
Switch; it can also be instructed by a master WLAN Switch to obtain its software
from a local WLAN Switch.

AOS-W 2.5.3 7
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FIGURE 1-4 Master and Local WLAN Switches

A typical OmniAccess system includes one master WLAN Switch, one or more
backup master WLAN Switches and any number of local WLAN Switches. It is
important to note that master WLAN Switches do not share information with
each other. Thus, APs that share roaming tables, security policies, and other
configurations should be managed by the same master WLAN Switch.
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AOS-W

AOS-W is a suite of mobility applications that runs on all Alcatel WLAN Switches
and allows you to configure and manage the wireless and mobile user
environment.

AOS-W consists of a base software package with optional software modules that
you can activate by installing the appropriate license key (Table 1-1). The base
AOS-W software includes the following functions:

B Centralized configuration and management of APs

| Wireless client authentication to an external authentication server or to the
WLAN Switch’s local database

B Encryption
Mobility with fast roaming

B RF management and analysis tools

TABLE 1-1 Optional Software Modules

Optional Software Module Description

Policy Enforcement Firewall Provides identity-based security for wired and
wireless users. Stateful firewall enables user
classification based on user identity, device
type, location, and time of day, and provides
differentiated access for different classes of
users.

Wireless Intrusion Protection Detects, classifies and limits designated
wireless security threats such as rogue APs,
DoS attacks, malicious wireless attacks,
impersonations, and unauthorized intrusions.
Eliminates need for separate system of
RF sensors and security appliances.

VPN Server Enables WLAN Switches to provide Virtual
Private Networks (VPN) tunnel termination to
local and remote users. Provides site-to-site
VPN tunnels between Alcatel WLAN Switches
and third-party VPN concentrators.

AOS-W 2.5.3 9
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TABLE 1-1 Optional Software Modules

Optional Software Module Description

Remote AP Allows an Alcatel AP to be securely connected
from a remote location to a WLAN Switch
across the Internet. Allows the remote AP to
be plugged directly into an Internet-connected
DSL router; a WLAN Switch does not need to
be installed at the remote location.

There are three Remote AP licenses available
that allow the WLAN Switch to support a
maximum of 6, 128, or 256 Remote APs.

xSec Enables support for xSec, a Federal
Information Processing Standard
(FIPS)-certifiable Layer-2 encryption protocol.

Client Integrity Enables wireless and wired client remediation
services before network access is granted.
Integrates Sygate Technologies Sygate
On-Demand Agent (SODA).

External Services Interface (ESI) Supports automatic redirect of users to
authentication servers based on a
fully-qualified domain name or realm and
policy-based redirect of wireless and wired
traffic to external devices that provide inline
network services such as anti-virus, intrusion
detection system (IDS), and content filtering.

Each optional module has a software license (either permanent or evaluation) that
you must install on an Alcatel WLAN Switch as a software license key. Contact
your sales account manager or authorized reseller to obtain software licenses.

NOTE: After installing a software license key, you must reboot the Alcatel WLAN
Switch for the new feature to become available.

10 AOS-W 2.5.3 032034-00 Rev A
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Basic WLAN Configuration

You have a wide variety of options for authentication, encryption, access
management, and user rights when you configure a WLAN in the Alcatel
OmniAccess system. However, you must configure the following basic elements:

B An SSID that uniquely identifies the WLAN
B Layer-2 authentication to protect against unauthorized access to the WLAN

u Layer-2 encryption to ensure the privacy and confidentiality of the data
transmitted to and from the network

B A user role and virtual local area network (VLAN) for the authenticated client

This section describes authentication, encryption, VLAN, and user role
configuration in the Alcatel OmniAccess system.

Authentication

A user must authenticate to the Alcatel OmniAccess system in order to access
WLAN resources. There are several types of Layer-2 security mechanisms allowed
by the IEEE 802.11 standard that you can employ in the OmniAccess system,
including those that require an external RADIUS authentication server:

None (Also called open system authentication) This is the default
authentication protocol. The client’s identity, in the form of the
Media Access Control (MAC) address of the wireless adapter
in the wireless client, is passed to the WLAN Switch.
Essentially any client requesting access to the WLAN is
authenticated.

AOS-W 2.5.3 11
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IEEE 802.1x

Wi-Fi Protected
Access (WPA)

WPA in
pre-shared key
(PSK) mode
(WPA-PSK)

WPA2

WPA2-PSK
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The IEEE 802.1x authentication standard allows for the use of
keys that are dynamically generated on a per-user basic (as
opposed to a static key that is the same on all devices in the
network).

NoOTE: The 802.1x standard requires the use of a RADIUS
authentication server. Most Lightweight Directory
Access Protocol (LDAP) servers do not support
802.1x.

With 802.1x authentication, a supplicant is the wireless client
that wants to gain access to the network and the device that
communicates with both the supplicant and the authentication
server is the authenticator. In the Alcatel OmniAccess system,
the WLAN Switch is the 802.1x authenticator, relaying
authentication requests between the authentication server and
the supplicant.

NoTeE: During the authentication process, the supplicant (the
wireless client) and the RADIUS authentication server
negotiate the type of Extensible Authentication
Protocol (EAP) they will use for the authentication
transaction. The EAP type is completely transparent to
the WLAN Switch and has no impact on its
configuration.

WPA implements most of the IEEE 802.11i standard. It is
designed for use with an 802.1x authentication server (the
Wi-Fi Alliance refers to this mode as WPA-Enterprise). WPA
uses the Temporal Key Integrity Protocol (TKIP) to dynamically
change keys and RC4 stream cipher to encrypt data.

With WPA-PSK, all clients use the same key (the Wi-Fi Alliance
refers to this mode as WPA-Personal).

NoTE: In PSK mode, users must enter a passphrase from
8-63 characters to access the network. PSK is
intended for home and small office networks where
operating an 802.1x authentication server is not
practical.

WPA2 implements the full IEEE 802.11i standard. In addition to
WPA features, WPA2 provides Counter Mode with Cipher
Blocking Chaining Message Authentication Code Protocol
(CCMP) for encryption which uses the Advanced Encryption
Standard (AES) algorithm. (The Wi-Fi Alliance refers to this
mode as WPAZ2-Enterprise.)

WPA2-PSK is WPA2 used in PSK mode, where all clients use
the same key. (The Wi-Fi Alliance refers to this mode as
WPA2-Personal.)

032034-00 Rev A
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The Layer-2 encryption option you can select depends upon the authentication
method chosen (Table 1-2).

TABLE 1-2 Encryption Options by Authentication Method

Authentication Method Encryption Option
None Null or Static WEP
802.1x Dynamic WEP
WPA or WPA-PSK only TKIP

WPA2 or WPA2-PSK only AES

Combination of WPA or WPA-PSK Mixed TKIP/AES

and WPA2 or WPA2-PSK

You can configure the following data encryption options for the WLAN:

Null

Wired Equivalent
Protocol (WEP)

Temporal Key
Integrity Protocol
(TKIP)

Advanced
Encryption
Standard (AES)

ALCATEL

Null means that no encryption is used and packets passing
between the wireless client and WLAN Switch are in clear
text.

Defined by the original IEEE 802.11 standard, WEP uses
the RC4 stream cipher with 40-bit and 128-bit encryption
keys. The management and distribution of WEP keys is
performed outside of the 802.11 protocol. There are two
forms of WEP keys:

B Static WEP requires you to manually enter the key for
each client and on the WLAN Switch.

B Dynamic WEP allows the keys to be automatically
derived for each client for a specific authentication
method during the authentication process. Dynamic
WEP requires 802.1x authentication.

TKIP ensures that the encryption key is changed for every
data packet. You specify TKIP encryption for WPA and
WPA-PSK authentication.

AES is an encryption cipher that uses the Counter-mode
CBC-MAC (Cipher Block Chaining-Message Authentication
Code) Protocol (CCMP) mandated by the IEEE 802.11i
standard. AES-CCMP is specifically designed for IEEE
802.11 encryption and encrypts parts of the 802.11 MAC
headers as well as the data payload. You can specify
AES-CCMP encryption with WPA2 or WPA2-PSK
authentication.

AOS-W 2.5.3 13
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Mixed This option allows the WLAN Switch to use TKIP

TKIP/AES-CCM encryption with WPA or WPA-PSK clients and use AES
encryption with WPA2 or WPA2-PSK clients. This option
allows you to deploy the Alcatel OmniAccess system in
environments that contain existing WLANSs that use
different authentication and encryption.

xSec (Extreme xSec is a Federal Information Processing Standard

Security) (FIPS)-certifiable Layer-2 encryption. xSec can encrypt and

tunnel Layer-2 traffic between a WLAN Switch and wired
and wireless clients, or between two Alcatel WLAN
Switches. To use xSec encryption:

| You must use 802.1x authentication, which means
that you must use a RADIUS authentication server.

B You must install the AOS-W xSec license in the Alcatel
WLAN Switch. If you are using xSec between two
Alcatel WLAN Switches, you must install a license in
each device.

| For encryption and tunneling of data between the
client and WLAN Switch, you must install the Funk
Odyssey client that supports xSec in the wired or
wireless client.

VLAN

Each authenticated user is placed into a VLAN, which determines the user’s
DHCP server, IP address, and Layer-2 connection. While you could place all
authenticated wireless users into a single VLAN, the Alcatel OmniAccess system
allows you to group wireless users into separate VLANSs. This enables you to
differentiate groups of wireless users and their access to network resources. For
example, you can place authorized employee users into one VLAN and itinerant
users, such as contractors or guests, into a separate VLAN.

NOTE: You create the VLANSs for wireless users only on the WLAN Switch. You
do not need to create the VLANs anywhere else on your network.
Because wireless clients are tunneled to the WLAN Switch (see
Figure 1-3 on page 5) to the rest of the network it appears as if the clients
were directly connected to the WLAN Switch.

For example, in the topology shown in Figure 1-5, authenticated wireless users
are placed on VLAN 20. You configure VLAN 20 only on the WLAN Switch; you do
not need to configure VLAN 20 on any other device in the network.

NOTE: To allow data to be routed to VLAN 20, you need to configure a static
route to VLAN 20 on an upstream router in the wired network.

14 AOS-W 2.5.3 032034-00 Rev A
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FIGURE 1-5 VLANSs for Wireless Users Configured on WLAN Switch

A user is assigned to a VLAN by one of several methods. There is an order of
precedence by which VLANs are assigned. The assignment of VLANs are (from
lowest to highest precedence):

1. The VLAN is configured for the AP location.

2. The VLAN is derived from rules based on user attributes (SSID, BSSID, user
MAC, location, and encryption type). Within the set of possible
user-derivation rules, a rule that derives a specific VLAN takes precedence
over a rule that derives a user role that may have a VLAN configured for it.

3. The VLAN is configured for a default role for an authentication method, such
as 802.1x or VPN.

4. The VLAN is derived from attributes returned by the authentication server
(server-derived rule). Within a set of server-derived rules, a rule that derives a
specific VLAN takes precedence over a rule that derives a user role that may
have a VLAN configured for it.

v AOS-W 2.5.3 15
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5. The VLAN is derived from Microsoft Tunnel attributes (Tunnel-Type, Tunnel
Medium Type, and Tunnel Private Group ID). All three attributes must be
present. This does not require any server-derived rule.

6. The VLAN is derived from Vendor Specific Attributes (VSA) for RADIUS server
authentication. This does not require any server-derived rule.

NOTE: If a VSA is present, it overrides any previous VLAN assignment.

User Role

Every user in an Alcatel OmniAccess system is associated with a user role, which
determines what a client is allowed to do, where and when it can operate, how
often it must re-authenticate, and which bandwidth contracts are applicable. User
roles can be simply defined; for example, you can define an “employee” role
which allows unrestricted access to all network resources at all times of the day
and a “guest” role which allows only HTTP access to the Internet during regular
business hours. Or you can define more granular user roles that are specific to
jobs in an enterprise environment, such as “IT staff” or “payroll”.

All wireless clients start in a default user role called the logon role. The logon role
has only enough privileges to allow the user to be authenticated. From the logon
role, users can be placed into less restrictive user roles as they pass
authentication.

NOTE: User roles and policies (described in the next section) require the
installation of a Policy Enforcement Firewall license in the WLAN Switch.
See Table 1-1 on page 9 for descriptions of optional AOS-W software
licenses.

Policies and User Roles

In an Alcatel OmniAccess system, a policy identifies a set of rules that applies to
traffic that passes through the WLAN Switch. A policy can consist of firewall
rules that permit or deny traffic, quality of service (QoS) actions such as setting a
data packet to high priority, or an administrative actions such as logging.

16 AOS-W 2.5.3 032034-00 Rev A
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VWhenever you create a user role, you specify one or more policies for the role. You
can apply policies to users to give different treatment to users on the same
network. The following example shows policies that might be applied for the user
roles “Employee” and “Guest”:

“"Employee” User Role Policy: “Guest” User Role Policy:

“Permit all traffic from any source to “Permit DHCP traffic from the user to

any destination” corporate DHCP server during business
hours”

“Permit DNS traffic from the user to a
public DNS server during business
hours”

“"Permit HTTP traffic from the user to
any destination during business hours”

“Permit HTTPS traffic from the user to
any destination during business hours”

“Drop all traffic from the user to the
Internal Corporate network”

NoOTE: In the examples shown above, all users should be securely authenticated
before network access is granted.

Assignment of User Roles

A user is assigned a user role by one of several methods. There is an order of
precedence by which user roles are assigned. That is, a user role assigned by one
method may take precedence over a user role assigned by a different method. The
methods of assigning user roles are (from lowest to highest precedence):

1. The default logon user role.

2. The user role is derived from user attributes upon the client’s association with
an AP (also known as a user-derived role). You can configure rules that assign
a user role to users who match a certain set of criteria. For example, you can
use any of the following values to derive a user role:

° Basic Service Set Identifier (BSSID) of the AP to which a client is
associated

Encryption type used by the client

Extended Service Set Identifier (ESSID) to which the client is associated
Location of the AP to which the client is associated

Media Access Control (MAC) address of the client

3. The user role is the default user role configured for an authentication method,
such as 802.1x or VPN. Each authentication method can have a default role
for users who are successfully authenticated using that method.
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4. The user role is derived from Vendor Specific Attributes (VSA) for RADIUS
server authentication. A role derived from a VSA takes precedence over any
other user roles, including a server-derived role.

5. The user role is derived from attributes returned by the authentication server
(also known as a server-derived role). If the user is authenticated via an
authentication server, the user role for the user can be based on one or more
attributes returned by the server during authentication.

Wireless Client Access to the WLAN

18

Wireless clients communicate with the wired network and other wireless clients
through a WLAN in an Alcatel OmniAccess system. There are two phases to the
process by which a wireless client gains access to a WLAN in an Alcatel
OmniAccess system:

1. Association of the radio network interface card (NIC) in the PC with an AP, as
described by the IEEE 802.11 standard. This association allows data link
(Layer-2) connectivity.

2. Authentication of the client/user before network access is allowed.

Association

APs send out beacons that contain the SSIDs of specific WLANSs; the user can
select the network they want to join. Wireless clients can also send out probes to
locate a WLAN within range or to locate a specific SSID; APs within range of the
client respond. Along with the SSID, an AP also sends out the following
information:

B Data rates supported by the WLAN. Clients can determine which WLAN to
associate with based on the supported data rate.

®  WLAN requirements for the client. For example, clients may need to use TKIP
for encrypting data transmitted on the WLAN.

The client determines which AP is best for connecting to the WLAN and attempts
to associate with it. It sends an association request to become a member of the
service set. During the association exchange, the client and WLAN Switch
negotiate the data rate, authentication method, and other options.

NOTE: Because an Alcatel AP is a “thin” AP, all wireless traffic it receives is
immediately sent through a GRE tunnel to the WLAN Switch. The WLAN
Switch responds to client requests and communicates with an
authentication server on behalf of the client. Therefore, the client
authentication and association processes occur between the wireless
client and the Alcatel WLAN Switch.
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Authentication

Authentication provides a way to identify a user and provide appropriate access
to the network for that user. By default, all wireless users in an Alcatel
OmniAccess system start in the logon role and use an authentication method to
move to an identified, authenticated role. One or more authentication methods
may be used, ranging from secure authentication methods such as 802.1x, VPN,
and captive portal to less secure methods such as MAC address authentication.

NOTE: User access to the network depends upon whether the Policy
Enforcement Firewall license is installed in the WLAN Switch and what
policies are configured. For example, if the Policy Enforcement Firewall
license is not installed, any authenticated user can connect to the
network. If the Policy Enforcement Firewall license is installed, then the
policies associated with the user role that the user is given determines
the network access that the user is allowed. Subsequent chapters in this
manual demonstrate the configuration of user roles and policies.

802.1x Authentication

802.1x is an IEEE standard used for authenticating clients on any IEEE 802
network. It is an open authentication framework, allowing multiple authentication
protocols to operate within the framework. 802.1x operates as a Layer-2 protocol.
Successful 802.1x authentication must complete before any higher-layer
communication with the network, such as a DHCP exchange to obtain an IP
address, is allowed.

802.1x is key-generating, which means that the output of the authentication
process can be used to assign dynamic per-user encryption keys. While the
configuration of 802.1x authentication on the WLAN Switch is fairly simple,
802.1x can require significant work in configuring an external authentication
server and wireless client devices.

VPN

VPN technology has been in use for Internet-based remote access for many years
and client/server components are widely available. Generally, the VPN client is
installed on mobile devices and is used to provide secure communication with a
corporate network across a non-secure network such as the Internet. VPN
technology operates at Layer-3, which means that an IP address is required on
the client device before the VPN client can operate.

With VPN, the MAC and outer IP header information is transmitted cleartext,
while inner IP header and data are encrypted. Because the IP layer is unprotected,
some form of Layer-2 encryption (such as WEP) should be used on a wireless
network.
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Captive Portal

Captive portal allows a wireless client to authenticate using a web-based portal.
Captive portals are typically used in public access wireless hotspots or for hotel
in-room Internet access. After a user associates to the wireless network, their
device is assigned an IP address. The user must start a web browser and pass an
authentication check before access to the network is granted.

Captive portal authentication is the simplest form of authentication to use and
requires no software installation or configuration on the client. The
username/password exchange is encrypted using standard SSL encryption.
However, portal authentication does not provide any form of encryption beyond
the authentication process; to ensure privacy of user data, some form of link-layer
encryption (such as WEP or WPA-PSK) should be used when sensitive data will
be sent over the wireless network.

MAC Address Authentication

MAC address authentication is the process of examining the media access
control (MAC) address of an associated device, comparing it to an internal or
RADIUS database, and changing the user role to an authenticated state. MAC
address authentication is not a secure form of authentication as the MAC address
of a network interface card (NIC) can be changed in software. MAC address
authentication is useful for devices that cannot support a more secure form of
authentication, such as barcode scanners, voice handsets, or manufacturing
instrumentation sensors.

User roles mapped to MAC address authentication should be linked to restrictive
policies to permit only the minimum required communication. Whenever possible,
WEP encryption should also be employed to prevent unauthorized devices from
joining the network.

Client Mobility and AP Association

When a wireless client associates with an AP, it retains the association for as long
as possible. Generally, a wireless client only drops the association if the number
of errors in data transmission is too high or the signal strength is too weak.

When a wireless client roams from one AP to another in an Alcatel OmniAccess
system, the WLAN Switch can automatically maintain the client’'s authentication
and state information; the client only changes the radio that it uses. Clients do
not need to reauthenticate or reassociate. When a client roams between APs that
are connected to the same WLAN Switch, the client maintains its original IP
address and existing |IP sessions.

You can also enable client mobility on all WLAN Switches in a master WLAN
Switch’s hierarchy. This allows clients to roam between APs that are connected
to different WLAN Switches without needing to reauthenticate or obtain a new IP
address. When a client associates with an AP, the client information is sent to the
master WLAN Switch. The master WLAN Switch pushes out the client
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information to all local WLAN Switches in its hierarchy. When a client roams to an
AP connected to a different WLAN Switch, the new WLAN Switch recognizes the
client and tunnels the client traffic back to the original WLAN Switch.

Configuring and Managing the Alcatel
OmniAccess System

There are several interfaces that you can use to configure and manage
components of the Alcatel OmniAccess system:

B The Web User Interface (WebUI) allows you to configure and manage Alcatel
WLAN Switches. The WebUI is accessible through a standard Web browser
from a remote management console or workstation.

B The command line interface (CLI) allows you to configure and manage Alcatel
WLAN Switches. The CLI is accessible from a local console connected to the
serial port on the WLAN Switch or through a Telnet or Secure Shell (SSH)
session from a remote management console or workstation.

NOTE: By default, you can only access the CLI from the serial port or from
an SSH session. To use the CLI in a Telnet session, you must
explicitly enable Telnet on the WLAN Switch.

B The Alcatel OmniVista Mobility Management System is a suite of applications
for monitoring multiple master WLAN Switches and their related local WLAN
Switches and APs. Each application provides a Web-based user interface.
The Mobility Management System is available as an integrated appliance and
as a software application that runs on a dedicated system. See the Mobility
Manager User Guide for more information.

NOTE: Before you can use the management interface from a remote console or
workstation you must configure the WLAN Switch with an IP address
and default gateway and connect it to your network. See “Deploying a
Basic System” in Volume 2 of the AOS-W User Guide for more
information.

All Alcatel WLAN Switches have a serial port for connecting to a local console.
The OmniAccess 6000 WLAN Switch contains a 10/100 Mbps Fast Ethernet port
for out-of-band management (see the Installation Guide for your WLAN Switch for
more information).
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Web Access

To use the WebUI, enter the IP address of the WLAN Switch in the URL of a

browser windowv.

NoOTE: The WebUI requires Internet Explorer 6.0 or higher. Other browsers may
work but with limited functionality and are therefore not supported.

When you connect to the WLAN Switch using the WebUI, the system displays the
login page. Log in using the administrator user account (the password does not

display). For example:

AOS-W 2.5.3
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When you are logged in, the browser window shows the default Monitor
Summary page. For example:
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Interfering Clients
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MAIN PAGE DISPLAY AREA

The following describes the elements in all WebUI pages:

B The tabs at the top of the page allow you to select tools available in the Web

Ul software. Click on a tab to select the tool.

B When you select a tab, the tool and its available pages appear in the
navigation pane. You can navigate to any of the listed pages by clicking on
the page name.

NOTE:

Some of the items in the listed pages are merely headings for their
sub-pages and cannot be selected. Selectable pages become
highlighted when you place the cursor over them. Non-selectable

items do not react.

B The name of the currently-selected page is highlighted in the page tree.

B The main page display area displays all the information and/or input fields

relevant to the current page of the current tool.

B The Logout button at the top right corner of the page allows you to end your
WebUI session.

v
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Tools

The tool bar at the top of the WebUI browser window contains tabs for the
various tools available. Click on the tab to select the tool. Table 1-3 lists the tools
that are available in the WebUI.

TABLE 1-3 WebUI Tools

Menu

Description

Monitoring

Configuration

Diagnostics

Maintenance

Plan

Events

Reports

This tool allows you to view the status of the Alcatel
components and clients in the Alcatel OmniAccess
system, the connections on the local WLAN Switch,
WLANSs, and custom logs.

This tool allows you to configure the Alcatel OmniAccess
system.

This tool allows you to run ping and traceroute, store and
view output files for technical support, and view AP
configuration and statistics.

This tool allows you to upgrade the image file, load
licenses, copy files to/from flash, configure and reboot
APs, and configure the captive portal feature.

This tool enables you to design the WLAN deployment for
your environment and provides coverage maps and AP and
AM placement locations.

This tool allows you to view events in the OmniAccess
system and create event reports.

This tool allows you to view reports on APs (including
rogue and interfering APs) and clients and create custom
reports.

Configuration Tool

The Configuration pages are divided into two main branches: Basic pages provide
a way to configure common network tasks, while the Advanced pages allow you
to configure other features of the Alcatel OmniAccess system.
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Table 1-4 describes the Basic Configuration pages.

TABLE 1-4  Configuration Pages (Basic)

Page

Description

WLAN

RF Management

Security

Network

Management

These pages allow you to configure an SSID and related WLAN
options.

These pages allow you to configure basic RF management
features while assigning defaults for related options (which you
can modify from the Advanced configuration pages).

These pages allow you to configure various security settings
including wireless intrusion detection and firewall settings. You
can select from three predefined security levels—basic,
medium, or high—or define a customized combination of
selected options.

These pages allow you to configure ports, VLANSs, IP
interfaces, and DHCP-related information.

These pages allow you to configure the system clock,
SNMP-related information, and management access.

The following buttons are available on Basic and Advanced Configuration pages:

Apply

Save
Configuration

Clear

Add

Edit

Delete

ALCATEL

Accepts all configuration changes made on the current
page.

(Appears in top right corner of the WebUI when the
Configuration tool is selected) Saves all applied
configuration changes made during the current
configuration session. Saved settings are retained when
the WLAN Switch is rebooted or powered off while
unsaved configuration changes are lost.

Resets options on current page to the last-applied or saved
settings.

Adds a new item to the current page. Typically a set of
relevant configuration fields for the item to be added is
displayed.

Allows you to edit the configuration of the selected item.

Removes the selected item from the page configuration.
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CLI Access

The CLI is available through the serial console connection or from a Telnet or SSH
session.

NOTE: Telnet access is disabled by default on Alcatel WLAN Switches. To enable
Telnet access, enter the telnet cli command from a serial connection or
from an SSH session.

When you connect to the WLAN Switch using the CLI, the system displays its
host name followed by the login prompt. Log in using the administrator user
account (the password displays as asterisks). For example:

<alcatel>
user: admin
password: *****

When you are logged in, the user mode CLI prompt displays. For example:
<alcatel> >

User mode provides only limited access for basic operational testing such as
running ping and traceroute.

All configuration and management functions are available in privileged mode. To
move from user mode to privileged mode requires you to enter an additional
password. For example:

<alcatel> > enable
Password: ******

When you are in privileged mode, the > prompt changes to a pound sign (#):

<alcatel> #

Saving Configuration Changes

Configuration changes made using the CLI affect only the current state of the
WLAN Switch. Unless saved, the changes are lost when the WLAN Switch is
rebooted. To save your changes so that they are retained after a reboot, use the
following privileged mode CLI command:

<alcatel> # write memory
Saving Configuration...
Saved Configuration
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Command Completion

To make command input easier, you can usually abbreviate each key word in the
command. You need type only enough of each keyword to distinguish it from
similar commands. For example:

(alcatel) # configure terminal

could also be entered as:

(alcatel) # con t

Three characters (con) represent the shortest abbreviation allowed for configure.
Typing only c or co would not work because there are other commands (like copy)
which also begin with those letters. The configure command is the only one that
begins with con.

As you type, you can press the spacebar or tab to move to the next keyword. The
system then attempts to expand the abbreviation for you. If there is only one
command keyword that matches the abbreviation, it is filled in for you
automatically. If the abbreviation is too vague (too few characters), the cursor
does not advance and you must type more characters or use the help feature to
list the matching commands.

Command Help
You can use the question mark (?) to view various types of command help.

When typed at the beginning of a line, the question mark lists all the commands
available in your current mode or sub-mode. A brief explanation follows each
command. For example:

<alcatel> > ?

enable Turn on Privileged commands

logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
traceroute Trace route to specified IP address.

When typed at the end of a possible command or abbreviation, the question mark
lists the commands that match (if any). For example:

<alcatel> > c?

clear Clear configuration
clock Configure the system clock
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configure Configuration Commands
copy Copy Files

28

If more than one item is shown, type more of the keyword characters to
distinguish your choice. However, if only one item is listed, the keyword or
abbreviation is valid and you can press tab or the spacebar to advance to the next
keyword.

When typed in place of a parameter, the question mark lists the available options.
For example:

<alcatel> # write ?

erase Erase and start from scratch

file Write to a file in the file system
memory Write to memory

terminal Write to terminal

<Cr>

The <cr> indicates that the command can be entered without additional
parameters. Any other parameters are optional.

Command Line Editing

The command line editing feature allows you to make corrections or changes to a
command without retyping. Table 1-5 lists the editing controls:

TABLE 1-5 Line Editing Keys

Key Effect Description
<Ctrl-a> Home Move the cursor to the beginning of the line.
<Ctrl-b> or Back Move the cursor one character left.
<left arrow>
<Ctrl-d> Delete Delete the character to the right of the cursor.
Right
<Ctrl-e> End Move the cursor to the end of the line.
<Ctrl-f> or Forward Move the cursor one character right.
<right
arrow>
<Ctrl-k> Kill Right Delete all characters to the right of the cursor.
<Ctrl-n> or Next Display the next command in the command
<down history.
arrow>
<Ctrl-p> or Previous Display the previous command in the command
<up arrow> history.
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TABLE 1-5 Line Editing Keys (Continued)
Key Effect Description
<Ctrl-t> Transpose Swap the character to the left of the cursor with
the character to the right of the cursor.
<Ctrl-u> Clear Clear the line.
<Ctrl-w> Delete Delete the characters from the cursor up to and
Word including the first space encountered.
<Ctrl-x> Kill Left Delete all characters to the left of the cursor.

Alphanumeric characters are always inserted into the line at the cursor position.

Command History

The system records your most recently entered commands. You can review the
history of your actions, or reissue a recent command easily, without having to
retype it.

To view items in the command history, use the <up arrow> to move back through
the list and <down arrow> key to forward. To reissue a specific command, press
<enter> when it appears. You can even use the command line editing feature to
make changes to the command prior to entering it.

Viewing the Configuration

You can view two configuration images from the CLI:

B startup-config holds the configuration options which will be used the next
time the WLAN Switch is rebooted. It contains all the options last saved using
the write memory command. Presently unsaved changes are not included.

To view the startup-config, use the following command:
<alcatel> # show startup-config

B running-config holds the current switch configuration, including all pending
changes which have yet to be saved.

To view the running-config, use the following command:
<alcatel> # show running-config

Both configurations can also be saved to a file or sent to a TFTP server for backup
or transfer to another system.
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Alcatel Mobility Manager

Alcatel Mobility Manager is an element management system (EMS) application
that enables you to manage Alcatel APs and WLAN Switches from a single
platform.

The management interface, which runs on Windows, Linux, or MacOS clients, is
a Java-based graphical user interface (GUI) that enables scoping, filtering,
monitoring, and planning of the wireless network. Multiple clients can access the
management interface simultaneously. Each client must have the compatible Java
Runtime Environment (JRE) installed; you can download the appropriate JRE from
the Mobility Manager application.

The Mobility Manager software is embedded on the OmniVista Mobility Manager
Appliance. You can also install the Mobility Manager software on a dedicated
server platform.

For more information about the OmniVista Mobility Manager, see the Mobility
Manager User Guide.
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Preface

This preface includes the following information:

An overview of the contents of this manual
A list of related documentation for further reading
A key to the various text conventions used throughout this manual

Alcatel support and service information

Document Organization

The AOS-W User Guide is now in eight separate volumes for easier download and
information access. The volumes are as follows:

Volume 1 contains an overview of the OmniAccess System.

Volume 2 (this volume) describes how to install the OmniAccess System in a
wired network.

Volume 3 describes WLAN configuration, including remote Access Points.
Volume 4 describes wireless encryption and authentication configuration.
Volume 5 describes configuring multi-WLAN switch environments.
Volume 6 describes intrusion prevention configuration.

Volume 7 describes managing the OmniAccess System.

Volume 8 describes configuring advanced services, such as Quality of Service
(QoS) for voice and the External Services Interface module.

Related Documents

The following items are part of the complete documentation for the OmniAccess
system:

v

AOS-W User Guide
Alcatel Wireless LAN Switch Installation Guides
Alcatel Access Point Installation Guides

Release Notes
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Text Conventions

The following conventions are used throughout this manual to emphasize

important concepts:

TABLE 1 Text Conventions

Type Style

Description

Italics

This style is used to emphasize important terms and to mark
the titles of books.

System items

This fixed-width font depicts the following:
B Sample screen output
B System prompts

| Filenames, software devices, and certain commands
when mentioned in the text

Commands

In the command examples, this bold font depicts text that
the user must type exactly as shown.

<Arguments>

In the command examples, italicized text within angle
brackets represents items that the user should replace with
information appropriate to their specific situation. For
example:

# send <text message>

In this example, the user would type “send” at the system
prompt exactly as shown, followed by the text of the
message they wish to send. Do not type the angle brackets.

[ Optional ]

In the command examples, items enclosed in brackets are
optional. Do not type the brackets.

{Item Al Item B}

In the command examples, items within curled braces and
separated by a vertical bar represent the available choices.
Enter only one choice. Do not type the braces or bars.
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Contacting Alcatel

Contact Center Online

B Main Site http://wwwv.alcatel.com/enterprise
M Support Site http://eservice.ind.alcatel.com
u Email support@ind.alcatel.com

Sales & Support Contact Center Telephone

B North America 1-800-995-2696
Latin America 1-877-919-9526
[ ] Europe +33 (0) 38 8556 92 9
B Asia Pacific +65 6586 1555
B Worldwide 1-818-880-3500
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This chapter describes how to connect an Alcatel WLAN Switch and Alcatel APs
to your wired network.

This chapter describes the following topics:

B “Configuration Overview” on page 2

B “Configuring the Alcatel WLAN Switch” on page 5
B “Deploying APs” on page 12

NOTE: AOS-W 2.5.3 introduces a simplified installation procedure that includes
a Java-based RF Plan tool and a new Access Point Installation Wizard in
the WebUI. The Access Point Installation Wizard automatically performs
much of the configuration described in this chapter. You can either
perform the manual configuration described in this chapter, or follow the
simplified installation procedure described in the Alcatel Quick Start
Guide. The Alcatel Quick Start Guide also describes using the Access
Point Installation Wizard.
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Configuration Overview

2

This section describes typical deployment scenarios and the tasks you need to
perform in connecting an Alcatel WLAN Switch and Alcatel APs to your wired
network.

Deployment Scenario #1

ROUTER IS DEFAULT
GATEWAY FOR WLAN
SWITCH AND CLIENTS

| pene Q\ R
-;:f =" I j i, +

e

- | |
| |

In this deployment scenario, the Alcatel APs and WLAN Switch are on the same
subnetwork and will use IP addresses assigned to the subnetwork. In this
scenarios, there are no routers between the APs and the WLAN Switch. APs can
be physically connected directly to the WLAN Switch. The uplink port on the
WLAN Switch is connected to a layer-2 switch or router.

You need to perform the following tasks:
1. Run the Initial Setup.

° Set the IP address of VLAN 1.

® Set the default gateway to the IP address of the interface of the upstream
router to which you will connect the WLAN Switch.

2. Connect the uplink port on the WLAN Switch to the switch or router
interface. By default, all ports on the WLAN Switch are access ports and will
carry traffic for a single VLAN.

3. Deploy APs. The APs will use the Alcatel Discovery Protocol (ADP) to locate
the WLAN Switch.

You would then configure the SSID(s) with VLAN 1 as the assigned VLAN for all
users.
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Deployment Scenario #2

FLOOR 3 SUBNET

FLOOR 2 SUBNET

FLOOR 1 SUBNET

WLAN SWITCH IS
DEFAULT GATEWAY
FOR CLIENTS

DATA CENTER

In this deployment scenario, the Alcatel APs and the WLAN Switch are on
different subnetworks and the APs are on multiple subnetworks. The WLAN
Switch acts as a router for the wireless user subnetworks (the WLAN Switch is
the default gateway for the wireless clients). The uplink port on the WLAN Switch
is connected to a layer-2 switch or router; this port is an access port in VLAN 1.

You need to perform the following tasks:
1. Run the Initial Setup.

° Set the IP address for VLAN 1.

® Set the default gateway to the IP address of the interface of the upstream
router to which you will connect the WLAN Switch.

2. Connect the uplink port on the WLAN Switch to the switch or router
interface.

3. Deploy APs. The APs will use DNS or DHCP to locate the WLAN Switch.

You would then need to configure VLANSs for the wireless user subnetworks on
the WLAN Switch, and configure SSIDs with the VLANs assigned for each
wireless user subnetwork.

v AOS-W 2.5.3 3
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NOTE: Each wireless user VLAN must be configured on the WLAN Switch with
an IP address. On the uplink switch or router, you must configure static
routes for each user VLAN, with the WLAN Switch’s VLAN 1 IP address
as the next hop.

Deployment Scenario #3

FLOOR 3 SUBNET

=
V=

i

TRUNK PORT @

CARRIES CLIENT <€—+ ROUTER IS DEFAULT
TRAFFIC GATEWAY FOR WLAN

E SWITCH AND CLIENTS

In this deployment scenario, the Alcatel APs and the WLAN Switch are on
different subnetworks and the APs are on multiple subnetworks. There are
routers between the APs and the WLAN Switch. The WLAN Switch is connected
to a layer-2 switch or router through a trunk port that carries traffic for all wireless
user VLANs. An upstream router functions as the default gateway for the wireless
users.

FLOOR 2 SUBNET

FLOOR 1 SUBNET

DATA CENTER

NOTE: This deployment scenario does not use VLAN 1 to connect to the layer-2
switch or router through the trunk port. The Initial Setup prompts you for
the IP address and default gateway for VLAN 1; use the default values. In
later steps, you will configure the appropriate VLAN to connect to the
switch or router as well as the default gateway.

You need to perform the following tasks:

1. Run the Initial Setup.
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° Use the default IP address for VLAN 1. Since VLAN 1 is not used to
connect to the layer-2 switch or router through the trunk port, you need
to configure the appropriate VLAN in a later step.

° Do not specify a default gateway (use the default “none”). In a later step,
you configure the default gateway.

2. Create a VLAN that has the same VLAN ID as the VLAN on the switch or
router to which you will connect the WLAN Switch. Add the uplink port on
the WLAN Switch to this VLAN and configure the port as a trunk port.

3. Add user VLANSs to the trunk port.

4. Configure the default gateway on the WLAN Switch. This gateway is the IP
address of the router to which you will connect the WLAN Switch.

5. Configure the loopback interface for the WLAN Switch.

6. Connect the uplink port on the WLAN Switch to the switch or router
interface.

7. Deploy APs. The APs will use DNS or DHCP to locate the WLAN Switch.

You would then configure VLANs on the WLAN Switch for the wireless user
subnetworks and configure SSIDs with the VLANs assigned for each wireless
user subnetwork .

Configuring the Alcatel WLAN Switch

The tasks in deploying a basic Alcatel OmniAccess system fall into two main
areas:

B Configuring and connecting the Alcatel WLAN Switch to the wired network
(described in this section)

u Deploying Alcatel APs (described later in this section)

To connect the WLAN Switch to the wired network, you need to perform the
following steps:

1. Run the Initial Setup to configure administrative information for the WLAN
Switch.

2. (Deployment #3) Configure a VLAN to connect the WLAN Switch to your
network. You do not need to perform this step if you are using VLAN 1 to
connect the WLAN Switch to the wired network.

3. Connect the ports on the WLAN Switch to your network.

4. (Optional) Configure a loopback address for the WLAN Switch. You do not
need to perform this step if you are using the VLAN 1 IP address as the WLAN
Switch’s IP address.

This section describes the steps in detail.

AOS-W 2.5.3 5

ALCAT EL User Guide



Deploying a Basic OmniAccess System
Chapter 1

Run the Initial Setup

When you connect to the WLAN Switch for the first time using either a serial
console or a Web browser, the Initial Setup automatically launches. The Initial
Setup requires you to set the role (master or local) for the WLAN Switch and
passwords for administrator and configuration access. The Initial Setup also
requires that you specify the country code for the country in which the WLAN
Switch will operate; this sets the regulatory domain for the radio frequencies that
the APs use.

The Initial Setup requires that you configure an IP address for the VLAN 1
interface, which you can use to access and configure the WLAN Switch remotely
via an SSH or WebUI session. Configuring an IP address for the VLAN 1 interface
ensures that there is an IP address and default gateway assigned to the WLAN
Switch upon completion of the Initial Setup.

After you complete the Initial Setup, the WLAN Switch reboots using the new
configuration. See the Alcatel Quick Start Guide for information about using the
Initial Setup.

You can connect to and configure the WLAN Switch in several ways using the
administrator password you entered during the Initial Setup:

B You can continue to use the connection to the serial port on the WLAN
Switch to enter the command line interface (CLI). (Refer to “Overview of the
Alcatel OmniAccess System” in Volume 1 of the AOS-W User Guide for
information on how to access the CLI and enter configuration commands.)

B You can connect an Ethernet cable from a PC to an Ethernet port on the
WLAN Switch. You can then use one of the following access methods:

® Use the VLAN 1 IP address to start an SSH session where you can enter
CLI commands.

° Enter the VLAN 1 IP address in a browser window to start the WebUI.
The WebUI contains an AP Installation Wizard that guides you through
the setup of the WLAN Switch and APs. Refer to the Alcatel Quick Start
Guide.

Configure a VLAN for Network Connection

You need to follow the instructions in this section only if you need to configure a
trunk port between the Alcatel WLAN Switch and another layer-2 switch (shown
in “Deployment Scenario #3” on page 4).

This section shows how to use both the WebUI and CLI for the following
configurations (subsequent steps show how to use the WebUI only):

®m  Create a VLAN on the WLAN Switch and assign it an IP address.

B Assign to the VLAN the port(s) that you will use to connect the WLAN Switch
to the network. (For example, the uplink ports that you connect to a router are
usually Gigabit ports.)
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B Configure the ports as trunk ports.

B Configure a default gateway for the WLAN Switch.

Create the VLAN

The following configurations create VLAN 5 and assign it the IP address

10.3.22.20/24.

WebUI

1. Click the Configuration tab in the menu bar. Under Basic, click the Network
page. Click the VLAN tab.

NOTE: In the remainder of this manual, the instructions for reaching a
specific WebUI page are shortened to specify the sequence of tab or
page selections; for example, “Navigate to the Configuration > Basic
> Network > VLAN page.”

2. Click Add to create a new VLAN.

3. On the Add New VLAN screen (shown below), enter 5 for the VLAN ID and

click Apply.
Manltoring Conflguration Malrtenance Save Conflguration
Basic | Advanced  Network > VLAN > Add New VLAN
WLAN Port VLAM | [P Interfaces | P Routing
RF Management
Securlty Detalls
Nebwork VLAN 1D 5
Hrap VLAN Members

Porl Tagged MNative VLAN Action

]
_Apply | _cancel

4. Navigate to the Configuration > Basic > Network > IP Interfaces page on the
WebUI. Click Edit for the VLAN you just added. Enter the IP address and
network mask of the VLAN interface. If required, you can also configure the
address of the DHCP server for the VLAN by clicking Add.

Monitoring Save Corfiguration
Basic | Advaeed  Network = IP Interfaces > Edit IP Interface (VLAN 5)
LA Port | VLAM P Interfaces | IP Routing
RF Managermenl
Security Details
MNebwork VLAN 1D
[P Address 10.3.22.70
Managerment
Iebwork Mask 255.255.255.0
DHCP Server
Server Helpar Mane »

apply || Cancal

5. Click Apply to apply this configuration.

v
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NoTE: In the WebUI configuration pages, clicking the Apply button saves
configuration changes so they are retained after the WLAN Switch is
rebooted.

CLI

(alcatel)

User: admin

Password: *****

(alcatel) >enable

Password:******

(alcatel) #configure terminal

Enter Configuration commands, one per line. End with CNTL/Z
(alcatel) (config) #vlan 5

(alcatel) (config) #interface vlan 5

(alcatel) (config-subif)#ip address 10.3.22.20 255.255.255.0
(alcatel) (config-subif)#exit

(alcatel) (config) #write memory

NOTE: In the remainder of this manual, only the CLI configuration commands are
shown.

Configure the Trunk Port

The following configuration configures a Gigabit Ethernet port as a trunk port.

WebUI
1. Navigate to the Configuration > Basic > Network > Port page on the WebUI.

2. To add a port to the VLAN, click the port in the Port Selection section.

3. For Port Mode, select Trunk.
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4. For Native VLAN, select VLAN 5 from the scrolling list, then click the <-- arrow.

[vcenorrg | confipsation | Digposcs | antscarce | bl | Eveots | hspats |
Besc | dadvarnsd
a Network > Port

I Management

Sava Configuration | Log)

Port | | VLAN | | I it facres
Security

Metwork Port Selection - Click port to configure

Managerment 0/2][4/|6| |8/[10/[12/24] [16/]18//20 |22

11[3][s][7] [e][1]13]as) [17][e]z1lz3] [ 24 %

Configure Selected Port 172

Enable Port E]
Enabir 5012, 30f Powes Croee Ethemet: 5
(Esabling this option well slss dissble Choco Power Over Ctharnet)
Enabis Cisco Puvrer Cver Etherrst r
Mske Fort Trusted ¥
Pret Mok s ¥ Trunk,
Native VLAN =1 e
F v 0 VLENS
Lntar vLAN(S) " Aovisd ar kst
Alovred VLA |
Dsaliouwed VLA |
W Enatied
o 19 |portcost
Spanning Tree 120 Friscky
I Purt Fast

5. Click Apply.

CLI

interface range gigabitethernet 1/24
switchport mode trunk
switchport trunk native vlan 5

To confirm the port assignments, use the show vlan command:

(alcatel) (config) #show vlan

VLAN CONFIGURATION

VLAN Name Ports
1 Default Fal/0-23
5 VLANOOOS  Gigl/24-25

Configure the Default Gateway

The following configurations assign a default gateway for the WLAN Switch.

WebUI
1. Navigate to the Configuration > Advanced > Switch > General > IP Routing
page.

2. In the Default Gateway field, enter 10.3.22.1.
3. Click Apply.

v AOS-W 2.5.3 9
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CLl
ip default-gateway 10.3.22.1

Connect the WLAN Switch to the Network

Connect the ports on the WLAN Switch to the appropriately-configured ports on
an L2 switch or router. Make sure that you have the correct cables and that the
port LEDs indicate proper connections. Refer to the Installation Guide for the
Alcatel WLAN Switch for port LED and cable descriptions.

To verify that the WLAN Switch is accessible on the network:

®  If you are using VLAN 1 to connect the WLAN Switch to the network
("Deployment Scenario #1” and “Deployment Scenario #2"), ping the VLAN 1
IP address from a workstation on the network.

B [f you created and configured a new VLAN (“Deployment Scenario #3"), ping
the IP address of the new VLAN from a workstation on the network.

Configure the Loopback for the WLAN Switch

You need to configure a loopback address if you are not using VLAN 1 to connect
the WLAN Switch to the network (see “Deployment Scenario #3” on page 4).

If configured, the loopback address is used as the WLAN Switch’s IP address. If
you do not configure a loopback address for the WLAN Switch, the IP address
assigned to VLAN 1 is used as the WLAN Switch’s IP address.

NOTE: After you configure or modify a loopback address, you need to reboot the
WLAN Switch.

AOS-W allows the loopback address to be part of the IP address space assigned
to a VLAN interface. In the example topology, the VLAN 5 interface on the WLAN
Switch was previously configured with the IP address 10.3.22.20/24. The
loopback IP address in this example will be 10.3.22.220.

NOTE: You configure the loopback address as a host address with a 32-bit
netmask. The loopback address should be routable from all external
networks.

To set the loopback address through the WebUI:

WebUI

1. Navigate to the Configuration > Advanced > Switch > General page.

AOS-W 2.5.3 032034-00 Rev A
User Guide July 2006



Deploying a Basic OmniAccess System

Chapter 1
2. Enter the IP address for the loopback address.
Monitoring  [Resg sVl gl Ciagnostics Save Configaration
Baslc | Advanced Switch > General
SNG;_;_hd Gereral Port | | VLAN Tunnels IP Routing | | VRRP | DHCP Server
Menagement Switch Role Mastar ¥
Secure Accoss Master 1P Address
WILAN
Iebwork, Loopback Interface
Radic MAC Address
Advanced IP Address 10,322 220
3. Click Apply at the bottom of the page (you may need to scroll down the
page).
4. At the top of the page, click Save Configuration.
You need to reboot the WLAN Switch for the new IP address to take effect.
5. Navigate to the Maintenance > Switch > Reboot Switch page.
Conflguration | Dlsgnostics [EERTEREES
SltcNg Switch > Reboot Switch
Image Managemenl
Reboot Switch
Clear Config Savie Current Configuration Before @ Yes
Synchronize Database Reboot 2 No
Licenise Management [ continue | [ Gancal |
6. Click Continue.
CLI

interface loopback

ip address 10.3.22.220

To verify that the WLAN Switch is accessible on the network, ping the loopback
address from a workstation on the network.

v
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Deploying APs
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Alcatel APs and AMs are designed to require only minimal provisioning to make
them fully operational in an Alcatel OmniAccess system. Once APs have
established communication with the WLAN Switch, you can apply advanced
configuration to individual APs or globally across the entire OmniAccess system
using the WebUI on the WLAN Switch.

NoTE: AOS-W 2.5.3 introduces a new Access Point Installation Wizard in the
WebUI that simplifies some of the deployment tasks described in this
section. The Access Point Installation Wizard appears on the master
WLAN Switch and guides you through configuring APs that are to be
installed in your network. You can then install the programmed APs in
their permanent locations in the network. To use the Access Point
Installation Wizard instead of performing the manual configurations
described in this section, see the Alcatel Quick Start Guide.

If you choose not to use the AP Installation Wizard, you can deploy APs by doing
the following steps:

1. Run the Java-based RF Plan tool to help position APs and import floorplans
for your installation.

2. Ensure that the APs can locate the WLAN Switch when they are connected to
the network. There are several ways in which APs can locate the WLAN
Switch.

3. Install the APs by connecting the AP to an Ethernet port and, optionally, to a
power source.

4. On the WLAN Switch, configure the APs.

This section describes the steps.

Run Alcatel RF Plan

The Java-based RF Plan tool is an application that allows you to determine AP
placement based on your specified coverage and capacity requirements without
impacting the live network. For more information about using RF Plan, see the RF
Plan Installation and User Guide.

Enable APs to Connect to the WLAN Switch

Before you install APs in a network environment, you must ensure that the APs
will be able to locate and connect to the WLAN Switch when powered on.
Specifically, you need to ensure the following:

B When connected to the network, each AP is assigned a valid IP address

B APs are able to locate the WLAN Switch
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NOTE: Alcatel APs use Trivial File Transfer Protocol (TFTP) the first time they
boot to obtain their software image and configuration from the WLAN
Switch. After the initial boot, the APs use FTP to obtain software images
and configurations from the WLAN Switch.

Enable APs to Obtain IP Addresses

Each Alcatel AP requires a unique IP address on a subnetwork that has
connectivity to a WLAN Switch. Alcatel recommends using the Dynamic Host
Configuration Protocol (DHCP) to provide IP addresses for APs; the DHCP server
can be an existing network server or an Alcatel WLAN Switch configured as a
DHCP server.

You can use an existing DHCP server in the same subnetwork as the AP to
provide the AP with its IP information. You can also configure a device in the
same subnetwork to act as a relay agent for a DHCP server on a different
subnetwork. Refer to the vendor documentation for the DHCP Server or relay
agent for information.

If an AP is on the same subnetwork as the master WLAN Switch, you can
configure the WLAN Switch as a DHCP server to assign an IP address to the AP.
The WLAN Switch must be the only DHCP server for this subnetwork.

To enable DHCP server capability on a WLAN Switch:

WebUI

1. Navigate to the Configuration > Advanced > Switch > General > DHCP
Server page.

Configuration W-
Basic | Advanced vitch > DHCP Server
qr:‘:z Gereral Fort JLAR Turnels 1P Routing SRRP DHCP Server
Menagement Enable DHCP Server =
Seure Acvess Pool Configuration
WLAN MNarme Default Router MNetwork Range Action
Mabwrk Add
Fachico
Achvaniced Excluded Address Range
RF Management I e
Callbration Excluded Address
Optimization Dalata
Frotection
Monitoring Apply

2. Select the Enable DHCP Server checkbox.
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3. In the Pool Configuration section, click Add.

Configuration save Coriig.ration
Basle | Advanced Switch = DHCP > Add DHCP Pool
Switch « Back |
General R
Mersgement Pool Mame
Sacire Access Dafault Router
WLAN RS Servers (Multipli DS Servers should be separated by spaces)
Mabwork Domain Mame
Radic WINS Sarvers (Mulbiple WINS Servers should be ssparated by spaces)
Advanced Laase Days Hs Mire
RF Management Mawork e Acchress] MNelrmizsh
Calibration Authoritative ™| {This shoubd be left off in most cases)
Optimization
Protection [osna| Teancal ]

4. Enter information about the subnetwork for which IP addresses are to be
assigned. Click Done.

5. If there are addresses that should not be assigned in the subnetwork:
A. Click Add in the Excluded Address Range section.
B. Enter the address range in the Add Excluded Address section.
C. Click Done.

6. Click Apply at the bottom of the page.

7. At the top of the page, click Save Configuration.

CLI

ip dhcp excluded-address ipaddr ipaddr2
ip dhcp pool name

default-router ipaddr

dns-server ipaddr

domain-name name

network ipaddr mask

Locate the WLAN Switch

An Alcatel AP can discover the IP address of the WLAN Switch in one of the
following ways:

| From a DNS server
| From a DHCP server

[ | Using the Alcatel Discovery Protocol (ADP)
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From a DNS Server

Alcatel APs are factory-configured to use the host name oaw-master for the WLAN
Switch. For the DNS server to resolve this host name to the IP address of the
WLAN Switch, you must configure an entry on the DNS server for the name
oaw-master.

For information on how to configure a host name entry on the DNS server, refer to
the vendor documentation for your server.

NOTE: Alcatel recommends using a DNS server to provide APs with the IP
address of the master WLAN Switch because it involves minimal changes
to the network and provides the greatest flexibility in the placement of
APs.

From a DHCP Server

You can configure a DHCP server to provide the WLAN Switch’s IP address. You
need to configure the DHCP server to send the WLAN Switch’s IP address using
the DHCP vendor-specific attribute option 43. Alcatel APs identify themselves
with a vendor class identifier set to ArubaAP in their DHCP request. When the
DHCP server responds to the request, it will send the WLAN Switch’s IP address
as the value of option 43.

For more information on how to configure vendor-specific information on a DHCP
server, see Appendix A, “Configuring DHCP with Vendor-Specific Options,”or
refer to the vendor documentation for your server.

Using the Alcatel Discovery Protocol (ADP)

ADP is enabled by default on all Alcatel APs and WLAN Switches. To use ADP, all
Alcatel APs and WLAN Switches must be connected to the same Layer-2
network. If the devices are on different networks, a Layer-3 compatible discovery
mechanism, such as DNS, DHCP, or IGMP forwarding, must be used instead.

With ADP, APs send out periodic multicast and broadcast queries to locate the
WLAN Switch. You may need to perform additional network configuration,
depending on whether the APs are in the same broadcast domain as the WLAN
Switch:

m [f the APs are in the same broadcast domain as the WLAN Switch, the WLAN
Switch automatically responds to the APs’ queries with its IP address.

| If the APs are not in the same broadcast domain as the WLAN Switch, you
need to enable multicast on the network (ADP multicast queries are sent to
the IP multicast group address 224.0.82.11) for the WLAN Switch to respond
to the APs’ queries. You also need to make sure that all routers are configured
to listen for Internet Group Management Protocol (IGMP) join requests from
the WLAN Switch and can route these multicast packets.

To verify that ADP and IGMP join options are enabled on the WLAN Switch,
use the following CLI command:

AOS-W 2.5.3 15
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(WLAN_Switch) #show adp config
ADP Configuration

discovery enable
ignp-join enable

If ADP or IGMP join options are not enabled, use the following CLI
commands:

(WLAN_Switch) (config) #adp discovery enable
(WLAN_Switch) (config) #adp igmp-join enable

Install APs

Use the AP placement map generated by RF Plan to install APs. When deploying
APs, note the AP’'s MAC address and serial number as well as the physical
location on the placement map. This is useful in assigning location code
identifiers to APs (see “Configure the AP Location Code”), which greatly
enhances location-based services and wireless network calibration.

You can either connect the AP directly to a port on the WLAN Switch, or connect
the AP to another switch or router that has Layer-2 or Layer-3 connectivity to the
WLAN Switch.

If the Ethernet port is an 802.3af Power over Ethernet (PoE) port, the AP
automatically uses it to power up. If a PoE port is not available, you need to obtain
an AC adapter for the AP from Alcatel. For more information, see the Installation
Guide for the specific AP.

Once an AP is connected to the network and powered up, it attempts to locate its
WLAN Switch using one of the methods described in “Locate the WLAN Switch”
on page 14.

Provision APs

The next step in AP deployment is to configure or provision each AP. You must
minimally configure each AP with a unique location code which is used for
location servicing. The location code is in the numerical format 1.2.3, where 1
specifies the building, 2 specifies the floor, and 3 specifies the location.

You can also configure Adaptive Radio Management, a mechanism that enables
Alcatel APs to optimize their functions in any RF environment (see “Automatic RF
Channel and Power Settings” on page 5).
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Configure the AP Location Code
To configure the location code for an AP:
1. Navigate to the Maintenance > Program AP page.

This page displays a list of APs that have registered with the WLAN Switch
with either their default location code (-1.-1.-1) or their currently-configured
location code (if the AP has already been provisioned).

Monitoring | Configuration | Diagnostics WEE[AEREEGES Flan | Events | Reports
Switch
Image Management S ng ram AP
Rebiook Switch Goarch
S - Location APTP ~ AP Type = AP MAC Address =
Synchronize Database
m] 1.1.10 10,3.25.246 52 00:0b:88:c0:29: 16 -
License Management
Boot Parameters [ 1111 10,3.25.253 52 00:0b:86:c0:03: 3c -
File ] 1.1.12 10.3.25.252 70 00:0b:86:chi00: 1c 450
e I 1.1.13 10.3.25.219 65 00:0b:86:c0:b1:6e 490
Copy Logs
] 1.1.14 10.3.16.239 52 00:0b:86:c0:09: ac -
Copy Crash Files
Backup Flash ] 1.L.16 10.3.25.232 52 00:0b:86:c0:02:95 -
Restore Flash m 11,17 10,3.25.245 52 00:0b:88:c0:08: 2 £
Delete Files m 1.1.18 10,3.16.251 52 00:0b:88:c0:20:d0 £
SEEAN ] 1.1.19 10,3.25.36 B0M 00:0b:88:C3:80:81 il
Calibrate Radio Netwark
Program AP I L.1.20 10.4.21,243 70 00:0b:86:c4:01:0c 450
Reboot AP 123 Hext | 1-100f28[10 v |

W35 Database

Captive Portal Provision

Customize Login Page
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Master Switch IP Address (2)

Subriet Mask

Darain Mame
Serial Number

Location

P = Provisioned U = Unprovisioned IP = In Progress

Chapter 1
2. Select the AP that is to be configured from the list by selecting the checkbox
to the left of the AP and then clicking Provision.
Monitoring | Configuration Maintenance
Switch .
Image Management PI‘DVISIDI‘I
Reboot Switch Incation
Clear Config Building B Floor
Synchronize Database
License Management Antenna Parameters
Baot Parameters Antenna Selection
File " InternalfInduded &ntenna " External Antenna
Copy Files
Eopilans ) Master Discovery
JopiCiies " Use aP Discovery Protocol
Backup Flash o
P " Host Switch IP Address (2)
Delete Fles ' Host Switch Hame (2) aruba-raster
WLAN
Calibrate Radio Network 1P Settings
LI % Obtain [P Address Using DHCP
Reboot AP
WMS Database " Use the Following 1P address
Captive Portal IP Address
Customize Login Page Gateway IP Address
Upload Certificate e
Upload Sygate-On-Demand Agent
Upload Custamn Login Pages AP List
Index AP MAL/TP
1 10,3.25.232 1.1.16

3. Enter the location code in the format explained above.

4. |If the AP being provisioned is a model with detachable antenna capability,
such as an Alcatel AP 860, enter the antenna gain in dBi (for example, enter
4.0). This information is mandatory for all detachable antenna models as the
AP cannot bring up its radio interface or function as an AP without it.

5. Click Apply and Reboot to apply the configuration to the AP.

NOTE:

Update RF Plan

The configuration does not take effect until the AP is rebooted.

The final step after deploying APs is to update the AP placement map in RF Plan.
This allows more accurate reconciliation of location tracking features provided by
the Alcatel OmniAccess system—for example, locating users, intruders, rogue

APs and other security threats, assets, and sources of RF interference—with the

physical environment.
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Additional Configuration

After you have installed a basic Alcatel OmniAccess system, the Alcatel APs
advertise the default alcatel-ap SSID. Wireless users can connect to this SSID but
because you have not yet configured authentication, policies, or user roles, they
will not have access to the network. Other volumes describe how to build upon
this basic deployment to configure user roles, firewall policies, authentication,
authentication servers, and other wireless features.

Volume 3 “Configuring WLANSs"” in the AOS-W User Guide describes how to
configure WLANSs using the WebUI. If you used the AP Installation Wizard in the
WebUI to program and install your APs, you are redirected to the WLAN Basic
Configuration page where you can configure the SSID and authentication for a
WLAN.

The other volumes in the AOS-W User Guide provide more information about
configuring and using features of the Alcatel OmniAccess system.
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This chapter describes some basic network configuration on the Alcatel WLAN
Switch. This chapter describes the following topics:

B “Configuring VLANs” on page 21
B “Configuring Static Routes” on page 29
B “Configuring the Loopback IP Address” on page 30

Configuring VLANSs

The Alcatel WLAN Switch operates as a layer-2 switch that uses a VLAN as a
broadcast domain. As a layer-2 switch, the WLAN Switch requires an external
router to route traffic between VLANs. The WLAN Switch can also operate as a
layer-3 switch which can route traffic between VLANs defined on the WLAN
Switch.

You can configure one or more physical ports on the WLAN Switch to be
members of a VLAN. Additionally, each wireless client association constitutes a
connection to a virtual port on the WLAN Switch, with membership in a specified
VLAN. You can place all authenticated wireless users into a single VLAN or into
different VLANSs, depending upon your network. VLANs can exist only inside the
Alcatel WLAN Switch or they can extend outside the WLAN Switch through
802.19q VLAN tagging.

You can optionally configure an IP address and netmask for a VLAN on the Alcatel
WLAN Switch. The IP address is up when at least one physical port in the VLAN is
up. The VLAN IP address can be used as a gateway by external devices; packets
directed to a VLAN IP address that are not destined for the WLAN Switch are
forwarded according to the Alcatel WLAN Switch’s IP routing table.

To create or edit a VLAN:

WebUI
1. Navigate to the Configuration > Basic > Network > VLAN page on the WebUI.

2. Click Add to create a new VLAN. (To edit an existing VLAN click Edit for the
VLAN entry.)

3. On the Add New VLAN screen (shown below), enter the VLAN ID.

4. To add physical ports to the VLAN, click Add in the VLAN Members section.
Select the port to add to the VLAN.
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° For each port, you can specify whether the port uses 802.1q tagging.

° For ports that use 802.1g tagging, you can also specify whether the
VLAN is the native VLAN for the port (frames on the native VLAN are not
tagged).

Click Add.
5. Click Apply.

Manitoring ﬂhMu1lﬂﬁﬁﬁllﬁﬂﬂﬁllﬂllﬁﬂllwub [ Logout |
Basic | Advanced N VLAN > Add New VLAN
WLAN Port VLAM
BF Mepnit
Securily Dt
VPN Emulation VAN IO L
Network VLAN Members
Managerment Port Tagged Mative VAN Actlon

1/10 s Mo Edit | Delete |

Add

Slot 1

Port 1188

Tagoed T

Mative VLAN =

Add| Cancel
Apply | cancel
vlan n

interface vlan n

Either:

interface port_name
switchport mode access
switchport access vlan vlan-id

or:

interface port_name
switchport mode trunk
switchport trunk native vlan vlan-id

Assigning a Static Address to a VLAN
To assign a static IP address to a VLAN:

WebUI

1. Navigate to the Configuration > Basic > Network > IP Interfaces page on the
WebUI. Click Edit for the VLAN you just added.
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2. Enter the IP address and network mask of the VLAN interface. If required, you
can also configure the address of the DHCP server for the VLAN by clicking

Add.

Merltoriog | Configuration | Disgnostics -
Basle | Ac norl ices > Edit IP Interface (VLAN 10)
Rt VLAM | P Interfeces
RF Mgmt
Securlty Details
PN Emulation REGLIE
e, 1P Address

Petwork, Mask,
Management

DHCP Server

ServerHelper Mani:

Apply | Cancel |

3. Click Apply.

CLI

interface vlan n
ip address address netmask

Configuring a VLAN to Receive a Dynamic
Address

A VLAN on the Alcatel WLAN Switch obtains its IP address in one of the following
ways:

B Manually configured by the network administrator. This is the default method
and is described in “Assigning a Static Address to a VLAN"” on page 22. At
least one VLAN on the WLAN Switch must be assigned a static IP address.

B Dynamically assigned from a Dynamic Host Configuration Protocol (DHCP) or
Point-to-Point Protocol over Ethernet (PPPoE) server. These methods are
described in the following section.

In a branch office, you can connect an Alcatel WLAN Switch to an uplink switch
or server that dynamically assigns IP addresses to connected devices. For
example, the WLAN Switch can be connected to a DSL or cable modem, or a
broadband remote access server (BRAS). Figure 2-1 shows a branch office where
an Alcatel WLAN Switch connects to a cable modem. VLAN 1 has a static IP
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address, while VLAN 2 has a dynamic IP address assigned via DHCP or PPPoE on
the uplink device. The DHCP server on the Alcatel WLAN Switch assigns IP
addresses to users on the local network from a configured pool of IP addresses.

FVLAN 1 Y VLAN2 o
S e Yo o ol N
TO LOCAL — ey e — q To INTERNET
NETWORK o '-;I=I| ¢
WLAN SwITCH CAaBtE MODEM
OR BRAS——

FIGURE 2-1 IP Address Assignment to VLAN via DHCP or PPPoE
To allow the WLAN Switch to obtain a dynamic IP address for a VLAN, you enable
the DHCP or PPPoE client on the WLAN Switch for the VLAN.

The following restrictions apply when enabling the DHCP or PPPoE client on the
WLAN Switch:

B You can enable the DHCP/PPPoE client on only one VLAN on the WLAN
Switch; this VLAN cannot be VLAN 1.

B Only one port in the VLAN can be connected to the modem or uplink switch.

At least one interface in the VLAN must be in the up state before the
DHCP/PPPoOE client requests an IP address from the server.

B Only one VLAN on the WLAN Switch can obtain its IP address through DHCP
or PPPoE. You cannot enable both the DHCP and PPPoE client on the WLAN
Switch at the same time.

Enabling the DHCP Client

The DHCP server assigns an IP address for a specified amount of time called a
lease. The WLAN Switch automatically renews the lease before it expires. When
you shut down the VLAN, the DHCP lease is released.

To enable the DHCP client on a VLAN:

WebUI

1. Navigate to the Configuration > Advanced > Switch > General > VLAN page.
2. Click Add to create a new VLAN or click Edit for a previously-created VLAN.
3. Select Obtain an IP address from DHCP.

4. Select the port that is connected to the modem or uplink switch.

5. Click Apply.
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CLI

vlan vlan
interface vlan vlan
ip address dhcp-client

interface port
switchport access vlan vlan

Enabling the PPPoE Client

To authenticate to the BRAS and request a dynamic IP address, the WLAN Switch
must have the following configured:

| PPPoE user name and password to connect to the DSL network

B PPPoE service name — either an ISP name or a class of service configured on
the PPPoE server

When you shut down the VLAN, the PPPoOE session terminates.
To enable the PPPoE client on a VLAN:

WebUI

1. Navigate to the Configuration > Advanced > Switch > General > VLAN page.
2. Click Add to create a new VLAN or click Edit for a previously-created VLAN.
3. Select Obtain an IP address from PPPoE.

4. Enter the service name, username, and password for the PPPoE session.

5. Select the port that is connected to the modem or uplink switch.

6. Click Apply.

CLI

ip pppoe-service-name service-name
ip pppoe-username name
ip pppoe-password password

vlan vlan
interface vlan vlan
ip address pppoe

interface port
switchport access vlan vlan
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Default Gateway from DHCP/PPPoE
You can specify that the router IP address obtained from the DHCP or PPPoE
server be used as the default gateway for the WLAN Switch. To do this:

WebUI
1. Navigate to the Configuration > Advanced > Switch > IP Routing page.

2. For Default Gateway, select (Obtain an IP address automatically).

3. Select Apply.

CLI
ip default-gateway import

DNS/WINS Server from DHPC/PPPoE

The DHCP or PPPoE server can also provide the IP address of a DNS server or
NetBIOS name server, which can be passed to wireless clients through the WLAN
Switch’s internal DHCP server.

For example, the following configures the DHCP server on the Alcatel WLAN
Switch to assign addresses to authenticated employees; the IP address of the
DNS server obtained by the WLAN Switch via DHCP/PPPoE is provided to clients
along with their IP address.

WebUI

1. Navigate to the Configuration > Advanced > Switch > General > DHCP
Server page.

Select Enable DCHP Server.

Under Pool Configuration, select Add.

For Pool Name, enter employee-pool.

For Default Router, enter 10.1.1.254.

For DNS Servers, select Import from DHCP/PPPoE.

For WINS Servers, select Import from DHCP/PPPoE.

For Network, enter 10.1.1.0 for IP Address and 255.255.255.0 for Netmask.
Click Done.

© ® N O ok N

CLI

ip dhcp pool employee-pool
default-router 10.1.1.254
dns-server import
netbios-name-server import
network 10.1.1.0 255.255.255.0
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Source NAT to Dynamic VLAN Address

When a VLAN interface obtains an IP address through DHCP or PPPoE, a NAT
pool (dynamic-srcnat) and a session ACL (dynamic-session-acl) are automatically
created which reference the dynamically-assigned IP addresses. This allows you
to configure policies that map private local addresses to the public address(es)
provided to the DHCP or PPPoE client. Whenever the IP address on the VLAN
changes, the dynamic NAT pool address also changes to match the new address.

For example, the following rules for a guest policy deny traffic to internal network
addresses. Traffic to other (external) destinations are source NATed to the IP
address of the DHCP/PPPoE client on the WLAN Switch.

WebUI

1. Navigate to the Configuration > Advanced > Security > Firewall Policies
page. Click Add to add the policy guest.

2. To add a rule, click Add.
A. For Source, select any.

B. For Destination, select network and enter 10.1.0.0 for Host IP and
255.255.0.0 for Mask.

C. For Service, select any.
D. For Action, select reject.
E. Click Add.
3. To add another rule, click Add.
A. Leave Source, Destination, and Service as any.
B. For Action, select src-nat.
C. For NAT Pool, select dynamic-srcnat.
D. Click Add.
4. Click Apply.

CLI

ip access-list session guest
any network 10.1.0.0 255.255.0.0 any deny
any any any src-nat pool dynamic-srcnat

Configuring Source NAT for VLAN Interfaces

The example configuration in the previous section illustrates how to configure
source NAT using a firewall rule that is applied to a user role. You can also enable
source NAT for a VLAN interface to cause NAT to be performed on the source
address for all traffic that exits the VLAN.
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Packets that exit the VLAN are given a source IP address of the “outside”
interface, which is determined by the following:

B If you configure “private” IP addresses for the VLAN, the Alcatel WLAN
Switch is assumed to be the default gateway for the subnetwork. Packets
that exit the VLAN are given the IP address of the WLAN Switch for their
source IP address.

| If the WLAN Switch is forwarding the packets at Layer-3, packets that exit the
VLAN are given the IP address of the next-hop VLAN for their source IP
address.

Example Configuration

In the following example, the Alcatel WLAN Switch operates within an enterprise
network. VLAN 1 is the outside VLAN. Traffic from VLAN 6 is source NATed using
the IP address of the WLAN Switch. In this example, the IP address assigned to
VLAN 1 is used as the WLAN Switch’s IP address; thus traffic from VLAN 6 would
be source NATed to 66.1.131.5.

PRIVATE IP ADDRESSES: PuBLIC IP ADDRESSES:
192.168.2.1/24 66.1.131.5/24
/ b ,» --“"\I
i, VLAN 6 h
2 _,_,z’ . YLAN 1 /
INSIDE \ / OUTSIDE
| BSOS 0NN 000N . . |

FIGURE 2-2 Example: Source NAT using WLAN Switch IP Address

WebUI

1. Navigate to the Configuration > Advanced > Switch > General > VLAN page.
Click Add to configure VLAN 6.

2. Configure VLAN 6 as follows (VLAN 1 is configured through the Initial Setup):
A. Enter 6 for the VLAN ID.

B. Enter 192.168.2.1 for the IP Address and 255.255.255.0 for the Net
Mask.

C. Select the Enable source NAT for this VLAN checkbox.
3. Click Apply.

CLI

interface vlan 1
ip address 66.1.131.5 255.255.255.0
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interface vlan 6
ip address 192.168.2.1 255.255.255.0
ip nat inside

ip default-gateway 66.1.131.1

Configuring Static Routes

To configure a static route (such as a default route) on the WLAN Switch, do the
following:

WebUI

1. Navigate to the Configuration > Advanced > Switch > General > IP Routing
page.

2. Click Add to add a static route to a destination network or host. Enter the
destination IP and network mask (255.255.255.255 for a host route) and the
next hop IP address.

Configuration - Save Corfiguration

Balc | Advarced witch : - Add Static Route sowek]|
Swilch

Gereral Dectination [P Address 10.200.19.19

Managamment Destination Metwork Mask 255.256.255.0

Secure Ao et Hop 1P Address 10.200.18.1
WILAN Cost 2

Pebwork

Radic Done | Cancel |

3. Click Done to add the entry.
NOTE: The route has not yet been added to the routing table.

4. Click Apply to add this route to the routing table. The message

Configuration Updated Successfully confirms that the route has been
added.

CLI
ip route address netmask next_hop
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The loopback IP address is a logical IP interface that is used by the WLAN Switch
to communicate with APs. If you do not configure a loopback address for the
WLAN Switch, the IP address of the lowest-numbered VLAN interface (typically
VLAN 1) is used as the WLAN Switch’s IP address.

The loopback address is used as the WLAN Switch’s IP address for terminating
VPN and GRE tunnels, originating requests to RADIUS servers, and accepting
administrative communications. You configure the loopback address as a host
address with a 32-bit netmask. The loopback address is not bound to any specific
interface and is operational at all times. To make use of this interface, ensure that
the IP address is reachable through one of the VLAN interfaces. It should be
routable from all external networks.

You can modify or delete the IP address of the loopback interface on the WLAN
Switch. However, you cannot delete the loopback address if there is no IP
address configured for the VLAN 1 interface. If you delete the loopback address
when there is no IP address configured for the VLAN 1 interface, you will be
prompted for a new IP address for the VLAN 1 interface. You also cannot delete
the IP address for the VLAN 1 interface if there is no loopback address
configured; you will be prompted for a new loopback address.

NOTE: Any change in the WLAN Switch’s IP address requires a reboot.

To configure or change the loopback IP address on the WLAN Switch:

WebUI
1. Navigate to the Configuration > Advanced > Switch > General page on the
WebUI.
Crfigratcn Save Configraton
: | Advanced - General
General | [ Pork LAM Turrels [P Fouting REP | DHCP Server
Switch Role Moster »

Master [P Address

Loopback Interface
MAC Address
IP Address 10.3.22.220]

2. Modify the loopback IP address in the Loopback Interface section on this
page as required. Click Apply to apply this configuration.

& CAUTION: If you are using the loopback IP address to access the
WebUI, changing the loopback IP address will result in
loss of connectivity. Alcatel recommends that you use one
of the VLAN interface IP addresses to access the WebUI.
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3. Navigate to the Maintenance > Switch > Reboot Switch page to reboot the
WLAN Switch to apply the change of loopback IP address.

Conflguration | Dlagnostics [ iyt gl L-:zgr_ut
Ewits) Switch > Reboot Switch
Image Managemenl
Reboot Switch
Clear Config Save Current Configuration Before @ Yes
Syretwonize Databese Reboot 7 Mo
License Management Continue | Cancel

Click Continue to save the configuration.

5. When prompted that the changes were written successfully to flash, click
OK.

Microsoft Internet Explorer.

1] E Changes were written to flash successfully,
.

6. The WLAN Switch boots up with the changed loopback IP address.

CLI

interface loopback ip address address
write memory

To reboot the WLAN Switch, enter the following command in Enable mode:

reload
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RF Plan is a wireless deployment modeling tool that enables you to design an
efficient Wireless Local Area Network (WLAN) for your corporate environment,
optimizing coverage and performance, and eliminating complicated WLAN
network setup.

This chapter describes the following topics:
B “Overview” on page 33

B “Before You Begin” on page 35

B “Using RF Plan” on page 36

B “RF Plan Example” on page 55

NOTE: A Java-based RF Plan tool allows you to input the serial number or MAC
address of each AP. You can import this information into the AP
Installation Wizard (available in the WebUI in AOS-W 2.5.3) so that the
system can program the APs before you physically install them. For
information about using the Java-based RF Plan tool, see the RF Plan
Installation and User Guide.

Overview

RF Plan provides the following critical functionality:
B Defines WLAN coverage.

Defines WLAN environment security coverage.
Assesses equipment requirements.

Optimizes radio resources.

Creates an exportable WLAN profile that may be imported into an Alcatel
WLAN Switch and used to configure and deploy the WLAN.

RF Plan provides a view of each floor, allowing you to specify how Wi-Fi coverage
should be provided. RF Plan then provides coverage maps and AP and AM
placement locations.

Unlike other static site survey tools that require administrators to have intricate
knowledge of building materials and other potential radio frequency (RF) hazards,
RF Plan calibrates coverage in real-time through a sophisticated RF calibration
algorithm. This real-time calibration lets you characterize the indoor propagation
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of RF signals to determine the best channel and transmission power settings for
each AP. You can program the calibration to occur automatically or you can
manually launch the calibration at any time to quickly adapt to changes in the
wireless environment.
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Before You Begin

Before you use RF Plan, review the following steps to create a building model and
plan the WLAN for the model.

Task Overview

©® N o o s wN=

Gather information about your building’s dimensions and floor plan.
Determine the level of coverage you want for your APs and AMs.
Create a new building and add its dimensions.

Enter the parameters of your AP coverage.

Enter the parameters of your AM coverage.

Add floors to your building and import the floor plans.

Define special areas.

Generate suggested AP and AM tables by executing the AP/AM Plan
features.

Planning Requirements

You should collect the following information before using RF Plan. Having this
information readily available will expedite your planning efforts.

Building dimensions

Number of floors

Distance between floors

Number of users and number of users per AP

Radio type(s)

Overlap Factor

Desired data rates for APs

Desired monitoring rates for AMs

Areas of your building(s) that you do not necessarily want coverage

Areas of your building(s) where you do not want or cannot deploy an AP or
AM

Any area where you want to deploy a fixed AP or AM
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Use the following worksheets to collect your information:

Building Dimensions

Height:

Width:

Number of Floors:

User Information

Number of Users:

Users per AP:

Radio Types:

Overlap Factor:

AP Desired Rates

802.11blg: 802.11a:
IAM Desired Rates
802.11blg: 802.11a:

Don’t Care/Don’t Deploy Areas

Using RF Plan

This section describes how to use RF Plan and how to enter information in RF

36

Plan pages.

To start RF Plan from the WebUI, click the Plan tab in the WebUI menu bar.
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When you start RF Plan, the browser window shows the Building List page.

Configuration | Disgnostics Pian
Plan > Building List
Search Results Search
 Bldg. ~ Name +« Width «+ Length = Floors APs  Moditled Time
Mone found

HNew Buiding | Edit Budding | Deleto Buidings Export... | Tmport... | Locate

Building List Page

The Building List is the first page you see when you start RF Plan. This list
contains all the buildings you have defined using the RF Plan software. The first
time you run the application, there are no buildings in the list.

You may add, edit, and delete buildings using this page. You may also import and
export building information. This page includes the following buttons:

New Building Use this button to create a new building. When you
add or edit a building, you can access other RF Plan
pages.

Edit Buildings Use this button to edit existing buildings in the building

list. To edit a building, select the checkbox next to the
building ID, then click Edit Building. When you add or
edit a building, you can access other RF Plan pages.

Delete Buildings Use this button to delete existing buildings in the
building list. To delete a building, select the checkbox
next to the building ID, then click Delete Building.

Export Use this button to export a database file with all the
specifications and background images of one or more
selected buildings in the building list. See “Exporting
and Importing Files” on page 54.

Import Use this button to import database files that define
buildings into the RF Plan building list. See “Exporting
and Importing Files” on page 54.

Locate Use this button to find a building.
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Building Specifications Overview Page

The Building Specification Overview page shows the default values for a building
that you are adding or the current values for a building that you are modifying.

) ilding 2 = Overview save|  Buiding Dimengion » |
Building Dimensions
Building ICx 2 Mame  building 2
Planning Width 200 feet Length 100 feet
Floors Inter Floor Height 30 feet Floors O
AE Blany Modifled Time  07:55:25 12/6/2005
AM Elan
¥ A Point leling Par
De“’"’f’“" Radio Type 802.11alblg AP Type 52
Fiodrs Cvverlap Factor 100 %

202.11blg Cesired Rate 11 Mbps 802,113 Desired Rate 54 Mbps

Mumber of required APs: 1
umber of APs bo suppart tokal users: |
Mumber of APs to meet desired rate: 1

Air Monitor Modeling P: *

]
202 11b|g Monitor Rate 5.5 Mops 802.11a Monitor Rate 36 Mops
Mumber of required AMs: 1

The Overview page includes the following:

B Building Dimensions: Your building’s name and dimensions
B Access Point Modeling Parameters

B Air Monitor Modeling Parameters
[

Building Dimensions button (in the upper right-hand portion of the page). Click
on this button to edit the building dimensions settings.

When you create or edit information for a building, there are several ways you can
navigate through RF Plan pages:

B The navigation pane on the left side of the browser window displays RF Plan
pages in the order in which they should be accessed when you are creating a
new building. If you are editing a building, simply click on the page you want
to display or modify.

B A button for the next page appears in the upper right-hand portion of the
page. You can click on this button to display the next page. For example, the
Building Dimensions button appears in the Building Specifications Overview
page.

B Clicking Apply on editable pages sequences you to the next page. For
example, when you click Apply in the Building Dimensions page, the AP
Modeling Parameters page displays.
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Building Dimension Page

The Building Dimension page allows you to specify the name and identification for
the building and its dimensions.

Building Specification Plan>b l.li|dll1g 1> Specification ﬂl AP Modelng Spec. » |
Cilmersion
Maodeling: AR Edit
Modeling: AM Euliding 1T 1 Mame  building 1
Planning Width 200 Length 100
Floors Irer Floor Height =0 Uit fest
AP Plan Flaors 1
AMPlan R
Deployed
Floors

Enter the following information:

Building ID The valid range for this field is any integer from 1 to 255.

Building Name The Building Name is an alphanumeric string up to 64
characters in length.
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Width and Length Enter the rectangular exterior dimensions of the building.

The valid range for this field is any integer from 1 to a value
corresponding to 1x10"2.

If your building has an irregular shape, the width and length
should represent the maximum width and length of the
overall footprint of the building as seen from above. For
example:

MAX WIDTH

MAX LENGTH

When width and length are specified, RF Plan creates a
rectangular area in the Planning feature pages that represent
the overall area covered by the building. You need to import
an appropriate background image (see “Floor Editor Dialog
Box” on page 46.) to aid you in defining areas that don’t
require coverage or areas in which you do not wish to deploy
APs and AMs (see “Area Editor Dialog Box” on page 47).

Inter-Floor Height This is the distance between floor surfaces in the building.

The valid range for this field is any integer from 1 to a value
corresponding to 1x1072.

NOTE: This is not the distance from floor to ceiling. Some
buildings have a large space between the interior
ceilings and the floor above.

Floors Enter the number of floors in your building here.

The valid range for this field is any integer from 1 to a value
corresponding to 1x10"2.

Unit Specify the unit of measurement for the dimensions you
specified on the page. The choices are feet and meters.
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AP Modeling Parameters Page

The AP Modeling Parameters page allows you to specify the information
necessary for RF Plan to determine the appropriate placement of your APs.

Macitoring | Configuration WW-
Building Specification ’lan > building 1 > AP Modellng Parameters Save AM Modeling Spec. »

Dirnersion '

Modeling: AR Edit

Modeling: AM Radio Type B2 1afbly AP Type: 7w
Planning ® Coverage | © Capacity | © Custom  Owerlap Factor 100 [%|lew |+

Floors Total Lisers Isers /AP

AP Plen £02.11b|g Desired Rate 11+ Mbps H02,11a Desired Rate (54 | Mops

AM Plany APs

Deployed Number of required APs: 1

Floors Mumber of APs 8o support total users: 1

Mumber of AFs to meet desired rata: |
Aapply

Controls on this page allow you to select or control the following functions,
which are described in further detail in this section:

Radio Type Use this pull-down menu to specify the radio type.

AP Type Use this drop box to select the Alcatel AP model.

Overlap Factor Use this field and pull-down to specify an overlap factor.

Design Model Use these radio buttons to specify a design model to use in
the placement of APs.

Users Use this field to specify the number of users on your WLAN.

Rates Use this pull-down to specify the data rates desired on APs.

Radio Type

Specify the radio type(s) of your APs using the pull-down Radio Type menu on the
Modeling Parameters page. Available Radio Type choices are:

801.11a 5GHz, Orthogonal Frequency Division Multiplexing (OFDM) with
data rates up to 54Mbps.

802.11b 2.4GHz, Direct Spread Spectrum (DSSS) multiplexing with data
rates up to 11Mbps.

802.11g 2.4GHZ, OFDM/CCK (Complementary Code Keying) with data rates
up to 54Mbps.

Overlap Factor

The Overlap Factor is the amount of signal area overlap when the APs are
operating. Overlap is important if an AP fails as it allows the network to self-heal
with adjacent APs powering up to assume some of the load from the failed
device. Although there may be no holes in coverage in this scenario, there is likely
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to be a loss of throughput. Increasing the overlap allows for higher throughputs
when an AP has failed and allows for future capacity as the number of users
increases.

The valid range of values for the overlap factor are from 100% to 1000%.

Design Model

Three radio buttons on the page allow you to control the kind of model used to
determine the number and type of APs:

Coverage Use this option to let RF Plan automatically determine the number of
APs based on desired data rates and the configuration of your
building.

Capacity Use this option to let RF Plan determine the number of APs based
on the total number of users, ratio of users to APs, and desired data
rates.

Custom Use this option to specify a fixed number of APs.

The desired rate is selectable from 1 to 54 Mbps in both the Coverage and
Capacity models.

Users

NoOTE: The Users text boxes are active only when the Capacity model is
selected.

Enter the number of users you expect to have on your WLAN in the Users text
box. Enter the number of users per AP you expect in the Users/AP text box.

The numbers entered in the these two text boxes must be non-zero integers
between 1-255 inclusive.
Rates

NoOTE: The Rate pull-down menus are active only when the Coverage or
Capacity design models are selected.

Select the desired data rates from the pull-down menus for 802.11b/g and
802.11a.

High data transmission rates require an increased number of AP to be placed in
your building. You should carefully evaluate your users’ data rate needs.
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AM Modeling Page

The AM Modeling page allows you to specify the information necessary for RF
Plan to determine the appropriate placement of your AMs.

Configuration -m

Bullding ‘;pnrltlmﬂm Plan _.__'__s_::: 1~ AM Modelmg Parameters Save | Planning »
Dimersicn

Modelirg: AP Edit

Modeling: AM = Coverage | © Custom
Planning 202 11b|g Monitor Rate |56 » | Mbps 802 11a Monitor Rate |36 | Mbps

Floors A

AP Plar Murmber of required AMs: 1

AMPlany _apply |
Deployed

Floors

Controls on this page allow you to select the following functions, which are
described in more detail in this section:

Design Model Use these radio buttons to specify a design model to use in the
placement of AMs.

Monitor Rate Use this pull-down menu to specify the desired monitor rate for
the AMs.

AMs Use this field to manually specify the number of AMs to deploy
(Custom Model only).

Design Models

Two radio buttons on the page allow you to specify the model used to determine
the number and type of APs.

Coverage Use this option to let RF Plan automatically determine the number
of AMs based on desired monitor rates and the configuration of the
building.

Desired rate is selectable from 1 to 54 Mbps in the Coverage model.

Custom Use this option to specify a fixed number of AMs. When the AM
Plan portion of RF Plan is executed, RF Plan distributes the AMs
evenly.

NoOTE: The monitor rates you select for the AMs should be less than the data
rates you selected for the APs. If you set the rate for the AMs at a value
equal to that specified for the corresponding PHY type AP, RF Plan
allocates one AM per AP. If you specify a monitor rate greater than the
data rate, RF Plan allocates more than one AM per AP.
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Monitor Rates

Use the drop down menus to select the desired monitor rates for 802.11b/g and
802.11a AMs.

NOTE: This option is available only when the coverage design model is selected.

Planning Floors Pages

The Planning Floors page enables you to see the footprint of your floors.

AP Planning » |

s | g Loaie Lisnzes oo Loza ez

Bulldu'-g Spectflcatlm Plan : Plannlng
Cimersion
Modellng: AP Control
Modeling: AM Foom |100

Saver Add Noew Floor

100 > % Approx. Coverage |Mone | Cowerage Rate |NA » | Chappel (WA »

Planning
Floors
Floor 1
AP Plan
AM Blan
Deployed
Floors
Floor 1

Floor 1 | Edit Floor

Areas | Cxpand = | MNew

Suggested Access Points and Alr Monltors | Collapes = | [Mew | Clesr
Fixed loc. Mame ¥ ¥ .blaType .blaCh/Pow .aType .aCh/Pow
Mo APs defined.

Deployed Access Polnts and Alr Monltors | Collapss =
Loc, Name X Y AP Type .b|g Tvpe/Ch/Pow  .b|gBssid .a Type/Ch/Pow  .a Bssid
o APs defired.

You can select or adjust the following features, which are described in more detail
in this section:

Use this pull-down menu or type a zoom factor in the
text field to increase or decrease the size of the
displayed floor area.

Zoom

Approximate Coverage
Map (select radio type)

Coverage Rate

Edit Floor

AOS-W 2.5.3
User Guide

Use this pull-down to select a particular radio type for
which to show estimated coverage.

Use this pull-down to modify the coverage areas based
on a different data rate.

Click on this link to launch the Floor Editor dialog box.
See “Floor Editor Dialog Box” on page 46.
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New in Areas section Click on this link to launch the Area Editor dialog box.
See “Area Editor Dialog Box” on page 47.
New in Suggested Click on this link to launch the Suggested Access Point
Access Points and Air  Editor dialog box. See “Access Editor Page” on
Monitors section page 49.
Zoom

The Zoom control sets the viewing size of the floor image. It is adjustable in finite
views from 10% to 1000%. You may select a value from the pull-down zoom
menu or specify a value in the text box to the left of the pull-down. When you
specify a value, RF Plan adjusts the values in the pull-down to display a set of
values both above and below the value you typed in the text box.

Coverage

Select a radio type from the Coverage pull-down menu to view the approximate
coverage area for each of the APs that RF Plan has deployed in AP Plan or AM
Plan. Adjusting the Coverage values help you to understand how the AP coverage
works in your building.
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NOTE: You will not see coverage areas displayed here until you have executed
either an AP Plan or an AM Plan.

Control
Zoom (100] I‘IDD vl% Approx. Coverage IAP-SDZ‘I‘Ia 'I Coverage Rate |3B 'IMbps

Number of required APs: 35
Mumber of APs to support tokal users: 2
MNumber of APs to meet desired rate: 35

Initialize | Start| Stop
Floor 1 | Edit Floor
|
P Q@
flgp., iy 9 Q ?
- @ .
Talis Grtat

Coverage Rate

Adjusting the coverage rate also affects the size of the coverage areas for AMs.
Adjusting the rate values help you to understand how the coverage works in your

proposed building.

Floor Editor Dialog Box

The Floor Editor dialog box allows you to specify the background image, and
name the floor. The Floor Editor is accessible from the Floors Page by clicking on

the Edit Floor link.

/3 Floor Editor -- Web Page Dialog 2=l
Floor Editor
Level i Mame

Current BG Image
Mew BG Image Browse...

Apply| Cancel | Delete |

|Fi|e:,|’,|’C:'|,Pr0gram Files\aruba Offline Site Survey'l,arcil _J My Computer

Naming

You may name the floor anything you choose as long as the name is an
alphanumeric string with a maximum length of 64 characters. The name you
specify appears to the right of the Floor Number displayed above the background

image in the Planning view.
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Background Images

You can import a background image (floor plan image) into RF Plan for each floor.
A background image is extremely helpful when specifying areas where coverage
is not desired or areas where an AP/AM is not to be physically deployed.

Select a background image using the Browse button on the Floor Editor dialog
box.

m  File Type and Size

Background images must be JPEG format and may not exceed 2048 X 2048
pixels in size. Attempting to import a file with a larger pixel footprint than that
specified here results in the image not scaling to fit the image area in the floor
display area.

NOTE: Because background images for your floors are embedded in the
XML file that defines your building, you should strongly consider
minimizing the file size of the JPEGs that you use for your
backgrounds. You can minimize the file size by selecting the
maximum compression (lowest quality) in most graphics programs.

B Image Scaling

Images are scaled (stretched) to fit the display area. The display area aspect
ratio is determined by the building dimensions specified on the Dimension

page.

Area Editor Dialog Box

The Area Editor dialog box allows you to specify areas on your buildings floors
where you either do not care about coverage, or where you do not want to place
an AP or AM.

Open the Area Editor dialog box by clicking New in the Areas section.

You specify these areas by placing them on top of the background image using
the Area Editor.

/] Area Editor -- Web Page Dialog 2=l
Area Editor

Mame area 1 Type IDon't Care 'I

Left 150 Battom 75

Right 249 Top 124
Apply| Cancel | Delete

|Fi|e:,|’,|’C:'|,Pr0gram Files\aruba OFFIinEl _J My Computer

Naming

You may name an area using an alphanumeric string of characters with a
maximum length of 64 characters. You should give areas some meaningful name
so that they are easily identified.
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Locating and Sizing

You may specify absolute coordinates for the lower left corner and upper right
corner of the box that represents the area you are defining. The datum for
measurement is the lower left corner of the rectangular display area that
represents your building’s footprint. The coordinates of the upper right-hand
corner of the display area are the absolute (no unit of measure) values of the
dimensions you gave your building when you defined it with the dimension
feature.

NoOTE: The location is zero-based. Values range from O to (height - 1 and width -
1). For example: If you defined your building to be 200 feet wide and 400
feet long, the coordinates of the upper right-hand corner would be (199,
399).

You may also use the drag and drop feature of the Area Editor to drag your area to
where you want it and resize it by dragging one or more of the handles displayed
in the corners of the area.

Don’t Care areas are displayed as orange rectangles and Don’t Deploy areas are
displayed as yellow

Areal (52,7, 338, 101) [285, 98] Dant Carel Area 2 (55, 110, 335, 196) [281, 87] Don't Deplay!

(Don’t Care) (Don’t Deploy)
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Access Editor Page

The Access Editor allows you to manually create or modify a suggested AP.

/} suggested Access Editor -- Web Page Dialog 2=l

Suggested Access Point Editor

Mame ap 19 Fixed Mo =
Lacation 1.1, |19 PHY Tvpe lm
* 200 ¥ 100
802.11b|g Type [anbasr =]
802.11b|g Channel m 802.11b|g Power Level IE
802.11a Type [anbasr =]
802.11a Channel 3k - 802.11a Power Level IE
;I
Memo
=

Apply | Cancel | Delete |

|Fi|e:,|’,|’C:'|,Pr0gram Files\aruba Offline Site Surveyarciywmsiiplan. dialog. html | _J My Computer

Naming

RF Plan automatically names APs using the default convention ap number, where
number starts at 1 and increments by one for each new AP. When you manually
create an AP, the new AP is assigned the next number and is added to the bottom
of the suggested AP list.

You may name an AP anything you wish. The name must consist of alphanumeric
characters and be 64 characters or less in length.

X and Y Coordinates

The physical location of the AP is specified by X-Y coordinates that begin at the
lower left corner of the display area. The numbers you specify in the X and Y text
boxes are whole units. The Y coordinate increases as a point moves up the
display and the X coordinate increases as they move from left to right across the

display.
sY
~ A
©
(9]
o
|
1
1
0,0 126 418 ft.
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Fixed

Fixed APs do not move when RF Plan executes the positioning algorithm.

NOTE: You might typically set a fixed AP when you have a specific room, such
as a conference room, in which you want saturated coverage. You might

also want to consider using a fixed AP when you have an area that has
an unusually high user density.

Choose Yes or No from the drop-down menu. Choosing Yes locks the position of
the AP as it is shown in the coordinate boxes of the Access Editor. Choosing No
allows RF Plan to move the AP as necessary to achieve best performance.

PHY Types

The PHY Type drop-down menu allows you to specify what radio mode the AP
uses. You can choose from one of the following:

B 802.11a/b/g
B 802.11a
B 802.1 b/g

802.11 Types

The 802.11 b/g and 802.11a Type drop-down menus allow you to choose the
mode of operation for the AP. You may choose to set the mode of operation to
Access Point or Air Monitor.

802.11 Channels

The 802.11a and 802.11b/g channel drop-down menus allow you to select from
the available channels.

NoOTE: The available channels vary depending on the regulatory domain (country)
in which the device is being operated.

802.11a channels begin at channel 34 at a frequency of 5.170 MHz and increase
in 20MHz steps through channel 161 at 5.805 Mhz.

802.11b/g channels begin at 1 and are numbered consecutively through 14. The
frequencies begin at 2.412 MHz on channel 1 and increase in 22 MHz steps to
Channel 14 at 2.484 MHz.

802.11 Power Levels

The power level drop-down menus allow you to specify the transmission power
of the AP. Choices are OFF, O, 1, 2, 3, and 4. A setting of 4 applies the maximum
Effective Isotropic Radiated Power (EIRP) allowed in the regulatory domain
(country) in which you are operating the AP.
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The Memo text field allows you to enter notes regarding the AP. You can enter a
maximum of 256 alphanumeric characters in the Memo field.

AP Plan Page

The AP Plan page uses the information entered in the modeling pages to locate

APs in the building(s) you described.

Bulding Specification AP Planning Add New Floor | save|  AM Planning »
Dimension
Modeling: &P Control
Modeling: AM Zoom (150 |150 vl% Approx. Coverage IAP-SDZ‘I‘Ia 'I Coverage Rate |3B 'IMbps
Planning Number of required APs: 30
Floors Mumber of APs to support kokal users: 30
: Mumber of APs to meet desired rate: 21
Floor 1 P
Initialize | Start| Stop
Floor 2
AP Plan Floor 1 | Edit Floor
AM Plan
‘ IR | |
il ik _| il
T T
T LT [9ET [@ _|_ il
=
el el Il L7
I 1k
I {l 1 11| i 1
S O S
L -
Initialize

Initialize the Algorithm by clicking the Initialize button. This makes an initial
placement of the APs and prepares RF Plan for the task of determining the
optimum location for each of the APs. As soon as you click Initialize you see the

AP symbols appear on the floor plan.

v
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Colored circles around the AP symbols on the floor plan indicate the approximate
coverage of the individual AP and the color of the circle represents the channel on
which the AP is operating. The circles appear when you select an approximate
coverage value on one of the Floors pages. You may also click an AP icon and
drag it to manually reposition it.

Q Qil} Q {ip I {4 1)

(1) Q) B N 9

Start

Click Start to launch the optimizing algorithm. The AP symbols move on the page
as RF Plan finds the optimum location for each.

The process may take several minutes. You may watch the progress on the status
bar of your browser. The algorithm stops when the movement is less than a
threshold value calculated based on the number of APs. The threshold value may
be seen in the status bar at the bottom of the browser window.
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Viewing the Results

The results of optimizing algorithm may be viewed two ways: graphically and in a
table of suggested APs. You may obtain information about a specific AP by
placing the cursor over its symbol. An information box appears that contains
information about the exact location, PHY type, channel, power, etc.

Suggested AP Information

Mame: Suggested AP: 1.12

Location: 1.1.12, PHY Type: 802.11ag

183, Y121

.4 Type: soft-ap, .g Channel: 6, .g Power Level: 2
.a Type: soft-ap, .a Channel: 40, .a Power Level: 2
Memao: null

The Suggested Access Points and Air Monitors table lists the coordinates, power,
location, power setting, and channel for each of the APs that are shown in the
floor plan.

Suggested Access Points and Air Monitors | Collipss - | hew | Clea

Fixed Loc. MName ¥ ¥ blaType .blgcCh/Pow .aType .aCh/Pow
Mo 1.1.1I Suggested AP: 1.1 12575 Access Point 11 /2 = -f-

Mo 1.1.2 Suggested AP 1237675 Access Point 1/2 /

Mo 1.1.3 Suggested AP: 1,383 223 Access Paint 6 /2 i

Mo 114 Suggested AP: 1.4 245 224 Access Point 1 /2 = -f-

Mo 1.1.5 Suggested AP 1.5417 224 Access Poirt 6/ 2 /

AM Plan Page

The AM Plan page calculates the optimum placement for the AMs.

Initialize

Initialize the Algorithm by clicking Initialize. This makes an initial placement of the
AMs and prepares RF Plan for the task of determining the optimum location for
each of the AMs. When you click Initialize, the AM symbols appear on the floor
plan.

Start

Click Start to launch the optimizing algorithm. The AM symbols move on the page
as RF Plan finds the optimum location for each.

The process may take several minutes. You may watch the progress on the status
bar of your browser. The algorithm stops when the movement is less than a
threshold value calculated based on the number of AMs. The threshold value may
be seen in the status bar at the bottom of the browser window.

Viewing the Results

Viewing the results of the AM Plan feature is similar to that for the AP Plan
feature.
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The results of optimizing algorithm may be viewed two ways: graphically and in a
table of suggested AMs. You may obtain information about a specific AM by
placing the cursor over its symbol. An information box appears that contains
information about the exact location, PHY type, channel, power, etc.

Suggested AP Information

Mame: Suggested AM: 2.1

Location: 1.2.1, PHY Type: 802.11ag

#1100, 50

.4 Type: air-monitor, .g Channel: 6, .q Power Level: 2
.a Type: air-monitor, .a Channel: 64, .a Paower Level: 2
hermo: null

The Suggested Access Points and Air Monitors table lists the coordinates, power,

location, power setting, and channel for each of the AMs that are shown in the
floor plan.

Suggested Access Points and Air Monitors | Collagss - | bew | Clear

Fixed Loc. MName ®x ¥ blgType .blgCh/Pow .alype .aCh/Pow
Mo 1.1.6 Suggested AM: 16186 74 Ar Maritor - /- = m
No 117 Suggested AM: 1.7 43675 Air Moritor

o

!
!
] 116 Suogested AM: 18 24 Alr Monltor - /-
Mo 1.1.9 Suggested AM: 1.9 313 225 Air Manitor -/

Exporting and Importing Files

The Export and Import buttons on the Building List page allow you to export and
import files that define the parameters of your buildings. You can export a file so
that it may be imported into and used to automatically configure an Alcatel WLAN
Switch. On an Alcatel WLAN Switch, you can import a file that has been exported
from another WLAN Switch or from the standalone version of RF Plan that runs
as a Windows application.

The files that you export and import are XML files and, depending on how many
floors are in your buildings and how many background images you have for your
floors, the XML files may be quite large. (See “Background Images” on page 47.)
Export Buildings Page

To export a file that defines the parameters of one or more buildings, select the
building(s) to be exported in the Building List page and then click Export.

> Export Buildings

Export Bade
Buildirgs 1: building 1

Include Images ™

Campus 1D 100

Save to a file... Cancel

When exporting a building file Alcatel recommends that you select the Include
Images checkbox.
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When you click the Save to a file... button, you are prompted for the location and
name for the exported file. When naming your exported file, be sure to give the file
the . XML file extension, for example, My_Building. XML.

Import Buildings Page

You can import only XML files exported from another Alcatel WLAN Switch or
from the standalone version of RF Plan that runs as a Windows application.

NOTE: Importing any other file, including XML files from other applications, may
result in unpredictable results.

To import a file that defines the parameters of one or more buildings, click the
Import button in the Building List page.

in > Import Buildings

Import fiack
Fllz Mame Browsae

In the Import Buildings page, click Browse to select the file to be imported, then
click the Import button.

Locate

The Locate button on the Building List page allows you to search for APs, AMs,
etc. on a building by building basis. To use this feature, select the building in
which you want to search, and click Locate.

The Deployed Access Points and Air Monitors table displays information on each
of these devices. To add a device, click Add Device. To delete a device, click
Remove Device. To select a device, click Choose Devices.

RF Plan Example

This section guides you through the process of creating a building and populating
it with APs and AMs using RF Plan.

NOTE: This section uses example floor plans that are provided with the
Windows application version of RF Plan.
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Sample Building

The following planning table shows the information to be used in this example.

Building Dimensions

Height: 100

Width: 700

Number of Floors: 2

User Information

Number of Users:

Users per AP: N/A

Radio Types: a, b, g

Overlap Factor: Medium (150%)

AP Desired Rates

802.11blg: 48 Mbps ‘

802.11a: 48 Mbps

IAM Desired Rates

802.11blg: 24 ‘

802.11a: 24

Don’t Care/Deploy Areas

Shipping & Receiving = Don’t Care

Lobby = Don’t Deploy

Create a Building

In this section you create a building using the information supplied in the planning

table.
1. Click New Building.

The Overview page appears.
2. Click Save.

Click Building Dimension.
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The Specification page appears.

Manitoring Diagnostics Logout

Building Specification  plap = EJL[]|{{]!'IC} 1> Speciﬁcation Save | AP Modeling Spec. »

Dimersicn '

Madeling: AP Edit

Modelirg: AM Ewilding I 1 Mame My Budding

Planning Widith 100 Length 100

Floors Iriber Floor Height 20 Uait e v

AP Plan Eloors >

AMPlan o

Deployed

Floors

4. Enter the following information in the text boxes.

Text Box Information
Building ID 1

Building Name My Building
Width 100

Length 100

Inter Floor Height 20

Units Feet

Floors 2

5. Click Save.
6. Click Apply.

Notice that when you click Apply, RF Plan automatically moves to the next
page in the list. In this case RF Plan moves to the AP Modeling Parameters
page.

Model the Access Points

You now determine how many APs are required to cover your building with a
specified data transfer rate and overlap.

In this example, you use the Coverage Model. The following are assumed about
the performance of the WLAN:

B Radio Types: a/b/g

m  Overlap factor: Medium (150%)
B 802.11a desired rate: 48 Mbps
B 802.11b desired rate: 48 Mbps

v AOS-W 2.5.3 57

ALCAT EL User Guide



RF Plan
Chapter 3

58

5.

Select 801.11 a|b|g from the Radio Type drop-down menu.

Select Medium from the Overlap Factor drop-down menu.

Notice that the percentage show at the left of the drop-down menu changes

to 150%.
Select 48 from the 802.11 blg Desired Rate drop-down menu.
Select 48 from the 801.11 a Desired Rate drop-down menu.

Notice that the number of required APs has changed to 5.

Montoring | Configuration | Disgnostcs | Maintenance | Plan | Events | Reports |

Click Save, then Apply.

RF Plan moves to the AM Modeling Parameters page.

Model the Air Monitors

You now determine how many AMs are required to provide a specified monitoring
rate. In this example you continue to use the Coverage Model and make the
following assumptions:

802.11 blg monitor rate: 48 Mbps
802.11 a monitor rate: 48 Mbps
Select 24 from the 802.11 blg Monitor Rate drop-down menu.

Select 24 from the 802.11 a Monitor Rate drop-down menu.

AOS-W 2.5.3
User Guide

Building Specification  plap = My Building > AP Modeling Parameters 2l
Dirnersion
Modeling: AP Edit
Modelirg: AM Radio Type BUZ11ablg * AP Type 52 =
Planning * Coverage | © Capacity | © Custom Overlap Factor 180 9 | Medium *
Floors Total Lsers Users { AP
Floor 1 802.11b|g Desired Rate [0+ Mops 802.11a Desirad Rate B ~| Mees
Floor 2 APe
AP Plen Number of required APs: 5
AM Plany Thamber of APs o supporl total users: 2
Deployed Mamber of AP o meet desired rate: 5
Floors M
Floor 1
Floor 2

Logout

AM Modeling Spec. »
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Notice that the number of required AMs is now 2.
|_tonitoring | Configaration | Diagnastics | Maintenance | Plan | Events | Reparts | Logaut
Building Specification  plap = My Building > AM Modeling Parameters [Eave)| | Flaning =
LHMeEnsion
Modzling: AR Edit
Madsling: AM & Coverage | © Custom
Planning 8021 16]a Monitor Rate (24 | Mbps 802.11a Monitor Rate (B <] Mops
Floors Al
Floor 1 MNurnber of required AMs: 2
Floor 2 Apply
AP Plan '
AM Plan
Deployed
Floors
Fleor 1
Floor 2

3. Click Save, then Apply.

RF Plan moves to the Planning page.

Add and Edit a Floor

You now add floor plans to your floors. In this section you:
B Add a background image floor plan for each floor

[ | Name the floors

NOTE: This section uses example floor plans that are provided with the
Windows application version of RF Plan.

To add the background image and name the first floor:

1. In the Planning page, click the Edit Floor link at the right of the Floor 1
indicator.

2. Type Entrance Level in the Name box of the Floor Editor Dialog.
Use the Browse button to locate the background image for the 1st floor.
The file is located in the following directory:
C:\Program Files\Alcatel RF Plan\Tutorial\tutorial floor 1.jpg

4. Click Apply.

To add the background image and name the second floor:

1. Click the Edit Floor link at the right of the Floor 2 indicator.

2. Type Second Level in the Name box of the Floor Editor Dialog.

3. Use the Browse button to locate the background image for the 1st floor.

The file is located in the following directory:
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C:\Program Files\Alcatel RF Plan\Tutorial\tutorial floor 2._jpg
4. Click Apply.
5. Click Save on the Planning page.

Building Specification  plap = My Building > Planning Add New Floor | AP Planning »
Cimersion
Modeling: AP Control
Modelirg: AM Zoom 100 100 | 96 Appron, Coverage | Mane ¥ Coverage Rate |MA v Channel |Ms (v
Planning Floor 1: Entrance Level | editFicce
Floor 1 o
Floor 2
AP Plan e
AM Blen e
Deployed
Floors
Floor 1
Floor 2 Arcas | Evpand m | Mew

Suggested Access Points and Air Monitors | Collapss o | Rew | Clear

Fixed Loc, Name X Y .blgType blgCh/Pow .aType .aCh/Pow
Mo AP dafired.

Deployed Access Points and Alr Monitors | Collagss &

Loc. Mame X ¥ AR Type .blaType/Ch/Pow blgBssid .aType/Ch/Pow .aBssid
Mo APs defirad.

Floor 2: Second Level | Edit Flow

Defining Areas

Before you advance to the AP and AM Planning pages you want to define special
areas. In this section you define areas where you do not want to physically deploy
an AP, or where you do not care if there is coverage or not.

This step assumes the following:
B \We do not care if we have coverage in the Shipping and Receiving areas

B  We do not want to deploy APs or AMs in the Lobby Area

Create a Don’t Care Area
To create a Don’t Care area:

1. Click on AP Plan in the Feature Tree at the left side of the browser window.
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NOTE: You can zoom in on the floor plan using the Zoom pull-down near the
top of the AP Planning page, or type a zoom value in the text box at
the left of the pull-down and press the enter key on your keyboard.
For example, enter a zoom factor of 400.

2. In the Planning page, click the New link in the Areas section under Floor 1.
This opens the Area Editor.

3. Type Shipping and Receiving in the Name text box in the Area Editor.
Select Don’t Care from the Type pull-down menu box.

5. Click Apply.
Notice that an orange box appears near the center of the floor plan.

6. Use your mouse (or other pointing device) to place the cursor over the box.

Notice that the information you typed in the editor appears in the box. You
see the name and type of area, as well as the coordinates of the lower left
corner and upper right corner of the box.

NOTE: The x =0 and y = 0 coordinates correspond to the lower left corner of
the layout space.

7. Using your mouse, left-click and drag the box over the Shipping and
Receiving area.

Drag one corner of the box to a corresponding corner of the Shipping and
Receiving area and using one of the corner handles of the box, stretch it to fit
exactly over the Shipping and Receiving area.

Your floor plan with the Don’t Care box should look similar to this:

EHEPING RFCENMG

8. Click Save.
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Create a Don’'t Deploy Area

To create a Don’t Deploy area:

1.

2
3.
a

Click the New link in the Areas section under Floor 1 to open the Area Editor.
Type Lobby in the Name text box in the Area Editor.

Select Don’t Deploy from the Type pull-down menu box.

Click Apply.

Notice that an yellow box appears near the center of the floor plan.

Use your mouse (or other pointing device) to place the cursor over the box.

Notice that the information you typed in the editor appears in the box. You
see the name and type of area, as well as the coordinates of the lower left
corner and upper right corner of the box.

NOTE: The x =0 and y = 0 coordinates correspond to the lower left corner of
the layout space.

Using your mouse, left-click and drag the box over the Lobby area on the floor
plan.

Drag one corner of the box to a corresponding corner of the lobby and using
one of the corner handles of the box, stretch it to fit exactly over the lobby
area.
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Your floor plan with the Don’t Deploy box should look similar to this:

Building Specification  plan > My Building = Planning Save | Add New Floor AP Planning » |
Dimersicn ) )
Madeling: AP Control
Modkeling: AM Zoom |400 400 > % Approx, Coverage | Mone ~| Cowerage Rate |Mia ¥| Chanmel (N ~
Pl i
'_T:?m Floor 1: Entrance Level | edtFiooe

Floor 1

Floor 2 e —— —
AP Plan | : "

SHIPRING RECENING

AM Plan
Deployed
Floors | | |

Floor 1

Floor 2

Type  Left Bottom Right Top
weceivingDontCae 11 75 =] =51
Don'tDeploy 39 3 &0 12

8. Click Save.

9. When you are finished defining area in the Floors page, click AP Planning to
advance to the next step in the process (the AP Plan page).

Running the AP Plan

In this section you run the algorithm that searches for the best place to put the
APs.

You might want to zoom in on the floor plan. Zoom using the Zoom pull-down
near the top of the AP Planning page, or type a zoom factor in the text box at the
left of the pull-down and press the enter key on your keyboard.

Try entering a zoom factor of 400.

Notice that the number of required APs is 5, the same value that you saw when
you modeled your APs above. Notice also that none of the APs show on the floor
plan yet.

1. Click Initialize.

You should see a total of five AP symbols appear on the two floor diagrams:
three on Floor 1 and two on Floor 2. Also notice that the Suggested Access

Points tables below each floor diagram have been populated with information
about the suggested APs for each corresponding floor.
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2. Click Start.

After you Initialize the APs you must start the algorithm. The APs move
around on the floor plans as the algorithm is running.

The algorithm stops when the movement is less than a threshold value
calculated based on the number of APs. The threshold value may be seen in
the status bar at the bottom of the browser window.

NOTE:

To see the approximate coverage areas of each of the APs, select an AP
type from the Approx. Coverage pull-down box and select a rate from
the Coverage Rate pull-down box.

BLnIcllng Spenf‘catlon 7=~ AP Plannlng Add Now Floor | Save | AM Planning » |

CAmension

Modeling: AP Control

Modeling: AM Zoom 400 | 400 *» 9% Approx, Coverage |AP-80211kjg » | Coverage Rafte |48 Mbps ¥ | Charmal | Al Merged |+

Planning Number of required APs: 5
: Mumber of APs to support total wsers: 2

Flocrs Number of APs to meet desired rate: 5
Floce L Initislize | Start |
Floor 2

AP Plan Floor 1: Entrance Level | Fit Floor

AM Plan

Deployed B =

Floors |
F|DO' 1 SHIPFING RE
Floor 2

L o]

111748allg 112/d0ai6g

3. Click Save, then click AM Planning.

Running the AM Plan

Running the AM Plan algorithm is similar to running the AP Plan.

1. Click Initialize then Start.

The algorithm stops when the movement is less than a threshold value
calculated based on the number of AMs. The threshold value may be seen in
the status bar at the bottom of the browser window.

2. Click Save.
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A standards-compliant DHCP server can be configured to return the host Alcatel
WLAN Switch’s IP address through the Vendor-Specific Option Code (option 43)
in the DHCP reply. In the Alcatel OmniAccess system, this information can allow
an Alcatel AP to automatically discover the IP address of a master WLAN Switch
for its configuration and management.

This appendix describes how to configure vendor-specific option 43 on various
DHCP servers.

Overview

DHCP servers are a popular way of configuring clients with basic networking
information such as an IP address, a default gateway, network mast, DNS server,
and so on. Most DHCP servers have the ability to also send a variety of optional
information, including the Vendor-Specific Option Code, also called option 43.

Here is how option 43 works:

1. The DHCP client on an Alcatel AP adds an optional piece of information called
the Vendor Class Ildentifier Code (option 60) to its DHCP request. The value of
this code is ArubaAP.

2. The DHCP server sees the Vendor Class Identifier Code in the request and
checks to see if it has option 43 configured. If it does, it sends the
Vendor-Specific Option Code (option 43) to the client. The value of this option
is the loopback address of the Alcatel master WLAN Switch.

3. The AP receives a response from the DHCP server and checks if option 43 is
returned. If it is, the AP contacts the master WLAN Switch using the supplied
IP address.

Windows-Based DHCP Server

Configuring a Microsoft Windows-based DHCP server to send option 43 to the
DHCP client on an Alcatel AP consists of the following two tasks:

B Configuring Option 60
B Configuring Option 43

v AOS-W 2.5.3 65

ALCATEL User Guide



Configuring DHCP with Vendor-Specific Options
Appendix A

66

Configuring Option 60
This section describes how to configure the Vendor Class Identifier Code (option

60) on a Microsoft Windows-based DHCP server.

As mentioned in the overview section, option 60 identifies and associates a
DHCP client with a particular vendor. Any DHCP server configured to take action
based on a client’'s vendor ID should also have this option configured.

Since option 60 is not a predefined option on a Windows DHCP server, you must
add it to the option list for the server.

To configure option 60 on the Windows DHCP server:

1. On the DHCP server, open the DHCP server administration tool by clicking
Start > Administration Tools > DHCP.

2. Find your server and right-click on the scope to be configured under the
server name. Select Set Predefined Options.

3. In the Predefined Options and Values dialog box, click the Add button.

4. In the Option Type dialog box, enter the following information:

Name Alcatel Access Point

Data Type String

Code 60

Description Alcatel AP vendor class identifier

5. Click the OK button to save this information.

6. In the Predefined Options and Values dialog box, make sure 060 Alcatel
Access Point is selected from the Option Name drop-down list.

7. In the Value field, enter the following information:

String Alcatel Access Point

8. Click the OK button to save this information.

Configuring Option 43

Option 43 returns the IP address of the Alcatel master WLAN Switch to an Alcatel
DHCP client. This information allows Alcatel APs to auto-discover the master
WLAN Switch and obtain their configuration.

To configure option 43 on the Windows DHCP server:

1. On the DHCP server, open the DHCP server administration tool by clicking
Start > Administration Tools > DHCP.

2. Find your server and right-click on the scope to be configured under the
server name. Click on the Scope Options entry and select Configure Options.
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3. In the Scope Options dialog box, scroll down and select 043 Vendor Specific

Info.
Scove Dptions KD
Gererel | pbeeresd |
Avesilable Oiptians Dieseripsion = |
O 041 WIS Servers Addiezses ©
O 042 HTP Server: Addesses c_.
[ M3 endo) Spectic Inlo E et -
[ 04 wAMSMENSG Serem PJEMS Adchi -
i 3
- Diala eniip
Datz Biran: ASCI:
oo 31 29 22 2E 21 16 3@ ZE 192 . 1aB
oooa3 39 ZE 32 4.2
0k I Cancal | Aol

FIGURE A-1 Scope Options Dialog Box
4. In the Data Entry field, click anywhere in the area under the ASCII heading and

enter the following information:

ASCII Loopback address of the master WLAN Switch

5. Click the OK button to save the configuration.

Option 43 is configured for this DHCP scope. Note that even though you
entered the IP address in ASCII text, it displays in binary form.

I E=E

Bl Adion  Yiew Heb

== Om DE|2 &

2D cher Scope Opticrs
31 [ arubase,arbane, om [192.188 n Nate [vender [ave
=2 §:cr»a1|’31?3. 156,10.0] Aeubx %um Prurer Sardard 192,168, 10. 254

T Accinees Prinl 045 Yerndor Spectic o Farvderd 31WE 2N W2 H2
(9 Addrass Lesses 4

== Racetvalions

-~ Stops Optione

g Server Cptions

FIGURE A-2 DHCP Scope Values

v AOS-W 2.5.3 67

ALCATEL User Guide



Configuring DHCP with Vendor-Specific Options
Appendix A

Linux DHCP Servers

The following is an example configuration for the Linux dhcpd.conf file:

68

NoOTE: After you enter the configuration, you must restart the DHCP service.

option serverip code 43 = ip-address;
class "vendor-class™ {

match option vendor-class-identifier;
}

subnet 10.200.10.0 netmask 255.255.255.0 {

default-lease-time 200;

max-lease-time 200;

option subnet-mask 255.255.255.0;

option routers 10.200.10.1;

option domain-name-servers 10.4.0.12;

option domain-name "'vlanlO.aa.alcatel.com";

subclass "'vendor-class™ "ArubaAP" {
option vendor-class-identifier "ArubaAP";
option serverip 10.200.10.10;

}
range 10.200.10.200 10.200.10.252;
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Preface

This preface includes the following information:

An overview of the contents of this manual
A list of related documentation for further reading
A key to the various text conventions used throughout this manual

Alcatel support and service information

Document Organization

The AOS-W User Guide is now in eight separate volumes for easier download and
information access. The volumes are as follows:

Volume 1 contains an overview of the OmniAccess System.

Volume 2 describes how to install the OmniAccess System in a wired
network.

Volume 3 (this volume) describes WLAN configuration, including remote
Access Points.

Volume 4 describes wireless encryption and authentication configuration.
Volume 5 describes configuring multi-WLAN switch environments.
Volume 6 describes intrusion prevention configuration.

Volume 7 describes managing the OmniAccess System.

Volume 8 describes configuring advanced services, such as Quality of Service
(QoS) for voice and the External Services Interface module.

Related Documents

The following items are part of the complete documentation for the OmniAccess
system:

v
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B Alcatel Access Point Installation Guides

| Release Notes

Text Conventions

The following conventions are used throughout this manual to emphasize

important concepts:

TABLE 1 Text Conventions

Type Style

Description

Italics

This style is used to emphasize important terms and to mark
the titles of books.

System items

This fixed-width font depicts the following:
B Sample screen output
B System prompts

| Filenames, software devices, and certain commands
when mentioned in the text

Commands

In the command examples, this bold font depicts text that
the user must type exactly as shown.

<Arguments>

In the command examples, italicized text within angle
brackets represents items that the user should replace with
information appropriate to their specific situation. For
example:

# send <text message>

In this example, the user would type “send” at the system
prompt exactly as shown, followed by the text of the
message they wish to send. Do not type the angle brackets.

[ Optional ]

In the command examples, items enclosed in brackets are
optional. Do not type the brackets.

{Item Al Item B}

In the command examples, items within curled braces and
separated by a vertical bar represent the available choices.
Enter only one choice. Do not type the braces or bars.
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Contacting Alcatel

Contact Center Online

B Main Site http://wwwv.alcatel.com/enterprise
M Support Site http://eservice.ind.alcatel.com
u Email support@ind.alcatel.com

Sales & Support Contact Center Telephone

B North America 1-800-995-2696
Latin America 1-877-919-9526
[ ] Europe +33 (0) 38 8556 92 9
B Asia Pacific +65 6586 1555
B Worldwide 1-818-880-3500
v AOS-W 2.5.3 vii
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This chapter explains how to configure a wireless LAN (WLAN) using the Web
interface. This chapter describes the following topics:

B “Before You Begin” on page 1.

B “Basic WLAN Configuration in the WebUI” on page 7.

B “Advanced WLAN Configuration in the WebUI” on page 13.
B “Adaptive Radio Management” on page 21

Before You Begin

This section describes tasks that you need to do prior to configuring a VWLAN.

You have a wide variety of options for authentication, encryption, access
management, and user rights when you configure a WLAN in the Alcatel
OmniAccess system. However, you must configure the following basic elements:

B A Service Set Identifier (SSID) that uniquely identifies the WLAN.

B Layer-2 authentication to protect against unauthorized access to the WLAN.
The authentication method you choose determines the following:

® Layer-2 encryption to ensure the privacy and confidentiality of the data
transmitted to and from the network.

° Authentication server used to validate the user. In the Alcatel
OmniAccess system, authentication can be performed using an external
authentication server, such as a RADIUS server, or the WLAN Switch’s
internal database.

B Virtual local area network (VLAN) on the WLAN Switch into which wireless
clients who successfully associate to the AP are placed.

Determine the Authentication Method

A user must authenticate to the Alcatel OmniAccess system in order to access
WLAN resources. Table 1-1 describes the types of authentication that you can
configure for a WLAN.

v AOS-W 2.5.3 1
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TABLE 1-1 Authentication Methods

None

IEEE 802.1x

Wi-Fi Protected
Access (WPA)

WPA in
pre-shared key
(PSK) mode
(WPA-PSK)

WPA2

WPA2-PSK

(Also called open system authentication) This is the default
authentication protocol. The client’s identity, in the form of
the Media Access Control (MAC) address of the wireless
adapter in the wireless client, is passed to the WLAN Switch.
Essentially any client requesting access to the WLAN is
authenticated.

The IEEE 802.1x authentication standard allows for the use of
keys that are dynamically generated on a per-user basic (as
opposed to a static key that is the same on all devices in the
network).

NOTE: The 802.1x standard requires the use of a RADIUS
authentication server. Most Lightweight Directory
Access Protocol (LDAP) servers do not support
802.1x.

WPA implements most of the IEEE 802.11i standard. It is
designed for use with an 802.1x authentication server (the
Wi-Fi Alliance refers to this mode as WPA-Enterprise). WPA
uses the Temporal Key Integrity Protocol (TKIP) to dynamically
change keys and RC4 stream cipher to encrypt data.

With WPA-PSK, all clients use the same key (the Wi-Fi
Alliance refers to this mode as WPA-Personal).

NoOTE: In PSK mode, users must enter a passphrase from
8-63 characters to access the network. PSK is
intended for home and small office networks where
operating an 802.1x authentication server is not
practical.

WPA2 implements the full IEEE 802.11i standard. In addition
to WPA features, WPA2 provides Counter Mode with Cipher
Blocking Chaining Message Authentication Code Protocol
(CCMP) for encryption which uses the Advanced Encryption
Standard (AES) algorithm. (The Wi-Fi Alliance refers to this
mode as WPA2-Enterprise.)

WPA2-PSK is WPA2 used in PSK mode, where all clients use
the same key. (The Wi-Fi Alliance refers to this mode as
WPA2-Personal.)
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TABLE 1-1 Authentication Methods (Continued)

xSec (Extreme

Security)

Captive Portal

VPN

MAC

(Requires installation of xSec software license) xSec is a
Federal Information Processing Standard (FIPS)-certifiable
Layer-2 encryption. xSec can encrypt and tunnel Layer-2
traffic between a WLAN Switch and wired and wireless
clients, or between two Alcatel WLAN Switches. To use xSec
encryption:

B You must use a RADIUS authentication server.

B [f you are using xSec between two Alcatel WLAN
Switches, you must install an xSec license in each device.

| For encryption and tunneling of data between the client
and WLAN Switch, you must install the Funk Odyssey
client that supports xSec in the wired or wireless client.

For more information, see the “Configuring xSec” chapter in
Volume 4 of the AOS-W User Guide.

Captive Portal allows users to authenticate using a
web-based portal. Captive Portal users can be authenticated
to an external authentication server or to the internal database
on the WLAN Switch. Captive Portal authentication does not
provide any type of data encryption beyond the SSL
encryption used during the authentication. You can configure
WEP encryption or WPA-PSK, or WPA2-PSK authentication in
conjunction with Captive Portal.

Configures a VPN tunnel. Configuring this option requires
user authentication against an external RADIUS server. You
can configure VPN authentication in conjunction with
WPA-PSK or WPA2-PSK authentication.

Allows the media access control (MAC) address of a device to
be authenticated to an external authentication server or to the
internal database on the WLAN Switch. You can configure
MAC authentication in conjunction with WPA-PSK or
WPA2-PSK authentication.

ALCATEL
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Encryption

The Layer-2 encryption depends upon the authentication method chosen
(Table 1-2).

TABLE 1-2 Encryption Options by Authentication Method

Authentication Method Encryption Option

None Open (Null) or Static WEP
802.1x Dynamic WEP

WPA or WPA-PSK TKIP

WPA2, WPA2-PSK, or xSec AES

Combination of WPA or WPA-PSK Mixed TKIP/AES
and WPA2 or WPA2-PSK

You can configure the following data encryption options for the WLAN:

Open (Null) No encryption is used and packets passing between the
wireless client and WLAN Switch are in clear text.

Wired Equivalent Defined by the original IEEE 802.11 standard, WEP uses

Protocol (WEP) the RC4 stream cipher with 40-bit and 128-bit encryption
keys. The management and distribution of WEP keys is
performed outside of the 802.11 protocol. There are two
forms of WEP keys:

B Static WEP requires you to manually enter the key for
each client and on the WLAN Switch.

B Dynamic WEP allows the keys to be automatically
derived for each client for a specific authentication
method during the authentication process. Dynamic
WEP requires 802.1x authentication.

Temporal Key TKIP ensures that the encryption key is changed for every
Integrity Protocol data packet. You specify TKIP encryption for WPA and
(TKIP) WPA-PSK authentication.
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Standard (AES)

Mixed
TKIP/AES-CCM
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AES is an encryption cipher that uses the Counter-mode
CBC-MAC (Cipher Block Chaining-Message Authentication
Code) Protocol (CCMP) mandated by the IEEE 802.11i
standard. AES-CCMP is specifically designed for IEEE
802.11 encryption and encrypts parts of the 802.11 MAC
headers as well as the data payload. You can specify
AES-CCMP encryption with WPA2 or WPA2-PSK
authentication.

This option allows the WLAN Switch to use TKIP
encryption with WPA or WPA-PSK clients and use AES
encryption with WPA2 or WPA2-PSK clients. This option
allows you to deploy the Alcatel OmniAccess system in
environments that contain existing WLANSs that use
different authentication and encryption.

This option is only available on the WLAN Advanced
Configuration page. For more information, see “Advanced
WLAN Configuration in the WebUI” on page 13.

Authentication Server

If an external authentication server, such as a RADIUS server, will be used to
validate the wireless user, the server administrator must configure the server to
support this authentication. The administrator must also configure the server to
allow communication with the Alcatel WLAN Switch.

If the internal database in the WLAN Switch will be used to validate the wireless
user, you must configure user entries in the database.

ALCATEL
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Table 1-3 is a summary of the authentication servers that you can configure for
each authentication type in an Alcatel WLAN.

TABLE 1-3 Supported Authentication Servers by Authentication Types

Authentication Servers

Authentication Type RADIUS LDAP Internal DB
802.1x Yes Yes** Yes*
WPA Yes Yes** Yes*
WPA-PSK n/a n/a n/a
WPA2 Yes Yes** Yes*
WPA2-PSK n/a n/a n/a
Captive Portal Yes Yes Yes
VPN Yes Yes Yes
MAC Yes Yes Yes

* Only when the AAA FastConnect feature is enabled. See the “Configuring 802.1x Authentication”
chapter in Volume 4 of the AOS-W User Guide.

** Only when the AAA FastConnect feature is enabled and EAP-Generic Token Card (EAP-GTC) is used
within the Protected EAP tunnel. See the “Configuring 802.1x Authentication” chapter in Volume 4 of the
AOS-W User Guide.

Determine the Default VLAN

Each SSID is linked to a VLAN on the WLAN Switch. Successful wireless client
association to an AP places the user into the default VLAN specified by the SSID
configuration. The default VLAN can be overridden by authentication server
attributes; if you are authenticating a user to an external authentication server, the
user VLAN can be based on attributes returned by the server during
authentication.

AOS-W 2.5.3 032034-00 Rev A
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Basic WLAN Configuration in the WebUI

The WLAN Basic Configuration page in the WebUI allows you to define many
useful options that pertain to a specific SSID without having to navigate to other
configuration pages. These options include:

SSID
Radio type: 802.11a, 802.11b/g, or 802.11a/b/g
Layer-2 authentication and encryption type

“Advanced” authentication features such as Captive Portal, VPN, and MAC
authentication, in addition to Layer-2 authentication

Authentication server: either RADIUS or the WLAN Switch’s internal database
(if the authentication server is a RADIUS server, you can configure server
parameters on the WLAN Basic Configuration page)

VLAN into which wireless clients are placed

Firewall policy for the user of the SSID (you can add a new policy or modify a
predefined policy)

When you configure a WLAN in the WLAN Basic Configuration page, the SSID will
not be hidden in beacons sent by the AP. In addition, the Alcatel system does not
send the SSID in response to broadcast probe requests sent by clients.

Note the following about using the WLAN Basic Configuration page:

The SSID configuration is global, that is, it applies to all APs in the network. If
you need to configure a WLAN for a set of APs in a specific location—for
example, a WLAN that only applies to a particular building or floor—you must
configure the SSID using the WLAN Advanced Configuration pages.

You can assign only one VLAN to the SSID. If you need to have multiple
VLANSs configured for a WLAN, you must configure the SSID using the WLAN
Advanced Configuration pages.

The authentication server must be a RADIUS server or the WLAN Switch’s
internal database.

If you specify a RADIUS server, you can configure the server’s IP address,
authentication and accounting ports, and shared key.

NOTE: The RADIUS server administrator must configure the server for
communication with the Alcatel WLAN Switch.

If you specify the WLAN Switch’s internal database, you will need to navigate
to the Configuration > Advanced > Security > Authentication Servers > Internal
DB to add entries to the database.

AOS-W 2.5.3 7
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B You can only assign one firewall policy to the SSID. The policy must be either
a predefined policy or a firewall policy that you create on the WLAN Basic
Configuration page.

To configure an SSID in the WLAN Basic Configuration page, navigate to the
Configuration > Basic > WLAN page.

oy SRRV oo | wantonurco | s | evis | rosers | e cgavna S

Baskc | el WLAN = New
WLAN
RF Management Hew

Security e

Petwrark
e Hetyscek Name (SSI0)

Managenent
ek Typm BIZT1 Aty w0
AP Installstion Wizard
002.11 Security
Nstwork Authenticstion
narypben
Advanced Authanticaticn

Cazaxwer Cwea Cweabs Cweaz O weazes e

Coan

bPoge © Capth i Cown Cwac

Auth Sarver Type

Keys

WAN D

Firewall Polickes

Fude Name: Action
skorval Edit| Delste | 4] ¥

Add |

Apsly |

Table 1-4 describes the options available from the WLAN Basic Configuration
page.

TABLE 1-4  WLAN Basic Configuration Parameters

Parameter Definition

Network Section:

Network Name A name that uniquely identifies the WLAN.
(SSID)
Radio Type The radio type on which this SSID is configured: 802.11a

only, 802.11b/g only, or 802.11a/b/g.
802.11 Security:

Network The Layer-2 security mechanism used to protect
Authentication unauthorized access to the WLAN. See “Determine the
Authentication Method” on page 1.

8 AOS-W 2.5.3 032034-00 Rev A
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TABLE 1-4 WLAN Basic Configuration Parameters (Continued)

Encryption

Advanced
Authentication

Auth Server Type

Keys

The Layer-2 encryption used on the WLAN to ensure the
privacy and confidentiality of the data transmitted to and
from the network. The encryption type is dependent
upon the type of network authentication selected.

The default is None, however, you can select one of the
following methods:

B Registration Web Page: Allows users to access the
WLAN using a web-based portal. Users typically
enter an email address as an identification but are
not authenticated.

[ | Captive Portal (Web): Allows users to authenticate
using a web-based portal. Captive Portal requires
users to be authenticated to an external
authentication server or to the internal database on
the WLAN Switch.

B VPN: Configures a VPN tunnel. Configuring this
option requires user authentication against an
external RADIUS server.

[ ] MAC: Allows the media access control (MAC)
address of a device to be authenticated to an
external authentication server or to the internal
database on the WLAN Switch.

NOTE: You can select one of the Advanced
Authentication methods only if the Network
Authentication is None, WPA-PSK, or
WPA2-PSK.

(Activated only if 802.1x/WEP, WPA, WPA2, xSec,
Captive Portal, VPN, or MAC authentication is
configured) Either the internal database or an external
RADIUS server.

(Activated only if static or PSK-based security options
are configured) Configures the static WEP key or TKIP
key for WPA-PSK or WPA2-PSK authentication.

For Static WEP, enter either a 10-hexadecimal digit key or
a 26-hexadecimal digit key.

For TKIP, enter either a 64-character hexadecimal string
or an 8-63 character ASCIl passphrase.

ALCATEL
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TABLE 1-4
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WLAN Basic Configuration Parameters (Continued)

Authentication
Server

VLAN

Firewall Policies

(Activated only if the authentication requires an
authentication server and the server type is RADIUS)
Configures the RADIUS authentication server.

If you have previously configured a RADIUS
authentication server, select the server from the
drop-down list.

To configure a RADIUS server, click the New button and
enter the following information:

Server name

IP address of the server
Authentication port
Accounting port
Shared key

Click Add when you are done. The information for the
server appears.

NOTE: If you are using an LDAP server or internal
database for authentication, you need to
configure the authentication server by navigating
to the Configuration > Advanced > Security >
AAA Servers page.

Specifies the user VLAN for wireless clients that
associate to the SSID.

Specifies the policies that are to be applied to the client
after they have been successfully authenticated.

AOS-W 2.5.3
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Example Configuration

This section describes how to use the WLAN Basic Configuration page to
configure a WLAN to provide network access for company employees who use
wireless PCs. Employees are typically validated against a corporate database on
an authentication server before they are allowed access to the network. Once
validated, users are placed into a specified VLAN and assigned a user role that
permits access to resources on the corporate network.

In this example, the WLAN has the following characteristics:

SSID corpnet
Radio Type 802.11 b/g
Authentication WPA
Encryption TKIP

VLAN 10

Firewall Policy employee (allows unrestricted access to network resources)

A RADIUS server is used to authenticate users. The following is the RADIUS
server information for this example:

Server Name RadiusO1

IP Address 10.3.22.253
Authentication 1812

Port

Acct Port 1813
Shared Key radius123

NOTE: The administrator for the RADIUS server must configure the server to
support authentication. The administrator must also configure the server
to allow communication with the Alcatel WLAN Switch.

To configure the WLAN in the WLAN Basic Configuration page:

1. In the WebUI, navigate to the Configuration > Basic > WLAN page. Enter
corpnet for Network Name (SSID).

2. Select 802.11 b/g for Radio Type.
3. Select WPA for Network Authentication

TKIP is automatically selected for the encryption and Auth Server Type is
activated with RADIUS selected.

4. Under Authentication Server, click Add.

AOS-W 2.5.3 11
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5. Under Choose an Authentication Server, select NEW and click Add.
A. Enter RadiusO1 for Server Name.
B. Enter 10.3.22.253 for IP Address.
C. Enter radius123 for Shared Key.
D. Click Add. The server information appears under Authentication Server.
Enter 10 for VLAN ID.
7. Select employee for Firewall Policies.

The page should look like the following:

Ll oot | Mantonsnce | P | Eveets | Regorts |
Gok | ddaoemd WLAN > New
WLAN
RE Managrment anba-apfikbal | | watfibal | Mew
Securit
e Network
Metwork

o Netwoork Name (3510 corpnet
Managernent

Rado B2l
AP Tnatallation Wizard Lo L

Ntrsark Authntication Chone T otzngws Fwea O weabx Coweaz Cowezes xS
Encrypiion = e

Advanced Authentication T hone T Regstration Web Page 7 Cagive Portal (Wek) © vM T MaC
Auth Server Type RADIUS (»

Kiys

Authentication Server
Server Name 1P Address Authentication Port Acct Port Shared Key Actions
a0l [LEE-5-2 LT [LE) TS _Delete | 4] v|

hdd|

VLAN
VLANTD 10

FHrewall Pohcies
empkyse
Fule Name Action
el [Edit] Delota | &| ¥]
add |

Apply |

8. Click Apply.
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Advanced WLAN Configuration in the WebUI

In the WebUI, the Advanced WLAN configuration pages allow you to configure
the following features:

B Configure global SSID and radio parameters that affect all APs in the network.

B Configure SSID and radio parameters for APs in specific locations in the
network.

The parameters that you configure for global or location-specific SSID and radio
configurations are identical. However, if the same parameters are configured for
global and location-specific APs for a WLAN, the location-specific values override
global values. For example, if you set the maximum number of clients to 30 in the
global configuration for WLAN-01 and set the maximum number of clients to 15
for location 1.2.1 for the same SSID, the APs in location 1.2.1 will have a
maximum of 15 clients.

Configuring Global Parameters

To configure global parameters that affect all APs in the network:

B Navigate to the Configuration > Advanced > WLAN > Network > SSID page
to add or modify SSIDs.

B Navigate to the Configuration > Advanced > WLAN > Network > General
page to configure or modify AP parameters.

B Navigate to the Configuration > Advanced > WLAN > Radio page to
configure radio settings.

Configuring Location-Specific Parameters

To configure parameters that only affect APs in specific locations in the network:
1. Navigate to the Configuration > Advanced > WLAN > Advanced page.
2. Click Add to add a new location.

3. Enter alocation ID in the format building.floor.plan, where each value is an
integer.

4. Click Add.
5. You can customize the configuration of the specified location:

® Select the SSID tab to add or modify SSIDs.
® Select the General tab to configure AP parameters.
® Select the 802.11b/g or 802.11a tab to configure radio settings.

AOS-W 2.5.3 13
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NOTE: The global pages and location-specific configuration tabs contain
identical configuration parameters, which are described in the
following sections. Remember that location-specific values override
global values for the same parameters.

Add or Modify SSIDs

In the WebUI, you can configure 802.11 settings for an SSID in the Basic or
Advanced WLAN configuration pages. The SSID configuration in the Advanced
WLAN pages also allow you to configure additional SSID settings that are not
available in the Basic configuration page; these settings are described later in this
section.

To add or modify an SSID that affects all APs in the network:
1. Navigate to the Configuration > Advanced > WLAN > Network > SSID page.

2. To add a new SSID, click Add. To edit an existing SSID click Edit. The SSID
configuration page appears.

To add or modify an SSID for APs in a specific location in the network:
1. Navigate to the Configuration > Advanced > WLAN > Advanced page.
2. Click Add to add a new location.

3. Enter alocation ID in the format building.floor.plan, where each value is an
integer.

4. Click Add.
5. Select the SSID tab to add or modify SSIDs.

General Add SSID
Meragement 510 Forward Mode  ©Bridge © Decrypt Turrel 6 Turne
Seclre Aooess Radio Type A1l A -
WWLAN Hide SSIC
SSI0 Default VLAM o == [mone «|  Encryption ARULL CWEP CTEIP ©AES-CCM ¢ Mixed TRIP/AES-COM
lgrere Broackast Probe o Type ©xS5ac
Advanced Reguest
BF Managerment DTIM Parlod 1
Callbration
: _Apely |

Default SSID

The default SSID is alcatel-ap. This will be broadcast as a valid SSID if the value is
not changed. This is the only SSID that permits a name change. To change the
name of other SSIDs but retain the configurations:

1. Create a new SSID with the desired name and settings.

2. Delete the existing SSID entry.

AOS-W 2.5.3 032034-00 Rev A
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Advanced SSID Configuration Settings

The SSID configuration in the Advanced WLAN pages allow you to configure the
following SSID settings that are not available in the Basic configuration page:

Forward Mode

Hide SSID

Ignore Broadcast
Probe Request

DTIM Period

Mixed
TKIP/AES-CCM
encryption

ALCATEL

Controls whether 802.11 frames are tunneled to the WLAN
Switch using generic routing encapsulation (GRE), or
bridged into the local Ethernet LAN.

This setting can also be configured on a per-radio basis in
the radio settings pages.

Enables or disables hiding of the SSID name in beacon
frames. Note that hiding the SSID does very little to
increase security.

This setting can also be configured on a per-radio basis in
the radio settings pages.

When a client sends a broadcast probe request frame to
search for all available SSIDs, this option controls whether
or not the system responds for this SSID. When enabled,
no response is sent and clients have to know the SSID in
order to associate to the SSID. When disabled, a probe
response frame is sent for this SSID.

This setting can also be configured on a per-radio basis in
the radio settings pages.

Specifies the interval between the sending of Delivery
Traffic Indication Messages (DTIMs) in the beacon. This is
the maximum number of beacon cycles before
unacknowledged network broadcasts are flushed. When
using wireless clients that employ power management
features to sleep, the client must revive at least once during
the DTIM period to receive broadcasts. The default is 2.

This setting can also be configured on a per-radio basis in
the radio settings pages.

Selecting this option displays additional selections:

B PSK TKIP/AES-CCM for static TKIP and AES key
configuration

B WPA/2 TKIP/AES-CCM for dynamic TKIP and AES

If you select PSK TKIP/AES-CCM, the key can be hex or
ASCIIl. Enter a 64-character hex key or an 8- to 63-character
ASCI key.

AOS-W 2.5.3 15
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Configure AP Information

Use the General configuration in the Advanced WLAN pages to configure AP
logging and debugging, SNMP system information and trap receivers, and other
information.

To configure information that applies to all APs in the network, navigate to the
Configuration > Advanced > WLAN > Network > General page.

To configure information that applies to APs in a specific location in the network:

1.
2.
3.

Navigate to the Configuration > Advanced > WLAN > Advanced page.
Click Add to add a new location.

Enter a location ID in the format building.floor.plan, where each value is an
integer.

Click Add.

Select the General tab.

Switch , Ceareral
LMS 1P Backup LMS 1P
If ro value b specified, e MTL
Turvel MTU will be regotiated
Power Managament W Doble Encrypt (IFSEC AR I
Bootstrap Threshold 7
Advanced RFBard g %
RF Management
callbration Disable Radio For Time Ranoges %

Eestore configuration o factory default ™

AP Debugging and Logging

Dump Server
Advanced AR Module  Logging Level
Securily SAP Infextrnatonal | %
Riogue AP A ‘Wamings -
ShMP Infornasianal |«
SNMP System Information
Haost hame

Systam Location
Systam Contact
Ervbile SMVP Traps T

Ay
WLAN Intrusion Protection 3 =
o i Communities
Denial Ly
HaFi e [ [ealata]
Slgnahres
b Trap Receivers
Polcles

The General configuration in the Advanced WLAN pages allow you to configure
the following settings:
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LMS IP and Backup Specifies the local management switch (LMS) that the AP

LMS IP uses in multi-WLAN Switch networks. The LMS is
responsible for terminating user traffic from the APs,
processing it, and forwarding it to the wired network. An
AP can boot up from any WLAN Switch on the WLAN
network (in a setup with master and local WLAN Switches),
if all of the WLAN Switches are on the same VLAN and if
load balancing is enabled on the WLAN Switches. To force
the AP to boot with a particular WLAN Switch, configure
the LMS IP with the address of the desired WLAN Switch.

When using redundant WLAN Switches as the LMS, set
this parameter to be the VRRP IP address to ensure that
APs always have an active IP address with which to
terminate sessions.

Tunnel MTU Maximum transmission unit (MTU) size of the wired link for
the AP. If no value is specified, he MTU size is negotiated.

Power Enables power management

Management

Double Encrypt Encrypts 802.11 data frames using IPSec.

(IPSec AP)

Bootstrap Number of heartbeat misses before an AP reboots.

Threshold

RF Band RF band in which the AP should operate: g = 2.4 GHz,
a=6GHz.

Disable Radio For Specifies the time range for which the AP will deny access
Time Range from clients.

Configuring Radio Settings
You can fine tune radio settings on a per-radio (802.11a or 802.11b/g) basis.
NOTE: Selecting these options may affect roaming performance.

To configure radio settings that affect all APs in the network, navigate to the
Configuration > Advanced > WLAN > Network > Radio page.

To configure radio settings for APs in a specific location in the network:
1. Navigate to the Configuration > Advanced > WLAN > Advanced page.
2. Click Add to add a new location.

3. Enter alocation ID in the format building.floor.plan, where each value is an
integer.

AOS-W 2.5.3 17
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4. Click Add.

5. Select the 802.11b/g or 802.11a tab to configure radio settings

G

Baslc | Advanced
Switch
General
Maragenent
Seture ACCESs
WLAN
Matwork
Radio
Advanced
RF Managermenl
Calibration
Opkimization
Probection
Manitoring
Advarced
Security
HRogue AP
Foles

Prdicies

ot

Save Corfigration

WLAN > Radio > 802.11b/g

g02.1lbjg | B0Z11a

RTS Threshald (bytes) PEEE! Agecut (zacs) 1000

Hide SSIC: r Drerty Broadcast © Enable & Disdble
Max Refrles 4 CTIM Perliod 1

Max Clients 54 EBeacon Period {ms) 100

Forwerd Mode CEridge ¢ Deaypt Turel & Tunnel

[nitial Radio State “Up  Down Mode & Access Point  © Alr Mondbor
Drefault Charrel 1 - Initial Tramsmit Power T4 dBm[ZE 114 i)
Short Preamble ¥

Baslc Rates (Mbps) FlI P2 FS M6 Mg M1l MF12 FI8 F2d F35 r48 r5d

Supported Rates (Mbps) Fl1 F2 F5 F6 F9 Fll F1? FI8 F24 F36 F48 F54

ARM Assignment Disablad » ARM Client Awears I

ARM Rogue AP Aware r ARM VolP Aware Scan w

ARM Scarning r ARM Scan Time (mescs] 110

ARM Scan Interval (secs) 10

Apply | | Clear

The radio configuration in the Advanced WLAN pages allow you to configure the

following settings:

RTS Threshold

Ageout

Hide SSID

Deny Broadcast

Max Retries

AOS-W 2.5.3
User Guide

Wireless clients transmitting frames larger than this
threshold must issue Request to Send (RTS) and wait for
the AP to respond with Clear to Send (CTS). This helps
prevent mid-air collisions for wireless clients that are not
within wireless peer range and cannot detect when other
wireless clients are transmitting. The default is 2333 bytes.

Specifies the amount of time, in seconds, that a client is
allowed to remain idle before being aged out. The default is
1000 seconds.

Enables or disables hiding of the SSID name in beacon
frames. Note that hiding the SSID does very little to increase
security.

When a client sends a broadcast probe request frame to
search for all available SSIDs, this option controls whether
or not the system responds for this SSID. When enabled, no
response is sent and clients have to know the SSID in order
to associate to the SSID. When disabled, a probe response
frame is sent for this SSID.

Specifies the maximum number of retries allowed for the
AP to send a frame. The recommended range is between 3
and 7. The default is 3.
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Specifies the interval between the sending of Delivery
Traffic Indication Messages (DTIMs) in the beacon. This is
the maximum number of beacon cycles before
unacknowledged network broadcasts are flushed. When
using wireless clients that employ power management
features to sleep, the client must revive at least once during
the DTIM period to receive broadcasts. The default is 2.

Specifies the maximum number of wireless clients for a
radio on an AP. The default is O, but is set to 64 if the initial
setup dialog is used to configure the WLAN Switch.

Specifies the time between successive beacons being
transmitted. The default is 100 milliseconds.

Controls whether 802.11 frames are tunneled to the WLAN
Switch using generic routing encapsulation (GRE), or
bridged into the local Ethernet LAN.

Used to enable or disable the radio. Select Up to ensure that
the AP radio is up on reboot.

Specifies whether the AP should act as an access point or
an air monitor.

Specifies the default channel on which the AP operates,
unless a better choice is available through either calibration
or from RF Plan.

Sets the initial transmit power on which the AP operates,
unless a better choice is available through either calibration
or from RF Plan.

Enables or disables short preamble for 802.11b/g radios.
Network performance may be higher when short preamble
is enabled. In mixed radio environments, some 802.11b
wireless client stations may experience difficulty
associating with the AP using short preamble. To use only
long preamble, disable short preamble. Legacy client
devices that use only long preamble generally can be
updated to support short preamble. The default is enabled.

Specifies the list of supported rates that are advertised in
beacon frames and probe responses.

Specifies the set of rates at which the AP is allowed to send
data. The actual transmit rate depends on what the client is
able to handle, based on information sent at the time of
association and on the current error/loss rate of the client.

The radio configuration in the Advanced WLAN pages also allow you to configure
Adaptive Radio Management (ARM) parameters, which are described in “Adaptive
Radio Management” on page 21.

ALCATEL
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Example Configuration

The following example includes:

B An 802.11 a/b/g SSID called Corpnet with dynamic WEP.
B An 802.11 b/g SSID called Voice with static WEP.
B The AP in location 4.2.6 is set to have a guest SSID in addition to the other
two SSIDs. The guest SSID is open.
1. Configure the 802.11 a/b/g SSID Corpnet in the global location 0.0.0 with
dynamic WEP.
Monitoring  [Resg sVl gl Ciagnostics Save Configaration
Basic | Advanced WLAN > Network > Add SSID _eBack |
Switch
P Add SSID
Maragement SSID Corgnet Forward Mode  CEridge ¢ Decrypt Tunnel & Turmel
Secire Artess Radio Type Gzila
WILAN Hide 551D [ CNULL FWEP CTKIP ©AESCOM  © Mixed TKIP/AES-COM
Mebwork SSID Drefault VLAN 0 |5=|[None %] Encryption BiSdc
Radio Igrare Broadeast Probe r Type .WEP
g b Request | Blatic WEP - Dynamic WEP
RF Management DTIM Period 1
Calibration
Optimization
Protection apply |
2. Configure the 802.11 b/g Voice SSID in the global location 0.0.0 with static
WEP.
Moritoring ISR VETCI Disgnostics | Mairitenance Save Configuration | Logout |
fasic | Advanced WLAN > Network > Add SSID L
Switch
Gararal Add SSID
Maragement S50 Wi Forward Mode  ©Bridge " Decrypt Tunnel  # Turnel
SecLre Accecs Radio Type B211blg
WLAN Hick: SSID o CNAL GWEP CTKIP ©AES-COM ¢ Mixed TKIP/AES-CCM
Metwork 351D Default VLAN o |[&=] [None ¥ Ereryption O ge
Radio lrore Broackast Probe - Type ol
Advanced Reguest = Static WEP ™ Dvnamic WEP
RF Management DTIM Period 1
Calibration
Optimization
Protection WERKays
i I~ Agply Globally
[nieg 5.No Use as Tx Key WEP Key Size
Advanced 1 L 10 Hex
Security . = 1
Rogue AP , £ . 10 Haw
Roles 3 i l\x 10 Hime | w
Follcles it ¥ - = = 10 Hex
NAA Serers Enter 40-bil WEP keys as 10 hexadecimal digits{0-9.a-1, or AF)
AR Friter 128-bit WEP keys as 25 hexadecimal digits(0-9.a-1, or A-F)
W Settings Apply
3. Configure the Guest SSID for location 4.2.6.
A. Add the location 4.2.6.
AOS-W 2.5.3 032034-00 Rev A
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B. Once the location is added, the location page is opened up with the
inherited SSID. Click Add to add a new SSID Guest.

C. Configure the SSID with open system and native VLAN.

TN Corfioueston Seve Gorfigursten
Basic | Advanced Advanced > Add SSID (4 2.6) R
Switch
Gergral Add ssID
Meragement 8D Guest Forward Mode  CBridoe  © Decrypt Tunnel & Turrel
Secure Access Radio Type 60211 a/b/a
Hide 5510 r
SSID Drefault VLAN 0 < | Mone % | Encryption FHNAL CWER CTKIP CAES-COM ¢ Mixed TKIPJAES-CCM
Igrore Broadiast Probe ; Type I xbec
Auchvanced Request
RF Management DTIM Period 1

Callbration

ke Apply |

Adaptive Radio Management

Adaptive Radio Management (ARM) is the next-generation RF resource allocation
algorithm in AOS-W 2.3 and later. ARM is an RF management technology for a
stable, self-healing RF design. ARM takes the distributed algorithm approach,
allowing APs to determine their transmit power and channel settings based on
what they hear in the air. The APs make their channel and power setting
decisions based on the RF environment as they hear it, independent of the WLAN
Switch. This results in a highly-scalable and reliable RF environment while also
significantly reducing the time the AP takes to adapt to changes in the RF
environment.

The APs scan all valid channels (channels in the regulatory domain) at regular
intervals and compute the following metrics per channel:

B Coverage index: Signal to noise ratio for all valid APs
B Interference index: Signal to noise ratio for all APs

These metric are used by the APs to decide the best channel and transmit power
settings for optimal coverage.

Channel Setting

In addition to the interference index, the APs use the free-channel index to
determine the optimal channel setting. The free-channel index is a configurable
parameter on the WLAN Switch used by an AP to qualify a channel before moving
to it. An AP chooses to move to a new channel only if its current channel
interference index is greater than the interference index on the new channel by a
value greater than or equal to the free-channel index. If this criteria is not met, the
AP remains on the current channel.
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Power Setting

Power assignment decisions are based on the AP’s coverage index. The
benchmark used here is the ideal-coverage index. The ideal-coverage index is the
power setting that an AP should have for good coverage. It is a configurable
parameter on the WLAN Switch. The AP increases or decreases its power
settings based on the difference between the value of its current channel
coverage index and the ideal-coverage index value. The power settings increment
or decrement by a single unit at any given time.

Advantages of Using ARM

Using ARM provides the following benefits:

® With ARM, the WLAN Switch does not require a downtime for initial
calibration.

B The AP response time to noise is quick and reliable, even to non-802.11
noise, especially when client traffic starts generating errors due to the noise.
NOTE: Non-802.11 noise detection is disabled by default and must be

explicitly enabled.

B The ARM algorithm is based on what the AP hears, which means that the
system can compensate for scenarios like broken antenna and blocked signal
coverage on neighboring APs.

B Since channel decisions are based on the information the AP receives from
the RF environment, interference due to third-party APs are taken into
account.

B ARM complements Alcatel’s next generation AOS-W architecture.

AOS-W 2.5.3 032034-00 Rev A

User Guide July 2006



Configuring ARM

Configuring WLANSs
Chapter 1

1. You enable ARM under the global setting or for each AP by navigating to
either Configuration > Advanced > WLAN > Radio or Configuration >
Advanced > WLAN > Advanced. To enable ARM on the 802.11b/g radio,
navigate to the Configuration > Advanced > WLAN > Radio page.

Menitoring  ReERIISTE R ] m Save Configuration | Logout
Baic | Advanced WLAN > Radio > 802.11b/g
qr:;hh BO2.11bfg | | BOZ.11a

Menagement RTS Threshold (bytes) 2332 Ageot (5acs) 1nna

Secure Access Hidk SSIC r Dery Broadeast « Enable * Disable
WLAN Max Retries b DTIM Period 1

Metwork M Clients 64 EBaacon Period (ms) 100

Radio Forward Mode CRridge ¢ Decrypt Tunnel & Turrel

Advanced Initial Radio State “Up rDown Mode & Acess Polnk © Alr Manltor
PN Defaudt Charrel 1 v Initial Trarsmiit Power  [14uBm(2s 119 mwy

Calibration = -

i . Short Preamible ~

O il Baslc Rates (Mops) FLP2IrS M6 M9 ril M2 MI8 M24 M35 F48 ™54

SIOECLD Supported Rates (Mbps) ML F2 FS 6 P9 Bl W12 FI8 P24 P35 P48 B

s BRM Assigriment Single Band + BRM Client Bware =

Advarced ARM Rogue AP Awsre r ERM VIR Aware Scan R
Slef:'::“;“ ARM Seanning = ARM Sean Time (msecs) (110

Aol ARM Scan Interval (secs) 10

Policies B [EE

2. To enable ARM, set ARM Assignment to Single Band from the pull down

menu.

NOTE:

The Multi Band option is currently unavailable. Selecting the Multi

Band option sets the selection to Single Band automatically.

3. Select ARM Scanning to enable scanning on the AP.

ALCATEL

You can set the ARM Scan Interval and ARM Scan Time on a per AP basis.
These values can be left to the default setting unless they need to be
modified for a specific environment.

The AP scans the network and hop to the best available channel based on the
ARM algorithm. Sometimes the clients may not be able to adapt to this kind
of dynamic AP channel change. To disable an AP from changing channel
when an active client is connected to it, select ARM Client Aware.

Click Apply to apply the configurations.
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The Secure Remote Access Point Service allows users to connect APs at remote
sites to an Alcatel WLAN Switch over the Internet. This capability allows remote

locations equipped with Access Points (APs) to connect to a corporate office, for
example, over the Internet.

This chapter describes the following topics:

B “Overview” on page 25

B “How the Secure Remote Access Point Service Works” on page 26
B “Configuring the Secure Remote Access Point Service” on page 27
B “Deploying a Branch Office/Home Office Solution” on page 34

B “Double Encryption” on page 39

Overview

Remote APs use Layer-2 Tunneling Protocol and Internet Protocol Security
(L2TP/IPSec) to connect to the WLAN Switch with Network Address
Translation-Traversal (NAT-T) support (UDP port 4500 only). All of the AP control
traffic and 802.11 data are carried through this tunnel to the WLAN Switch.

Since the Internet is involved, securing data between the AP and WLAN Switch
becomes key. Also most branch/home office deployments sit behind a firewall or
a Network Address Translation (NAT) device. In the case of remote AP, all traffic
between the WLAN Switch and the remote AP is VPN encapsulated, and all
control traffic between the WLAN Switch and AP is encrypted. You have the
choice of encrypting data in addition to the control traffic for additional security.

The advantage of using the Secure Remote Access Point Service for a remote AP
is that the corporate office is now virtually extended to the remote site. Remote
users can enjoy similar features as corporate office users and Voice over IP (VolP)
applications can be extended to remote sites while the servers and the PBX sit
securely in the corporate office.

Remote AP configurations can also be used to secure control traffic between the
AP and the WLAN Switch in a corporate environment. In this case, the AP and
WLAN Switch are in the company’s private address space. The Remote AP is
similar to the Alcatel AP while tunneling and encrypting all data and control traffic
to the WLAN Switch.
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NOTE: The Secure Remote Access Point Service requires that you install a

Remote AP license in the WLAN Switch. Each Remote AP license
supports a maximum number of APs.

How the Secure Remote Access Point Service
Works

You can deploy APs with Secure Remote Access Point Service in one of the
following ways:

Deployment Scenario 1: The remote AP and WLAN Switch reside in a private
network which is used to secure AP-to-WLAN Switch communication.
(Alcatel recommends this deployment when AP-to-WLAN Switch
communications need to be secured.)

N ? .

¥ \‘*r .
Intranet

IP1 — Switch IP
address

Deployment Scenario 2: The remote AP is on the public network or behind a
NAT device and the WLAN Switch is on the public network.

IP1 — Switch address
on the public network
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| Deployment Scenario 3: The remote AP is on the public network or behind a
NAT device and the WLAN Switch is also behind a NAT device. (Alcatel
recommends this deployment for remote access.)

IPZ — Switch

address
| G ~ g TN e
© NAT Internet \

IP1 — NAT Devices
Public address

The basic operation for each of these deployments is the same, differing only
slightly in configuration details. The difference in configuration for each of these
deployments is highlighted in the steps below.

The APs with Secure Remote Access Point Service have to be configured with
the tunnel termination address, and address IP1 in the above figures. This
address would be the WLAN Switch’s IP address, or the NAT device’s public
address, depending on the deployment scenario.

In the case where the WLAN Switch is behind a NAT device (as in deployment
scenario 3), NAT-T (UDP 4500 port only) needs to be enabled, and all packets from
the NAT device on UDP port 4500 should be forwarded to the WLAN Switch.

The AP uses IP1 to establish a VPN/ IPSec tunnel with the WLAN Switch. Once
the VPN tunnel is established, the AP bootstraps and becomes operational.

Configuring the Secure Remote Access Point
Service

Refer to the three deployment scenarios described previously. To configure the
Secure Remote Access Point Service:

B Configure the AP as a remote AP with the IP address of the master WLAN
Switch, the LMP IP, IKE PSK, and the username and password for
authentication.

B Configure IPSec VPN tunnels on the WLAN Switch which the AP will use
before it bootstraps.
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Configure the Secure Remote Access Point Service user role and
permissions.

Add an entry for the username/password used for authentication by Secure
Remote Access Point Service to the authentication server.

Configure the NAT device to which the WLAN Switch connects (deployment
scenario 3 only).

These task are explained below:

1.

Configure the AP with the master WLAN Switch’s IP address and username
and password for authentication.

All Alcatel Access Points, with the exception of the AP 52, can be provisioned
to offer Secure Remote Access Point Service. The easiest way is to use the
Program AP Web configuration page to configure AP settings.

A. Once the AP boots up, it appears as an un-provisioned AP if it is a new
AP.
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If the AP is an already provisioned AP that has to be re-configured to
provide Secure Access Point Service, continue with the next step.
Otherwise, navigate to the Maintenance > WLAN > Program AP >
Provision AP page and provision the AP with its location and master IP
address. Apply the changes and reboot the AP. This step ensures that the
AP now boots with AOS-W 2.3 or later release that supports this feature.

. Master IP Address Value while Provisioning
Deployment Scenario

the AP
Deployment 1 WLAN Switch IP address
Deployment 2 WLAN Switch public IP address
Deployment 3 Public address of the NAT device to which the

WLAN Switch is connected

IP 192.168.0.151 # Back

AP Parameters
Location

AP-70 Moadel-specific Parameters
Antenna Selection
* Internal Antenna  © External Antenna

AP-Bx/ 70 IPSEC Parameters
TKE PSK. Confirm IKE PSK

User Name

Fassword Confirm Passward |

Master Discovery
" Use Aruba Discovery Protocal
" Hast Switch IP Address (7) Master Switch I Address (2)

& Host Switch Name (2 aruba-master

1P Settings
* Obtain IP Address Using DHCP
™ Lse the Following TP Address
1P Address 192.168.0.151 Subnet Mask
DNS IP Address Domain Name:

Gateway IP Address

AP List
Index Slot/Port APMAC/IP  Location Master 1P HostIP/Name 1P GWIP/DNSIP/Domain 5GHz/2GHzGain 5GHzAnt 2GHzAnt | Ext Antenna St
1 HiA 182.168.0.151 NfA HiA WjAfaruba-master  WIAMNIA NiANIAMNIA NIAINTA HiA HiA HiA FooAPT0

P = Provisioned U = Unprovisioned IP = In Progress

B. Select the AP that needs to be configured to provide Secure Remote
Access Point Service on the Maintenance > WLAN > Program AP >
Re-provision page. Configure the AP username and password, and the
Internet Key Exchange (IKE) Pre-Shared Key (PSK) for the IPSec settings.
Set the master IP to the public IP address if the AP is connected to the
WLAN Switch over the Internet.

C. Regardless of the deployment type, Alcatel recommends that the LMS IP
of the AP be set to the WLAN Switch IP address (either the loopback
address of the WLAN Switch or the VLAN 1 IP address).
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D. Navigate to the Configuration > Advanced > WLAN > Advanced page.
Select the AP to be configured as a remote AP. Set the LMS IP to the

WLAN Switch IP address.

2. Configure the IPSec VPN settings on the WLAN Switch by navigating to the
Configuration > Advanced > Security > VPN Settings > IPSec page.

Basic | Advanced
Switch
General
Menagement
Serure Acoess
WILAN
Mebwork
Radio
Achvanced
RF Managernent
Calibration
Optimization
Protection
Monitor ing
Advanced
Security
Rogue AP
Roles
Follcles
ARAR Servers
Authrentication Methods
VPR Settings
Flrewall Sattings
External Sarvices Interface
Advanced
WLAM Intrusion Protection
Denial of Service
MarrIr-the-Middle
Signabures
Policies

Security >

Gartgraten
VPN Settings > IPSEC

IPEC | | FRTE | Dialers

L2TP and XAUTH Parameters

Enable LZTP
Authentication Profocols
Primary CS Server
Secondary DS Server
Frimary WINS Server
Sacondary WINS Server
Address Pools

Pool Name

L

Source NAT
Enable Source MAT
MAT Pool

Aggressive Mode

IKE Aggressive Group Mame

IKE Shared Secrets
Subnet
add

IKE Policies

Priority  Encryption
Detadt 3DES

add |

Save Configuration

Emuiate VPN Servers | Site-To-Site chvanced

=
W PART CHAP ™ MSCHAR ™ MSCHAPvZ

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

Start Address End Address Actions
r
changeme | (Only needad for XALITH)
Subnet Mask Length Key Actions
Hash  Authentication  Group Litetime Acton
FRE-SHARE GROLP 2 [300 - 85400] seconds, no volume limit

Apply

A. To configure Password Authentication Protocol (PAP) authentication for
L2TP, make sure that PAP is selected. Click Apply to apply the

configuration changes made.

From the CLI enter:

(WLAN_Switch)# configure terminal

(WLAN_Switch) (config)# vpdn group 12tp

(WLAN_Switch) (config-vpdn-12tp)# ppp authentication PAP
(WLAN_Switch) (config-vpdn-12tp)# exit

(WLAN_Switch) (config)#
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B. To configure the L2TP IP pool, click Add in the Address Pools panel.
Configure the L2TP pool from which the APs will be assigned addresses.

(e il Vel il Cilagnostics | Malntenance

Basle | Advanced

Save Conflguration

Security > VPN Settings > IPSEC > Add Address Pool W8kl
Swiltch _—
Gereral Pl Mame
Maragament Slart Address
Secure Acess End Address
WLAN

Dane

From the CLI enter:

(WLAN_Switch)# configure terminal

(WLAN_Switch) (config)# ip local pool 12tppooll 192.168.69.1 192.168.69.254
(WLAN_Switch) (config)#

To configure an Internet Security Association and Key Management
Protocol (ISAKMP) encrypted subnet and pre-share key, click Add in the
IKE Shared Secrets panel and configure the pre-shared key and the
address pool. For more details, refer to “Configuring Virtual Private
Networks” in Volume 4 of the AOS-W User Guide.

= anfiguration

Esic | Advanced Security = VPN Settings = IPSEC> Add IKE Secret = gack |
Switch

(mereral Subret 0.0.0.0

Management Subret Mask 0.0.0.0

Sarire AcCecs (Plegse use the defaults 0.0.000 for the Subret and Subnet mask IF you do not Intend to have multiple pre-shared keys)
WLAN IKE Shared Secrel

[ebwork: Verlfy IKE Shared Secrat

Radio

Dana
From the CLI enter:

(WLAN_Switch)# configure terminal

(WLAN_Switch) (config)# crypto isakmp key testkey address 0.0.0.0 netmask 0.0.0.0
(WLAN_Switch) (config)#

D. To create an ISAKMP policy, click Add in the IKE Policies panel.

Security > VPN Settings > IPSEC > Add Policy _etack |

Switch

General Priority

Menagerment Encryption JOES ¥

Secure Access Hash Algorithm SHA,
WLAN Authentication PRE-SHARE »

MNebwork: Diffie Hellman Group GROUP 2 %

R Life Time(sscs)

Achanced

Done |

Set the priority to 1 and authentication to pre-share on the Add Policy
page. Click Apply to apply the changes made.

v
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From the CLI enter:

(WLAN_Switch)# configure terminal

(WLAN_Switch) (config)# crypto isakmp policy 1
(WLAN_Switch) (config-isakmp)# authentication pre-share
(WLAN_Switch) (config-isakmp)# exit

3. Create a user-role for the remote AP.

Once the remote AP is authenticated successfully for the VPN, the remote AP
is assigned a role. This role is a temporary role assigned to the AP until it
completes the bootstrap process after which it inherits the ap-role. The
appropriate ACLs need to be enabled to permit traffic from the WLAN Switch
to the AP and back to facilitate the bootstrap process.

From the CLI enter:

(WLAN_Switch) #configure terminal
(WLAN_Switch) (config) #user-role remote-ap
(WLAN_Switch) (config-role) #session-acl allowall

(WLAN_Switch)

(config-role) #exit

(The ACLs in this step contain the following rules:

(WLAN_Switch) # configure terminal
(config) # ip access-list session control

(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)

(config-sess-control)#
(config-sess-control)#
(config-sess-control)#
(config-sess-control)#
(config-sess-control)#
(config-sess-control)#
(config-sess-control)#
(config-sess-control)#

any
any
any
any
any
any
any
exit

any
any
any
any
any
any
any

svc-icmp permit
svc-dns permit
svc-papi permit
svc-adp permit
svc-tftp permit
svc-dhcp permit
svc-natt permit

(config) # ip access-list session ap-acl
any any svc-gre permit

(config-sess-ap-acl)#
(config-sess-ap-acl)#
(config-sess-ap-ach)#
(config-sess-ap-ach)#
(config-sess-ap-ach)#

(config-sess-ftp-allow)# user any svc-ftp permit

any any svc-syslog permit

any user svc-snmp permit
user any svc-snmp-trap permit
user any svc-ntp permit
(config-sess-ap-acl)# exit
(config) # ip access-list session ftp-allow

(config-sess-ftp-allow)# exit

4. Add a Secure Remote Access Point Service user to the authentication server.
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Enable the Alcatel VPN Authentication service. Configure the authentication
server and add the Secure Remote Access Point Service user/password into
the database to allow the Secure Remote Access Point Service user to
authenticate successfully.

If you use the WLAN Switch internal database for authentication, navigate to
the Configuration > Advanced> Security > AAA Servers > Internal
Database page and click Add User.

B Even SoveCortgraten

R

Se AA 5 nternal e > Add User
« Back |
Lsar Marna
Secure ACOESS Passyord
WLAN Verify Password
Mebwork Fole -
R E-mall
Advanced Enabled ¥
RF Management  Enfry doss not expire
Calibration Expiration  Set Expiry time (mins)
Optimizations  Sat Expiry Date (mm,ddinsy) "I Expiry Timea(rh:mm)
Protection "
Monitoring _Apply |
Fehearced
Seourily
Rogue AP
Raoles
Pollcies
AAA Servers

Add the username and password. If the default VPN role is not the remote ap
role, then set the role on this page to the remote ap role. Click Apply to apply
the changes made.

CAUTION: For security purposes, Alcatel recommends that you use a
unique username/password for each remote AP. You
should assign a unigue username and password to each
AP.

From the CLI enter:
To specify the role explicitly:
(WLAN_Switch) #local-userdb add username remoteapl password remote role remote-ap

By default, no authentication server is defined under VPN authentication.
When using VPN authentication, make sure an authentication server is
configured. For example, if the internal database is to be used for VPN
authentication, enable this configuration using the following commands:

(WLAN_Switch) #configure terminal
(WLAN_Switch) (config) #aaa vpn-authentication auth-server Internal
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Also, the user role created previously for the Secure Remote Access Point
Service needs to be added into aaa vpn-authentication as well by entering:

(WLAN_Switch) #configure terminal
(WLAN_Switch) (config) #aaa vpn-authentication default-role remote-ap

For more information on configuring IPSec and VPNs, see “Configuring
Virtual Private Networks” in Volume 4 of the AOS-W User Guide.

5. Configuring the NAT device that is connected to the Alcatel WLAN Switch.

Communication between the AP and secure WLAN Switch uses the UDP
4500 port. When both the WLAN Switch and the AP are behind NAT devices,
configure the AP to use the NAT device’s public address as its master
address. On the NAT device, you must enable NAT-T (UDP port 4500 only)
and forward all packets to the public address of the NAT device on UDP port
4500 to the WLAN Switch to ensure that the remote AP boots successfully.

Deploying a Branch Office/Home Office
Solution

34

To deploy a remote AP in a branch office or home office as shown in the
illustration below, the WLAN environment must be a single WLAN Switch
environment.

N

WAN / Public

»—4n1e'rne“\

Ak

S - S — :
X ‘& Qe

In a branch office, the AP is deployed in a separate IP network from the corporate
network. Typically, there are one or two NAT devices between the two networks.
Branch office users need access to corporate resources like printers and servers
but traffic to and from these resources must not impact the corporate head office.
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Branch office users also want continued operation of the branch office WLAN
even if the link to the corporate network goes down. The branch office AP solves
these requirements by providing:

B Local termination of 802.11 management frames which provides survivability
of the branch office WLAN.

B Implementation of an 802.1x authenticator split. All 802.1x authenticator
functionality is implemented in the AP. The WLAN Switch is used as a
RADIUS pass-through when the authenticator has to communicate with a
RADIUS server (which also supports survivability).

B 802.11 encryption/decryption is in the AP to provide access to local
resources.

B Local bridging of client traffic connected to the WLAN or to an AP 70 enet1
port to provide access to local resources.

As of AOS-W 2.4.1.0, you must configure the branch office AP from the CLI; the
WebUI is not supported.

To configure the remote AP, refer to “Configuring the Secure Remote Access
Point Service” on page 27.

To configure the branch office AP, you must:

B Specify forward mode for the Extended Service Set Identifier (ESSID) in the
base AP configuration and virtual-ap command

B Set how long the AP stays up after connectivity to WLAN Switch has gone
down

B Set the VLAN ID in the base AP configuration and virtual-ap command
B Set the native VLAN ID in the base AP configuration
B Set forward mode for enet1 port

For example:

(WLAN_Switch) #configure terminal ap location 0.0.0 essid sw-test-ap

(WLAN_Switch) #configure terminal ap location 0.0.0 opmode opensystem

(WLAN_Switch) #configure terminal ap location 0.0.0 max-imalive-retries 200
(WLAN_Switch) #configure terminal ap location 0.0.0 forward-mode bridge

(WLAN_Switch) #configure terminal ap location 0.0.0 vlan-id 100

(WLAN_Switch) #configure terminal ap location 0.0.0 native-vlan-id 100

(WLAN_Switch) #configure terminal ap location 0.0.0 virtual-ap sw-remote-ap vlan-id 200

opmode staticwep forward-mode bridge
(WLAN_Switch) #configure terminal ap location 0.0.0 ap-logging level informational stm
(WLAN_Switch) #configure terminal ap location 0.0.0 phy-type enetl mode bridge

o

NOTE: Remote APs support 802.1q VLAN tagging. In the example above, the
native VLAN ID is 100 while the Virtual AP ID is 200. Thus data from the
remote AP will be tagged on the wired side.
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To troubleshoot your branch office AP configuration, use the following
commands.

To query the STM state in an AP, enter:
(WLAN_Switch) #show stm ap connectivity 10.3.3.6

Alcatel AP Table

bss ess s/p ip phy type ch/pwr cur-cl loc in-t(s) tot-t mtu acl-state
00:0b:86:c0:05:00 sw-test-ap ?/? 10.3.3.6 ¢ ap 6/0 0 0.0.0 O Os 1500 -
00:0b:86:c0:05:01 sw-remote-ap ?/? 10.3.3.6 ¢ ap 6/0 0 0.0.0 0 Os 1500 -
00:0b:86:c0:05:08 sw-test-ap ?/? 10.3.3.6 a ap 149/0 0 0.0.0 O Os 1500 -
00:0b:86:c0:05:09 sw-remote-ap ?/? 10.3.3.6 a ap 149/0 O 0.0.0 0 Os 1500 -

Num APs:4

Num Associations:0

To see station management AP counters, enter:

(WLAN_Switch) #show stm ap counters 10.3.3.8
Counters

Configure AP Response 1
Remote AP Config Request 1
Remote AP Log Level Message 1
Remote AP Bootstrap Request 1
Remote AP Bootstrap Response 1
Remote AP State 1665
Remote AP Global Config 1
reassoc-req 1
reassoc-resp 1
auth 4

To see AP associations, enter:
(WLAN_Switch) #show stm ap association 10.3.3.6 00:0b:86:c0:05:00

Association Table

bssid mac auth assoc aid [I-int essid vlan-id tunnel-id

(WLAN_Switch) #

To see AP traffic statistics, enter:

(WLAN_Switch) #show stm ap packets 10.3.3.8

STM Packets
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Timestamp stype SA DA

May 18 11:10:30 reassoc-resp 00:0b:86:a0:d4:cO 00:0b:fd:52:de:c2
May 18 11:10:30 reassoc-req 00:0b:fd:52:de:c2 00:0b:86:a0:d4:cO
May 18 11:10:30 auth 00:0b:86:a0:d4:cO0 00:0b:fd:52:de:c2
May 18 11:10:30 auth 00:0b:fd:52:de:c2 00:0b:86:a0:d4:cO
May 18 11:10:30 auth 00:0b:86:a0:d4:cO0 00:0b:fd:52:de:c2
May 18 11:10:30 auth 00:0b:fd:52:de:c2 00:0b:86:a0:d4:c0

To see the AP configuration, enter:

(WLAN_Switch) #show stm ap-config

Alcatel AP Config Table

bss ess vlan ip phy type fw-mode
00:0b:86:c0:05:00 sw-test-ap 1 10.3.3.6 g am tunnel
00:0b:86:c0:05:08 sw-test-ap ? 10.3.3.6 a ap tunnel
00:0b:86:c0:05:09 sw-remote-ap ? 10.3.3.6 a ap bridge
00:0b:86:c0:05:0a sw-remote-ap-2 ? 10.3.3.6 a ap tunnel
00:0b:86:c4:00:51 N/A 1 10.3.3.6 e N/A  tunnel
Num APs:5

Num Associations:0

(WLAN_Switch) #

BSS

00:0b:86:

00:0b:86:

00:0b:86:

00:0b:86:

00:0b:86:

00:0b:86:

max-cl

64

64

64

N/A
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signal Misc
a0:d4:cO0 15 Success
a0:d4:cO0 O -
a0:d4:c0 15 Success
a0:d4:c0 O -
a0:d4:c0 15 Success
a0:d4:c0 O -
rates tx-rates preamble mtu status
0x3 OxFff enable 0 enable
0x150 Oxffo - 0 enable
0x150 Oxff0 - 0 enable
0x150 Oxffo - 0 enable
N/A N/A N/A 0 N/ZA

NoOTE: Branch office support in AOS-W 2.4.1 has the following limitation:
The number of encrypted BSSIDs in bridge mode plus the number of
BSSIDs in tunnel mode cannot exceed three. For example:

- Three bridge mode BSSIDs with WEP, TKIP, and AES is OK (3+0).
- Four bridge mode BSSIDs with WEP, TKIP, AES and opensystem is

not OK (4+0).

-  Two bridge mode BSSIDs with WEP, TKIP, and two tunnel mode
BSSIDs with TKIP is OK (2+1—as muiltiple tunnel mode BSSIDs count

as one).

- Four bridge mode BSSIDs with WEP, TKIP, AES, and TKIP is not OK

(4+0).

-  Three bridge mode BSSIDs with WEP, TKIP, AES and one tunnel mode

BSSID with TKIP is not OK (3+1).

v
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Encryption on APs is limited to one static type (WEP, TKIP, or AES). There
is no limitation on the encryption on the WLAN Switch.
Encryption on APs is limited to two dynamic types (802.1x). There is no
limitation on encryption on the WLAN Switch.
Encryption on APs is limited to three dynamic types (802.1x) if there is no
encryption on the WLAN Switch.
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Double Encryption

The Remote AP control traffic is sent to the WLAN Switch over an IPSec tunnel.
The user traffic is encrypted as per the AP/user authentication/encryption
configured. If the administrator wants the user traffic to be further encrypted
using IPSec, then enable double encryption.

(WLAN_Switch) (config)# ap location 10.0.0

(WLAN_Switch) (sap-config location 10.0.0)# double-encrypt enable
(WLAN_Switch) (sap-config location 10.0.0)# exit

(WLAN_Switch) (config)#

NOTE: Alcatel recommends that double-encryption not be turned on for
inter-device communication over untrusted networks in AOS-W version
2.3 or later, as doing so is redundant and adds significant processing
overhead for APs.
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Basic System Defaults

The default administrator user name is admin, and the default password is also

admin.

Firewall Defaults

The following default netservices firewall policies and roles are included in

AOS-W 2.5.

netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice
netservice

v

ALCATEL

svc-snmp-trap udp 162
svc-syslog udp 514
svc-12tp udp 1701
svc-ike udp 500
svc-https tcp 443
svc-smb-tcp tcp 445
svc-dhcp udp 67 68
svc-pptp tcp 1723
svc-telnet tcp 23
svc-tftp udp 69
svc-kerberos udp 88
svc-adp udp 8200
svc-pop3 tcp 110
svc-msrpc-tcp tcp 135 139
svc-dns udp 53

svc-http tcp 80
svc-nterm tcp 1026 1028
svc-papi udp 8211
sve-ftp tcp 21

svc-svp 119
svc-smtp tcp 25
svc-gre 47
svc-smb-udp udp 445
svc-esp 50

svc-snmp udp 161

svc-bootp udp 67 69
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netservice svc-msrpc-udp udp 135 139
netservice svc-ntp udp 123
netservice svc-icmp 1

netservice svc-ssh tcp 22

ip access-list session control
any any svc-icmp permit
any any svc-dns permit
any any svc-papi permit
any any svc-adp permit
any any svc-tftp permit
any any svc-dhcp permit

!

ip access-list session validuser
any any any permit

1

ip access-list session captiveportal
user alias mswitch svc-https permit
user any svc-http dst-nat 8080
user any svc-https dst-nat 8081

!

ip access-list session allowall
any any any permit

1

ip access-list session srcnat
user any any src-nat

!

ip access-list session vpnlogon
user any svc-ike permit
user any svc-esp permit
any any svc-12tp permit
any any svc-pptp permit
any any svc-gre permit

1

ip access-list session cplogout
user alias mswitch svc-https permit

!

ip access-list session guest

!

ip access-list session ap-acl
any any svc-gre permit
any any svc-syslog permit
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any user svc-snmp permit
user any svc-snmp-trap permit
user any svc-ntp permit
I
user-role ap-role
session-acl control
session-acl ap-acl
1
user-role trusted-ap

session-acl allowall
1

user-role employee

vlan 1

session-acl allowall

1

user-role default-vpn-role

session-acl allowall
]

user-role guest
session-acl control
session-acl cplogout
session-acl guestl

1

user-role stateful-dotlx
]

user-role stateful
session-acl control

1

user-role logon
session-acl control
session-acl captiveportal

session-acl vpnlogon
1

Firewall Policies

This section provides an ordered list of traffic policies applied to the user role.
Traffic policies are executed in order, with an implicit “deny all” after the final
policy. For more information on firewall and traffic policies, see the section

entitled “Firewall and Traffic Policies.”

To apply a new policy to the user role, click Add.
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% Choose from Configured Policies I control hd I Location |0.0.0
" Create Mew Policy From Existing Palicy I contral hd I Create

' Create New Policy Create
Cane

FIGURE A-1 User Role Traffic Policies
Three options are available when adding new traffic policies to a user role:

Choose from Configured Policies - Select this option to apply a traffic policy
already configured in the system. By default, the policy will be applied to the user
role regardless of where the user is physically located (indicated by Location
0.0.0). However, if the policy only applies while the user is associated to a
particular AP or is located in a particular building or floor, fill in the “Location” field
on this line. See the chapter entitled “WLAN Configuration - Advanced
Location-Based AP Configuration” for more information on location codes.

Re-authentication Interval - By default, once a user has been authenticated that
user will remain authenticated until the login session is terminated. If this
parameter is set, re-authentication will be required on a periodic basis. If
re-authentication is unsuccessful, the user will be denied access to the network.

Default Open Ports

By default, Alcatel WLAN Switches and Access Points treat ports as being
untrusted. However, certain ports are open by default. To maintain security, these
default open ports are only open on the trusted side of the network. These open
ports are listed in Table A-1 below.
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TABLE A-1 Default (Trusted) Open Ports
Port L
Protocol Where Used Description
Number
17 TCP WLAN This is use for certain types of
Switch VPN clients that accept a banner
(QOTD). During normal operation,
this port will only accept a
connection and immediately
close it.
21 TCP WLAN FTP server for AP6X software
Switch download.
22 TCP WLAN SSH
Switch
23 TCP AP and Telnet is disabled by default but
WLAN the port is still open
Switch
53 UDP WLAN Internal domain
Switch
67 UDP AP (and DHCP server
WLAN
Switch if
DHCP server
is
configured)
68 UDP AP (and DHCP client
WLAN
Switch if
DHCP server
is
configured)
69 UDP WLAN TFTP
Switch
80 TCP AP and HTTP Used for remote packet
WLAN capture where the capture is
Switch saved on the Access Point.

Provides access to the WebUI on
the WLAN Switch.
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TABLE A-1 Default (Trusted) Open Ports (Continued)

Port Protocol Where Used Description
Number
123 UDP WLAN NTP
Switch
161 UDP AP and SNMP. Disabled by default.
WLAN
Switch
443 TCP WLAN Used internally for captive portal
Switch authentication (HTTPS) and is
exposed to wireless users. A
default self-signed certificate is
installed after the user explicitly
selects this port to be open.
Users in a production
environment are urged to install a
certificate from a well known CA
such as Verisign. Self-signed
certs are open to
man-in-the-middle attacks and
should only be used for testing.
500 UDP WLAN ISAKMP
Switch
514 UDP WLAN Syslog
Switch
1701 UDP WLAN L2TP
Switch
1723 TCP WLAN PPTP
Switch
2300 TCP WLAN Internal terminal server opened
Switch by telnet soe command.
3306 TCP WLAN Remote wired MAC lookup.
Switch
46 AOS-W 2.5.3 032034-00 Rev A

User Guide July 2006



AOS-W System Defaults
Appendix A

TABLE A-1 Default (Trusted) Open Ports (Continued)

Port
Number

Protocol

Where Used

Description

4343

4500

8080

8081

8082

8083

8088

TCP

UbDP

TCP

TCP

TCP

TCP

TCP

WLAN
Switch

WLAN
Switch

WLAN
Switch

WLAN
Switch

WLAN
Switch

WLAN
Switch

WLAN
Switch

HTTPS. A different port is used
from 443 in order to not conflict
with captive portal. A default
self-signed certificate is installed
after the user explicitly selects
this port to be open. Users in a
production environment are
urged to install a certificate from
a well known CA such as
Verisign. Self-signed certs are
open to man-in-the-middle
attacks and should only be used
for testing

sae-urn

Used internally for captive portal
authentication (HTTP-proxy). Not
exposed to wireless users.

Used internally for captive portal
authentication (HTTPS). Not
exposed to wireless users. A
default self-signed certificate is
installed after the user explicitly
selects this port to be open.
Users in a production
environment are urged to install a
certificate from a well known CA
such as Verisign. Self-signed
certs are open to
man-in-the-middle attacks and
should only be used for testing.

Used internally for single sign-on
authentication (HTTP). Not
exposed to wireless users.

Used internally for single sign-on
authentication (HTTPS). Not
exposed to wireless users.

Internal
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TABLE A-1 Default (Trusted) Open Ports (Continued)
Port .
Protocol Where Used Description

Number

8200 UDP WLAN Alcatel Discovery Protocol (ADP)
Switch

8211 UDP WLAN Internal
Switch

8888 TCP WLAN Used for HTTP access.
Switch

Radius Server Defaults

a8

# aaa radius-server <nameof RADIUSserver> <acctport portnumber>. . .<mode enableldisable> <Enter>

The parameters and defaults for this command are:

acctport
authport
host

inservice

key

mode

retransm
it

timeout

AOS-W 2.5.3
User Guide

Port number used for accounting
Port number used for authentication
The IP address of the RADIUS server.
Bring server in service immediately.

Shared secret text string

Enable or Disable as an authentication server

Maximum times a RADIUS request is retried

Specify time period between RADIUS
requests.

default=1813
default=1812
default = 0.0.0.0

default=Y
default =
“changeme”
default = disabled
default = 3
default =10
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Preface

This preface includes the following information:

An overview of the contents of this manual
A list of related documentation for further reading
A key to the various text conventions used throughout this manual

Alcatel support and service information

Document Organization

The AOS-W User Guide is now in eight separate volumes for easier download and
information access. The volumes are as follows:

Volume 1 contains an overview of the OmniAccess System.

Volume 2 describes how to install the OmniAccess System in a wired
network.

Volume 3 describes WLAN configuration, including remote Access Points.

Volume 4 (this volume) describes wireless encryption and authentication
configuration.

Volume 5 describes configuring multi-WLAN switch environments.
Volume 6 describes intrusion prevention configuration.
Volume 7 describes managing the OmniAccess System.

Volume 8 describes configuring advanced services, such as Quality of Service
(QoS) for voice and the External Services Interface module.

Related Documents

The following items are part of the complete documentation for the OmniAccess
system:

v
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Alcatel Wireless LAN Switch Installation Guides
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B Alcatel Access Point Installation Guides

| Release Notes

Text Conventions

The following conventions are used throughout this manual to emphasize

important concepts:

TABLE 1 Text Conventions

Type Style

Description

Italics

This style is used to emphasize important terms and to mark
the titles of books.

System items

This fixed-width font depicts the following:
B Sample screen output
B System prompts

| Filenames, software devices, and certain commands
when mentioned in the text

Commands

In the command examples, this bold font depicts text that
the user must type exactly as shown.

<Arguments>

In the command examples, italicized text within angle
brackets represents items that the user should replace with
information appropriate to their specific situation. For
example:

# send <text message>

In this example, the user would type “send” at the system
prompt exactly as shown, followed by the text of the
message they wish to send. Do not type the angle brackets.

[ Optional ]

In the command examples, items enclosed in brackets are
optional. Do not type the brackets.

{Item Al Item B}

In the command examples, items within curled braces and
separated by a vertical bar represent the available choices.
Enter only one choice. Do not type the braces or bars.
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Contacting Alcatel

Contact Center Online

B Main Site http://wwwv.alcatel.com/enterprise
M Support Site http://eservice.ind.alcatel.com
u Email support@ind.alcatel.com

Sales & Support Contact Center Telephone

B North America 1-800-995-2696
Latin America 1-877-919-9526
[ ] Europe +33 (0) 38 8556 92 9
B Asia Pacific +65 6586 1555
B Worldwide 1-818-880-3500
v AOS-W 2.5.3 vii
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Firewall roles and policies form the cornerstone of all functionality in an Alcatel
WLAN Switch. Every user in an Alcatel network is associated with a role, which is
a set of network privileges defined by firewall policies.

This chapter describes the following topics:

“User Roles” on page 1
“Configuring Policies” on page 2

“Creating a New User Role” on page 7

User Roles

Every user that associates to the Alcatel network is placed in a pre-defined role
called the “logon” role that has enough privileges to allow one of the
authentication methods to authenticate the user. After authentication, the user
can assume a different role. The role of an authenticated user can be derived from
the following mechanisms:

Server derivation rules: The administrator can configure rules to match
attributes returned by the authentication server (such as attributes returned
by a RADIUS server) to derive a role for the authenticated user.

As an example, consider a user abc authenticated using a RADIUS server. The
administrator can create a rule that says if attribute x contains the string
“xyz”, the user shall derive a role called “Authenticated-user-role1”. Refer to
Chapter 2, “Configuring AAA Servers” for explanation on how to configure
rules.

User derivation rules: The administrator can configure rules to match a user
characteristic to derive a role for the user. The various user characteristics
that can be used to derive a user role are:

BSSID of the AP to which the client is associated

® Encryption type used by the client
) ESSID to which the client is associated
® Location of the AP to which the client is associated

MAC address of the client

For example, you can configure a rule to assign the role “VolP-Phone” to any
client that has a MAC address that starts with bytes xx:yy:zz.

AOS-W 2.5.3 1
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| Default role for an authentication method: Every authentication method can
have a default role for users that are successfully authenticated using that
method. For example, you can configure the default role of all users
authenticated using 802.1x as “employee”. Refer to the chapters that explain
the various authentication methods (802.1x, VPN, captive portal) for more
details on how to configure the default user role.

Configuring Policies

This section describes the steps to configure the rules that constitute a policy. A
policy can then be applied to a user role (until the policy is applied to a user role, it

does not have any effect).
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Creating a New Policy

To create a new policy:

1. Navigate to the Configuration > Advanced > Security > Policies page on the

WebUI.

Meritoring  [eSRETEM Disgnostics nflguration

faslc | Advanced Security > Firewall Policies

Swiltch
Gerperal Policles
Maragement Name  Rule Count Policy Usage Action
Seeire Actess conirol 8 guest stateful logon Edit| Delete |

WILAN vallduser il Mot Agsigned Edit| Delete |
Iebwork captiveportal 3 logon Edit| Delete |
Radio allowall il trustedap defaultvprirole |Edit| | Delete |
Actvanced vplogon 5 logon Edit| Delete |

RF Management sronat il Mot Agsigned Edit| Delete |
Calibration cplogout 1 guest Edit| Delete |
Optimization gust ] ot Assigred Editl |
Probection stateful-dotlx 0 Tt Agsigned Edit | |
Monitoring ap-acl 5 ot Assigned Edit| Delete |
Advanced 12 Medt | 1-100f 1110 @

Securil
RogJ:VAD ﬂ
Raoles
Follcies

2. Click Add to create a new policy.

Monitoring  [IREs s TR Disgnostics

Bxic | Advanted Security > Firewall Policies > Add New Policy

Switch
Gereral ek
Menagament Palicy Mame
Secure Access Rules
“"N;T”k Source Deslinalion  Service Action Log Mirror Queue Time Range BlackList TOS 802.1p Priority  Action
WOE,
Add
Radio
Advarced apply |

3. Click Add to add a rule to the policy being created. The following table
describes required and optional fields for a rule.
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TABLE 1-1 Required and Optional Rule Fields

. Required/ ..
Field Optional Description
Source Required Source of the traffic, which can be one of the following:

B any: It acts as a wildcard and applies to any source
address.

u user: This refers to traffic from the wireless
client/user.

B host: This refers to traffic from a specific host. When
this option is chosen, you must configure the IP
address of the host.

B network: This refers to a traffic that has a source IP
from a subnet of IP addresses. When this option is
chosen, you must configure the IP address and
network mask of the subnet.

B alias: This refers to using an alias for a host or
network. You configure the alias by navigating to the
Configuration > Advanced > Security > Advanced >
Destinations page.

Destination Required Destination of the traffic, which can be configured in the
same manner as Source.

Service Required Type of traffic, which can be one of the following:

B any: This option specifies that this rule applies to any
type of traffic.

u tcp: Using this option, you configure a range of TCP
port(s) to match for the rule to be applied.

B udp: Using this option, you configure a range of UDP
port(s) to match for the rule to be applied.

B service: Using this option, you use one of the
pre-defined services (common protocols such as
HTTPS, HTTP, and others) as the protocol to match for
the rule to be applied.

B protocol: Using this option, you specify a different
layer 4 protocol (other than TCP/UDP) by configuring
the IP protocol value.
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Required and Optional Rule Fields (Continued)

Action

Log

Queue

Black List

TOS

802.1p
Priority

Required

Optional

Optional

Optional

Optional

Optional

The action that you want the WLAN Switch to perform on
a packet that matches the specified criteria. This can be
one of the following:

B permit: Permits traffic matching this rule.

u drop: Drops packets matching this rule without any
notification.

B reject: Drops the packet and sends an ICMP
notification to the traffic source.

] src-nat: Performs network address translation (NAT)
on packets matching the rule. When this option is
selected, you need to select a NAT pool. (If this pool is
not configured, you configure a NAT pool by
navigating to the Configuration > Advanced >
Security > Advanced > NAT Pools.)

B dst-nat: This option redirects traffic to the configured
IP address and destination port. An example of this
option is to redirect all HTTP packets to the captive
portal port on the Alcatel WLAN Switch as used in the
pre-defined policy called “captiveportal”.

B redirect to tunnel: This option redirects traffic into a
GRE tunnel. This option is used primarily to redirect all
guest traffic into a GRE tunnel to a DMZ router/switch.

Select this option to log a match to this rule. This is
recommended when a rule indicates a security breach,
such as a data packet on a policy that is meant only to be
used for voice calls.

The queue in which a packet matching this rule should be
placed. Select High for higher priority data, such as voice,
and Lowv for lower priority traffic.

Select this option if it is required to automatically blacklist
a client that is the source or destination of traffic matching
this rule. This option is recommended for rules that
indicate a security breach where the blacklisting option can
be used to prevent access to clients that are attempting to
breach the security.

Value of type of service (TOS) bits to be marked in the IP
header of a packet matching this rule when it leaves the
WLAN Swvitch.

Value of 802.1p priority bits to be marked in the frame of a
packet matching this rule when it leaves the WLAN Switch.

ALCATEL
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Click Add to add this rule to the policy being created. If more rules are
needed, follow the same process to create and add more rules to the policy.

TETTER contrston Sove Cniigaion | Logas |
| Advanced Security > Firewall Policies > Edit Policy(ap-acl)
Swilch
Gereral —I“ Eack
Management Rules
Seoure Aooess Source Destination Service Action Log Mirror Queue Time Range BlackList TOS 802.1p Priority  Action
WILAMN ary ary sve-gre  permit low oelste | 4 ¥|
I‘~i3t\f-‘-:|'k any any sve-syslog permit low oalats | (4] [v|
Radio amy LR SVC-SNmp paErmil lewwe Dofete | A L'
Advarced o —n
e any smg-  permit low Delete iﬂl
trep
[I="4 any svenlp  permit low Ouiote | &) ¥
Add
Monitering
Advaried _Apply |

NOTE: Rules can be re-ordered by the using the up and down buttons
provided for each rule.

When all the required rules are created and ordered in the policy, click Apply
to apply this configuration.

NOTE: The policy is not created until the configuration is applied.

Editing an Existing Policy

1. Navigate to the Configuration > Advanced > Security > Policies page. This
page shows the list of current policies.

2. Click Edit in the Action column for the policy that is to be edited.

3. On the Edit policy page, you can delete existing rules, add new rules
(following the same procedure in step 3 of “Creating a New Policy” on
page 3), or reorder the policies.

4. \When all rules have been edited as required, click Apply to apply the
configuration.
NOTE: The changes do not take effect until the configuration is applied.
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Creating a New User Role

This section describes how to create a new user role. When you create a user
role, you specify one or more firewall policies for the role.

1. Navigate to the Configuration > Advanced > Security > Roles page.

fimlc | Advanced Security > User Roles
Switch
Gerersl Mame Firewall Policies Bandwicdth Contract Actions
'. ek aprole <xs(|tru:,.pix:l Mot Erforced ::I |
. h'us‘tef:l-ee allowall kot Entorced . .tl :
WLAN defaudt-vprrole allowall ot Enforced Edit| Delate |
Ietwork st control cplogout Mot Enforced Edit
Radio stateful-dotlx Mat Conflgured ok Enforoed Edit| |
Advarced stateful control Mot Erforced Edit| Delate |
RF Managermenl logon control captivepor tal vpnlogon Mat Erforced Edit
Calibration Add

2. Click Add to create and configure a new user role.

UMoritoring | Configuration  [IEET T figuration
fimlc | Advanced Security = User Roles > Add Role
Switch
(Gareral Dk
Managament
T Role Name
“&ﬁ i Firewall Policies
: MName: Rule Count Location Action
Radic Add |
Advanced
RF Management
Calibration Re-authentication Interval
Optimization Disabled Change | (0 disables re-authentication. A positive value enables authentication)
Frofection
Monitering Role VLAN ID
Advanced Mot Assigred Mot Assigned |+ | | Change
Securily
Rogue AP Bandwidth Contract
Roles ot Enforced || €hange | I Per User
Policies
AAA Servers VPN Dialer
Authentication Methods ot Assigred MotAssigned Change
VP Settings
Firewall Settings L2TP Pool
External Services Interface Mot Assigred MotAssigned v | | Change
Advanced
WLAN Intrusion Protection  PPTP Pool
Denilal of Sarvice Mot Acsigred Mot Agsigned | || Changa
MarrIn-the-fiddle
Slgnabures
Policies sehe ]
3. Enter the desired name for the role.
v AOS-W 2.5.3 7
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TABLE 1-2

The following table describes the different fields for the user role.

User Role Fields

Field

Firewall Policies

Role Vian-ID

Bandwidth
contract

Description

This consists of the policies that define the privileges of a user in
this role.

The field called Location is used when a policy is meant to be
used only in a particular location. As an example, the
administrator can configure access to the HTTP protocol only in
conference rooms and lobbies. The location code is in the
building.floor.location format to represent either a specific AP or
a set of APs (use the wildcard value 0).

There are three ways to add a firewall policy to a user role:

B Choose from configured policies (see “Creating a New
Policy” on page 3): Select a policy from the list of configured
policies and click the “Done” button to add the policy to the
list of policies in the user role. If this policy is to be applied to
this user role only for specific locations, the applicable
location codes can be entered in the field called “Location”.

B Create a new policy from a configured policy: This option can
be used to create a new policy that is derived from an
existing policy.

B Create a new policy: The rules for the policy can be added as
explained “Creating a New Policy” on page 3.

By default, a user is assigned a VLAN on the basis of the ingress
VLAN for the user to the WLAN Switch. You can override this
assignment and configure the VLAN ID that is to be assigned to
the user role. Note: This VLAN ID needs to be configured with the
IP configuration for this to take effect.

You can assign a bandwidth contract to provide an upper limit to
the bandwidth utilized by users in this role. As an example, the
administrator may want to cap the total bandwidth used by the
guest users in a network to 2Mbps.

You can select the Per User option to apply the bandwidth
contracts on a per-user basis instead of to all users in the role.

To create a new bandwidth contract, select the “Add New”
option from the drop-down menu. Enter the name of the
bandwidth contract and the bandwidth to be allowed (in kbps or
mbps). Click Done to add the new contract and assign it to the
role.

8

AOS-W 2.5.3
User Guide

032034-00 Rev A
July 2006



TABLE 1-2

Configuring Firewall Roles and Policies
Chapter 1

User Role Fields (Continued)

VPN Dialer

L2TP Pool

PPTP Pool

This assigns a VPN dialer to a user role. For details about VPN
dialer, refer to the “Configuring Remote APs” chapter.

Select a dialer from the drop-down list and assign it to the user
role. This dialer will be available for download when a user logs in
using captive portal and is assigned this role.

This assigns an L2TP pool to the user role. For more details about
L2TP pools, refer to the “Configuring VPNs” chapter.

Select the required L2TP pool from the list to assign to the user
role. The inner IP addresses of VPN tunnels using L2TP will be
assigned from this pool of IP addresses for users in this user role.

This assigns a PPTP pool to the user role. For more details about
PPTP pools, refer to the “Configuring VPNs” chapter.

Select the required PPTP pool from the list to assign to the user
role. The inner IP addresses of VPN tunnels using PPTP will be
assigned from this pool of IP addresses for users in this user role.

4. After entering the values as explained above, click Apply to apply this
configuration.

NOTE: The role is not created until the configuration is applied.

To edit an existing role, click Edit for the user role. The fields are the same as for a
new user role. For example, you can add a firewall policy to a user role.

ALCATEL
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The AOS-W software allows you to use an external authentication server or an
internal user database to authenticate users who need to access the wireless
network.

This chapter describes how to configure AOS-W to interface with an external

Remote Authentication Dial-In User Service (RADIUS) or Lightweight Directory
Access Protocol (LDAP) authentication server, and how to add entries into the
internal database.

NOTE: In order for an external authentication server to process requests from
the Alcatel WLAN Switch, you must configure the server to recognize the
WLAN Switch. Refer to the vendor documentation for the external
authentication server for information on how to do this.

This chapter describes the following topics:

®m  “Configuring External Authentication Servers” on page 11

B “Adding Users to the Internal Database” on page 15

B “Configuring Server Rules” on page 16

B “Configuring Authentication Timers” on page 18

B “Configuring the External Services Interface License” on page 19

Configuring External Authentication Servers

This section describes how to configure RADIUS and LDAP authentication servers
on the WLAN Switch.

Configuring a RADIUS Server

1. Collect the following information required for RADIUS server configuration:

TABLE 2-1 RADIUS Server Configuration Information

Parameter Description

Server Name Name of the RADIUS authentication server

IP Address IP address of the authentication server

v AOS-W 2.5.3 11
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Chapter 2
TABLE 2-1 RADIUS Server Configuration Information (Continued)
Shared Secret Shared secret between the WLAN Switch and the

12

authentication server

Authentication Port Authentication port on the server (default is 1812)

Accounting Port Accounting port on the server (default is 1813)

Num Retries Maximum number of retries sent to the server by the
WLAN Switch before the server is marked as down

(default is 3)

Timeout Maximum time, in seconds, that the WLAN Switch waits
before timing out the request and resending it (default is

5 seconds)

2. Navigate to the Configuration > Advanced > Security > AAA Servers >

RADIUS Servers page.

earlier step.

Y VE Disonostics | Mainterance | Plan | Evants | Reperts |
Security > AAA Servers > | ius S

| Advarced Irity Servers > Add Radius Server

Switch

Server Mame

IP Address

Shared Secret

Werify Shared Secret
Authentication Port
Accounting Port

Mum Relries

Timecut

MNAS Sowrce 1P Address
MAS. [dentifler

Match ESSID

Match FODN

Trim FQDM
Mode
Server Rules

Rule Action Attribute Condition Matching Value Value  Action
Add

Irterface

Advanced
WLAN Intrusion Protection

Denilal of Service

1812
1813

Add

Add
-

Enable

Click Add to add a new RADIUS server entry. Enter the values gathered in the

Logoit

= Back

Cedate

Delate |

NoOTE: If you installed the ESI license in the Alcatel WLAN Switch, users can
be authenticated by specific servers based on the fully-qualified
domain name (FQDN) and Extended Service Set Identifier (ESSID) of
the client. See “Configuring the External Services Interface License”

on page 19 for more information.

4. Set the Mode to Enable to activate the authentication server.
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NoTE: When you configure a server, you can set the VLAN and role for users
based on attributes returned for the user during authentication.
These values take precedence over the default role and VLAN
configured for the user. See “Configuring Server Rules” on page 16
for more information.

5. Click Apply to apply the configuration.

NOTE: The configuration does not take effect until you perform this step.

To edit or delete a RADIUS Server entry, click Edit or Delete in the Action column
of the RADIUS server entry.

B If you are editing the entry, enter your changes, then click Apply to save the

configuration.

m  If you are deleting the entry, a pop-up window displays the message “Are you
sure you want to delete the RADIUS server <server_name>?" Click OK to

delete the entry.

Configuring an LDAP Server

NOTE: AOS-W v2.4 and later support Secure LDAP.

1. Collect the following information required for LDAP server configuration:

TABLE 2-2 LDAP Server Configuration Information

Parameters
Server Name
IP Address

Authentication Port

Base DN

Admin DN

Description
Name of the LDAP server
IP address of the LDAP server

Port on which the LDAP server is configured (default is
389)

Distinguished Name of the node which contains the
entire user database to use

User who has read/search privileges across all the
entries in the LDAP database (the user need not have
write privileges but the user should be able to search the
database, and read attributes of other users in the
database)

ALCATEL
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TABLE 2-2 LDAP Server Configuration Information (Continued)

Key Attribute Attribute that contains the unique key for the LDAP
object (This is the name of the attribute that contains the
login ID of the users.)

Filter Filter that should be applied to search of the user in the
LDAP database (default filter string is: i(objectclass=*)7)

Timeout Timeout period of a LDAP request in seconds (default is
10 seconds)

2. Navigate to the Configuration > Advanced > Security > AAA Servers > LDAP
Servers page.

3. Click Add to add a new LDAP server entry. Enter the values collected in the
earlier step.

T Diagrostics | Maintenarce | Plan | Events | Roports | Logout
| Advanced Security > AAA Servers > LDAP Servers > Add LDAP Server

Switch
Gereral

Server MName
Is Server Active Directory
IF Address
Authentication Port
Allow Cleartext Ho |
Ease DM
Admin D4
Admin Pasgword
Werify Admin Password
Ky Attribite
Filker
Timaout
Mode Enable
Server Rules
Rule Type Attribute Condition Matching Value Value Action
Add

Apply |

4. Set the Mode to Enable to activate the authentication server.

NoTE: When you configure a server, you can set the VLAN and role for users
based on attributes returned for the user during authentication.
These values take precedence over the default role and VLAN
configured for the user. See “Configuring Server Rules” on page 16
for more information.

5. Click Apply to apply the configuration.
NOTE: The configuration does not take effect until you perform this step.

To edit or delete an LDAP Server entry, click Edit or Delete in the Action column
of the LDAP server entry.

u If you are editing the entry, enter your changes, then click Apply to save the
configuration.
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u If you are deleting the entry, a pop-up window displays the message “Are you
sure you want to delete the LDAP server <server_name>?" Click OK to delete
the entry.

Adding Users to the Internal Database

You can create entries in an internal database that can be used to authenticate
users. The internal database contains a list of users along with the password and
default role for each user. When you configure the WLAN Switch as the primary
server, user information in incoming authentication requests is checked against
the internal database.

NoTE: When you configure a server, you can set the VLAN and role for users
based on attributes returned for the user during authentication. These
values take precedence over the default role and VLAN configured for the
user. See “Configuring Server Rules” on page 16 for more information.

To add a user to the internal database:

1. Collect the following information required for internal database entries:

TABLE 2-3 Internal Database Configuration Information

Parameters Description

User Name User name (mandatory field)

Password Password (mandatory field)

Role Role for the user if not otherwise configured (optional field,
default is guest)

E-mail E-mail address of the user

Entry does not No expiration on user entry, expiration duration (in minutes),

expire/Expiration or specific time and date of expiration

2. Navigate to the Configuration > Advanced > Security > AAA Servers >
Internal Database page.

NoOTE: When you add users to the internal database, you can set the VLAN
and role for users based on attributes returned for the user during
authentication. These values take precedence over the default role
and VLAN configured for the user. See “Configuring Server Rules” on
page 16 for more information.
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3. Click Add User in the Users section. The user configuration page displays.

4. Enter the information for the user.
5. Click Enabled to activate this entry on creation.
6. Click Apply to apply the configuration.

NOTE:

TN Corfgration
Baslc | Advanced nal Database > Add User
Switch
General
Management Leer Mame
SaciLre Access Bz
WLAN Verlfy Password
Metwork Role -
E-mail
Advarced Enabled ®
RF Management = Enry does not expire
Callbration Expiration St Expiry ime (mirs)
Cratimization  Set Expiry Date (mmj/ddfinny)
Protection
g
Achuared

Logout

« Back |

Expiry Time(hh:mm)

! Apply |

The configuration does not take effect until you perform this step.

To edit or delete an internal database entry, click Edit or Delete in the Action

column of the entry.

u If you are editing the entry, enter your changes, then click Apply to save the

configuration.

u If you are deleting the entry, a pop-up window displays the message “Are you
sure you want to delete user <user_name>?" Click OK to delete the entry.

Configuring Server Rules

16

When you configure an external authentication server or the internal database,
you can set the VLAN or role for users based on attributes returned for the user
during authentication. These values take precedence over the default role and

VLAN configuration for the authenticated user.
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The parameters are:
TABLE 2-4  Server Rules
Parameter Description
Rule Type This can be either Role Assignment or VLAN Assignment. With

Role assignment, a user can be assigned a specific role based on
the attributes returned. In case of VLAN assignment, the user
can be placed in a specific VLAN based on the attributes

returned.

Attribute This is the attribute returned by the authentication server that is
examined for Condition and Value match.

Condition This is the match method by which the string in Value is
matched with the attribute value returned by the authentication
server.

B contains - The rule is applied if and only if the attribute value
contains the string in parameter Value.

B starts-with — The rule is applied if and only if the attribute
value returned starts with the string in parameter Value.

B ends-with - The rule is applied if and only if the attribute
value returned ends with the string in parameter Value.

B equals - The rule is applied if and only if the attribute value
returned equals the string in parameter Value.

B not-equals - The rule is applied if and only if the attribute
value returned is not equal to the string in parameter Value.

B value-of - This is a special condition. What this implies is
that the role or VLAN is set to the value of the attribute
returned. For this to be successful, the role and the VLAN ID
returned as the value of the attribute selected must be
already configured on the WLAN Switch when the rule is
applied.

Value This is the string to which the value of the returned attribute is
matched.

Role / VLAN The role or the VLAN applied to the user when the rule is
matched.

The server rules are applied based on the first match principle. The first rule that is
applicable for the server and the attribute returned is applied to the user and
would be the only rule applied from the server rules.

These rules are applied uniformly across all the authentication types that use the
server as the primary authentication server.

AOS-W 2.5.3 17
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In the following example, users will be classified as admin or employee based on
the filter-ID returned.

Parameter Value Role
MS-Filter EMP employee
MS-Filter ADMIN admin

If none of the rules match, the role is set to the default role of the authentication

type.
TN Corfgration Mariorerce Sove Confgration
: | Advarced Security > AAA rs > Radius Servers > Add Radius Server
Switch
= « Back
Gereral —_
o 5 Server Mame Radiu
Management
A e IP Address 192, [l
Sacire Access
WLAN SharedSecret ameees
Metwork Verlfy Shared Searet wasnnan
Authentication Port 1812
Advarced Accounting Port 1013
RF Management HMum Retries *
Calibration Timecut o
Optimization MAS Source [P Address
ik INAS Tcenifier
Match ESSID
Add | Delete |
B Match FQDMN
Hkies Add | Delete
= ) |
SRR Trim FQON
Authentication Methods M Enabla %
things
| Settir Server Rules
Settings
rJ_f e Fule Action Attribute Condition  Matching Value Value Action
i Sl Role Assignment  MS-Filter equals P ap-role Delate | 4| ¥
Acvanced —t—
Role Assignment  MS-Filter eqJals ADMIN defallt-vprrole | Delete | &) ¥
WLAN Intrusion Protection - <L . = L =
igle] s Add
Denial of Service J
MarrIrethe-Middle _Apply |
Signatures

The first rule that matches the condition gets applied. Also the rules are applied in
the order shown. To change the order use the Up or Down arrows to the right of

the entry.

Configuring Authentication Timers

You can configure the following timers that apply to all users and RADIUS servers:

B User Idle Timeout is the time, in minutes, that a client has to respond to the
WLAN Switch before it has to re-authenticate itself to gain access to the
network. To prevent users from timing out, set the value in the field to O.
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B Authentication Server Dead Time is the maximum period, in minutes, that the
WLAN Switch considers an unresponsive authentication server to be down.
This timer only applies when there are two or more authentication servers
configured.

This field is only applicable if there are two or more authentication servers
configured on the WLAN Switch. If there is only one authentication server
configured, the server is never considered down and all requests are sent to
the server.

If one or more backup servers are configured and a server is unresponsive, it
is marked as down for the dead time; subsequent requests are sent to the
next server on the priority list for the duration of the dead time. If the server is
responsive after the dead time has elapsed, it can take over servicing
requests from a lower-priority server; if the server continues to be
unresponsive, it is marked as down for the dead time.

B Logon User Lifetime
These timers can be left at the default values for most implementations.
To set an authentication timer:

1. Navigate to the Configuration > Advanced > Security > AAA Servers page;
click the General tab if it is not already selected.

2. Configure the timers as described above.

3. Click Apply before moving on to another page or closing the browser
window. Failure to do this results in loss of configuration and you will have to
reconfigure the settings.

Configuring the External Services Interface
License
Alcatel’'s External Services Interface (ESI) license allows users using one
authentication method (like captive portal or 802.1x) to be authenticated against

different authentication servers based on the domain and realm (FQDN) used by
the client or by the client-associated Extended Service Set Identifier (ESSID).

NoOTE: To use this feature, you must have the ESI license installed in the Alcatel
WLAN Switch.
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20

Department 1

p Client1 @sales.com

Serveri <

? Client2@engineerin
g.com

Department 2

? Client3@sales.com

Server2

\ guest123

ESSID : guest
ESSID : employee

In the topology shown above, all clients authenticate using the same method (for
example, captive portal). With the ESI license installed in the WLAN Switch,
AOS-W allows all users using sales.com in their user name (Client1 and Client3 in
the example) to always authenticate against authentication server Server1 and the
users using engineering.com in their user name (Client2 in the example) to
always authenticate against Server2. AOS-W also supports users associating
with the guest ESSID to authenticate against Server2.

This feature adds flexibility to AAA configuration by allowing IT managers to
maintain authentication servers by departments or ESSIDs in different campuses,
or merge clients and servers from two different companies.

Captive portal configurations permit users to see the FQDN configured during
user logon.

Selecting the Right Server

The selection of an authentication server occurs in the following order of server
prioritization:

1. Server is skipped if it is disabled or out of service.

2. Server is selected if there are no FQDN and ESSID filters configured.

3. Server is selected if the user ESSID matches any ESSID attached with the
server.

AOS-W 2.5.3 032034-00 Rev A
User Guide July 2006



4,

Configuring AAA Servers
Chapter 2

Server is selected if the user name has a FQDN component and it matches
any FQDN attached with the server.

NoTeE: An FQDN match is attempted if, and only if, the user name has a FQDN

component and the server has at least one FQDN configured for
matching. If the server has a FQDN list configured, but the user name
does not have a FQDN component, the server is not selected.

Configuring FQDN or ESSID on the Server

1.

2.

Navigate to the Configuration > Advanced > Security > AAA Servers >
RADIUS page.

To add a new server, follow the steps described in “Configuring a RADIUS
Server” on page 11.

To modify server settings, click Edit in the Action column of the server entry.

To add a new ESSID to be used by this server, click Add in the Match ESSID
section.

In the Add ESSID to match field, add the ESSID as configured (the ESSID is
case sensitive) and click Add. Repeat this step to add more ESSIDs to be
used by this server.

(TRl Configuration Mairtenarce | Flan | Everis | Regcrts | Save Corfiguration
| Advanced Security > AAA Servers > Ra Servers > Add Radius Server
b\'n'ltch : o
reEral _—
e Server Mame Fadies 1
Secire Access P Address TTRRER!
WILAN Shared Secret wssnnas
hetwork Verify Shared Secret wesnnas
Authentication Port 1812
Accounting Port 1813
MNum Retries 3
s Tirneout 5
Optimizaticn NAS Scurce TP Address
FrotEon NAS Identifier
Monitoring
= quast
R Match ESSID
Security Add | Delste
Rogue AP d
= Add ESSID to match amployes|
Roles
Add Cancel
Palicles . -
ARA Servers Match FOLIN deptl com add | oelete
ation Methods Trim FCON
Mode Ennbla |+

To add the domains that this server will use, click Add in the Match FQDN
section.

In the Add FQDN to match field, add the entry and click Add. To add more
entries, repeat this step.
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8. To trim the FQDN portion of the user name before sending the credentials to
the authentication server, select the Trim FQDN option. If this option is not
selected, the user name along with the FQDN component is sent to the server
and the server should be configured for the same for a match to be
successful.

For example, Client3@sales.com is the user name the user uses to
authenticate. If Trim FQDN is selected, only Client3 is sent to the server. If
not selected, Client3@sales.com is sent to the server for authentication.

9. Click Apply to apply the changes before navigating to another page.
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Authe ntiCatin

802.1x is an Institute of Electrical and Electronics Engineers (IEEE) standard that
provides an authentication framework for WLANs. 802.1x uses the Extensible
Authentication Protocol (EAP) to exchange messages during the authentication
process. The authentication protocols that operate inside the 802.1x framework
that are suitable for wireless networks include EAP-Transport Layer Security
(EAP-TLS), Protected EAP (PEAP), and EAP-Tunneled TLS (EAP-TTLS). These
protocols allow the network to authenticate the client while also allowing the
client to authenticate the network.

This chapter describes the following topics:

B “802.1x Authentication” on page 23

B “Configuring 802.1x Authentication” on page 26
B “Example Configurations” on page 32
[

“Advanced Configuration Options for 802.1x"” on page 59

802.1x Authentication

802.1x authentication consists of three components:

B The supplicant, or client, is the device attempting to gain access to the
network. You can configure the Alcatel OmniAccess system to support
802.1x authentication for wired users as well as wireless users.

B The authenticator is the gatekeeper to the network and permits or denies
access to the supplicants.

The Alcatel WLAN Switch acts as the authenticator, relaying information
between the authentication server and supplicant. The EAP type must be
consistent between the authentication server and supplicant and is
transparent to the WLAN Switch.

B The authentication server provides a database of information required for
authentication and informs the authenticator to deny or permit access to the
supplicant.

The 802.1x authentication server is typically an EAP-compliant Remote
Access Dial-In User Service (RADIUS) server which can authenticate either
users (through passwords or certificates) or the client computer.
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In Alcatel OmniAccess systems, you can terminate the 802.1x authentication
on the WLAN Switch. The WLAN Switch passes user authentication to its
internal database or to a “backend” non-802.1x server. This feature, also
called "AAA FastConnect,” is useful for deployments where an 802.1x
EAP-compliant RADIUS server is not available or required for authentication.

Authentication with a RADIUS Server

Figure 3-1 is an overview of the parameters that you need to configure on
authentication components when the authentication server is an 802.1x
EAP-compliant RADIUS server.

—
CLIENT WLAN SwITCH AUTHENTICATION
(SUPPLICANT) (AUTHENTICATOR) SERVER
< >
e EAP TYPE e EAP TYPE
d »
| L
¢ SERVER IP e CLIENT IP
e SHARED SECRET ¢ SHARED SECRET
e AUTH PORT
e AcCCT PORT
o »
N Ll
e ESSID e ESSID
e NETWORK AUTHENTICATION e NETWORK AUTHENTICATION
e DATA ENCRYPTION e DATA ENCRYPTION

FIGURE 3-1 802.1x Authentication with RADIUS Server

The supplicant and authentication server must be configured to use the same
EAP type. The WLAN Switch does not need to know the EAP type used between
the supplicant and authentication server.

For the WLAN Switch to communicate with the authentication server, you must
configure the IP address, authentication port, and accounting port of the server
on the WLAN Switch. The authentication server must be configured with the IP
address of the RADIUS client, which is the WLAN Switch in this case. Both the
WLAN Switch and the authentication server must be configured to use the same
shared secret.
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As described in the “Overview of the Alcatel OmniAccess System” in Volume 1,
the client communicates with the WLAN Switch through a GRE tunnel in order to
form an association with an AP and to authenticate to the network. Therefore, the
network authentication and encryption configured for an ESSID must be the same
on both the client and the WLAN Switch.

“Configuring 802.1x Authentication” on page 26 describes 802.1x configuration
on the WLAN Switch.

Authentication Terminated on WLAN Switch

Figure 3-2 is an overview of the parameters that you need to configure on 802.1x
authentication components when 802.1x authentication is terminated on the
WLAN Switch (AAA FastConnect). User authentication is performed either via the
WLAN Switch’s internal database or a non-802.1x server.

Dn USER AUTHENTICATION
| . L1 VIA INTERNAL DATABASE
3 ' LE- OR NON-802.1X SERVER
=- = £ i
CLIENT WLAN SwiITCH
(SUPPLICANT) (AUTHENTICATOR AND
AUTHENTICATION SERVER)
< >
e EAP TYPE = EAP-PEAP e EAP TYyPE = EAP-PEAP
¢ INNER EAP = EAP-GTC * INNER EAP = EAP-GTC
OR EAP-MISCHAPV2 OR EAP-MISCHAPV2
e ESSID e ESSID
¢ NETWORK AUTHENTICATION ¢ NETWORK AUTHENTICATION
e DATA ENCRYPTION e DATA ENCRYPTION

FIGURE 3-2 802.1x Authentication with Termination on WLAN Switch

In this scenario, the supplicant must be configured for Protected EAP (PEAP) as
the WLAN Switch only supports PEAP. PEAP uses Transport Layer Security (TLS)
to create an encrypted tunnel. Within the tunnel, one of the following EAP
methods is used:

B EAP-Generic Token Card (GTC): Described in RFC 2284, this EAP method
permits the transfer of unencrypted usernames and passwords from client to
server. The main uses for EAP-GTC are one-time token cards such as
SecurelD and the use of an LDAP or RADIUS server as the user authentication
server. You can also enable caching of user credentials on the WLAN Switch
as a backup to an external authentication server.

B EAP-Microsoft Challenge Authentication Protocol version 2 (MS-CHAPV2):
Described in RFC 2759, this EAP method is widely supported by Microsoft
clients. A RADIUS server must be used as the backend authentication server.
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If you are using the WLAN Switch’s internal database for user authentication, you
need to add the names and passwords of the users to be authenticated. If you are
using an LDAP server for user authentication, you need to configure the LDAP
server on the WLAN Switch, and configure user IDs and passwords. If you are
using a RADIUS server for user authentication, you need to configure the RADIUS
server on the WLAN Switch.

The following section describes how to configure 802.1x authentication on the
WLAN Switch.

Configuring 802.1x Authentication

On the WLAN Switch, use the following steps to configure a wireless network
that uses 802.1x authentication:

1. Configure policies and roles. You can specify a default role for users who are
successfully authenticated using 802.1x. You can also configure server
derivation rules to assign a user role based on attributes returned by the
authentication server; server-derived user roles take precedence over default
roles. For more information about policies and roles, see Chapter 1,
“Configuring Firewall Roles and Policies.”

NOTE: The AOS-W Policy Enforcement Firewall module provides
identity-based security for wired and wireless users and must be
installed on the WLAN Switch. The stateful firewall allows user
classification based on user identity, device type, location and time of
day and provides differentiated access for different classes of users.
For information about obtaining and installing licenses, see
“Managing Software Feature Licenses” in Volume 7 of the AOS-W
User Guide.

2. Configure the authentication server. The server can be an 802.1x RADIUS
server or, if you are using AAA FastConnect, a non-802.1x server or the
WLAN Switch’s internal database. If you are using EAP-GTC within a PEAP
tunnel, you can configure an LDAP or RADIUS server as the authentication
server. See Chapter 2, “Configuring AAA Servers.”

3. Configure 802.1x authentication. In the WebUI, you can enable and configure
802.1x authentication by navigating to the Configuration > Advanced >
Security > Authentication Methods > 802.1x Authentication page. See
“802.1x Authentication Page” on page 27.

4. Configure the VLANs to which the authenticated users will be assigned. See
“Configuring Network Parameters” in Volume 2 of the AOS-W User Guide.

5. Configure the WLAN, specifying the authentication and encryption that
matches the wireless client configuration.

For details on how to complete the above steps, see “Example Configurations” on
page 32.
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802.1x Authentication Page

In the WebUI, you configure 802.1x authentication in the Configuration >
Advanced > Security > Authentication Methods > 802.1x Authentication page

(shown below)
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Swil il
Genersl
Mansgmnt
Secure otess
W
Metwork:
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FIGURE 3-3
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Name 1P Address

Add

802.1x Authentication Page

Table 3-1 describes the options on the 802.1x Authentication page:

NoOTE: In the CLI, you configure these options with the aaa dot1x and dot1x
commands.
TABLE 3-1 802.1x Authentication WebUI Page Options
Parameters Description

Default Role

Enable
Authentication

Enable
Termination

Select the default role to be assigned to the user after 802.1x
authentication. If derivation rules are present, the roles assigned
to the user through these rules will take precedence over the
default role.

Default role: guest
Select this option to enable 802.1x authentication.
Default: Disabled

Select this option to terminate 802.1x authentication on the
WLAN Switch.

Default: Disabled

v
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TABLE 3-1 802.1x Authentication WebUI Page Options (Continued)
EAP Method The EAP type Protected Extensible Authentication Protocol

(when Enable
Termination is
selected)

Inner EAP
Method (when
Enable
Termination is
selected)

Enable Token
Caching (when
EAP-GTC is
selected)

Token Caching
Period (when
EAP-GTC is
selected)

Enable

Reauthentication

(PEAP) uses Transport Layer Security (TLS) to create an encrypted
tunnel. Within the TLS tunnel, the client can be authenticated
using the selected inner EAP method.

Default: EAP-PEAP

Select one of the following:

B EAP-Generic Token Card (GTC): Described in RFC 2284, this
EAP method permits the transfer of unencrypted usernames
and passwords from client to server. The main uses for
EAP-GTC are one-time token cards such as SecurelD and the
use of LDAP or RADIUS as the user authentication server. You
can also enable caching of user credentials on the WLAN
Switch as a backup to an external authentication server.

B EAP-Microsoft Challenge Authentication Protocol version 2
(MS-CHAPvV2): Described in RFC 2759, this EAP method is
widely supported by Microsoft clients.

Default: EAP-MSCHAPvV2

If you select EAP-GTC as the inner EAP method, you can enable
the WLAN Switch to cache the username and password of each
authenticated user. The WLAN Switch continues to
reauthenticate users with the remote authentication server,
however, if the authentication server is not available, the WLAN
Switch will inspect its cached credentials to reauthenticate users.

Default: Disabled

If you select EAP-GTC as the inner EAP method, you can specify
the timeout period for the cached information.

Default: Not specified

Select this option to force the client to do a 802.1x
re-authentication after the expiration of the default timer for
re-authentication. The default value of the timer is 24 hours (see
“Advanced Configuration Options for 802.1x"” on page 59). If the
user fails to re-authenticate with valid credentials, the state of the
user is cleared.

If derivation rules are used to classify 802.1x-authenticated users,
then the Re-authentication timer per role overrides this setting.

Default: Disabled

28 AOS-W 2.5.3
User Guide

032034-00 Rev A
July 2006



Configuring 802.1x Authentication
Chapter 3

TABLE 3-1 802.1x Authentication WebUI Page Options (Continued)
Enable Enables the same pairwise master key (PMK) derived with a client
Opportunistic and an associated AP to be used when the client roams to a new
Key Caching AP. This allows users faster roaming without having to
(WPA2) reauthenticate.

Enforce Machine
Authentication

Enable Wired
Clients

Machine
Authentication
Default Role

User
Authentication
Default Role

Authentication
Failure Threshold
for Station
Blacklisting

NoOTE: Make sure that the wireless client (the 802.1x supplicant)
supports this feature before you enable this option. If the
client does not support this feature, the client will
attempt to renegotiate the key whenever it roams to a
new AP. As a result, the key cached on the WLAN Switch

can be out of sync with the key used by the client.

Default: Disabled

(For Windows environments only) Select this option to enforce
machine authentication before user authentication. If selected,
either the Machine Authentication Default Role or the User
Authentication Default Role is assigned to the user, depending on
which authentication is successful. See “Configuring User and
Computer Authentication” on page 30.

Default: Disabled

Select this option to enable 802.1x authentication for wired users.
The principles of role derivation that apply to wireless users also
apply to wired users.

Default: Disabled

Select the default role to be assigned to the user after machine
authentication. See “Configuring User and Computer
Authentication” on page 30.

Default role: guest

Select the default role to be assigned to the user after 802.1x
authentication. See “Configuring User and Computer
Authentication” on page 30.

Default role: guest

This option specifies the number of times a user can try to login
with wrong credentials after which the user will be blacklisted as
a security threat.

Set to O to disable blacklisting, otherwise enter a non-zero integer
to blacklist the user after the specified number of failures.

Default: 3
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Configuring User and Computer Authentication

When a Windows computer boots, it logs onto the network domain using a
machine account. Within the domain, the device is authenticated before computer
group policies and software settings can be executed; this process is known as
machine authentication. Machine authentication ensures that only authorized
computers are allowed on the network.

802.1x can be used to perform user and machine authentication (in the 802.1x
configuration page, select the Enforce Machine Authentication option). This
tightens the authentication process further since both computer and user need to
be authenticated.

Enabling machine authentication creates the following scenarios.
B Both machine and user authentication fail

u Machine authentication fails while user authentication passes
u Machine authentication passes while user authentication fails
| Both machine and user authentication pass

Table 3-2 describes the results of each scenario.

TABLE 3-2 User and Machine Authentication Scenarios

Machine User
Auth Auth Description Role

Typical Access

Status Status Policy

Failed Failed Both machine (Not applicable) No access to
authentication and user network
authentication failed. L2
authentication failed.
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TABLE 3-2 User and Machine Authentication Scenarios (Continued)

Failed Passed If machine authentication User Limited access
fails (for example, the Authentication depending on
machine information is not Default Role the role.
present on the server) and
user authentication
succeeds, the user is
assigned the User
Authentication Default
Role. Derivation roles, if
present, do not apply.

Passed Failed If machine authentication Machine Access
succeeds and user Authentication depends on the
authentication has not been Default Role physical
initiated, the role assigned security of the
would be the Machine device.
Authentication Default
Role. Derivation rules, if
present, do not apply

Passed Passed In case both machine and Default role or Most secure

user are successfully
authenticated, the resultant
role is the 802.1x default
role. In case of derivation
rules, the rules assigned to
the user via derivation rules
will take precedence over
the default role. This is the
only case where derivation
rules are applied.

role assigned by
derivation rules.

since both
authentications
succeeded.
Permissions
could not
depend purely
on the user
classification
like guest,
employee,
admin, etc.

For example, if the following roles are configured:

Default role:

Machine Authentication default role:
User Authentication default role:
User VLAN:

the role assignments would be as follows:

guest

dot1x_user

dot1x_mc

100 (configured by role)

B If machine authentication succeeds, the role assigned would be the dot1x_mc

role.

B If only user authentication succeeds, the role assigned would be the guest

role.
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®  If both machine and user authentication succeed, the role assigned would be
dot1x_user.

B On failure of any type of authentication, the user does not have access to the
network.

NoOTE: When you enable machine authentication, there are three different role
options you configure (as described above) - the User Authentication
Default Role, the Machine Authentication Default Role and the Default
role. While you can select the same role in all three options, you should
define the roles as per the polices that need to be enforced.

Example Configurations

The following examples show basic configurations on the WLAN Switch for:
B “Authentication with an 802.1x RADIUS Server” on page 32

B “Authentication with the Controller’'s Internal Database” on page 47

In the following examples:

B Wireless clients associate to the ESSID WLAN-01.

B The following roles allow different networks access capabilities:

® student
e faculty

® guest

® system administrators

The examples show how to configure using the WebUI and CLI commands.

Authentication with an 802.1x RADIUS Server

In the following example:

B An EAP-compliant RADIUS server provides the 802.1x authentication.

NoOTE: The RADIUS server administrator must configure the server to
support this authentication. The administrator must also configure
the server to allow communication with the Alcatel WLAN Switch.

B The authentication type is WPA. From the 802.1x authentication exchange,
the client and the WLAN Switch derive dynamic keys to encrypt data
transmitted on the wireless network.
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B 802.1x authentication based on PEAP with MS-CHAPV2 provides both
computer and user authentication. If a user attempts to log in without the
computer being authenticated first, the user is placed into a more limited
“guest” user role.

Windows domain credentials are used for computer authentication, and the
user’'s Windows login and password are used for user authentication. A
single user sign-on facilitates both authentication to the wireless network
and access to the Windows server resources.

NOTE: Appendix A, “Windows Client Example Configuration for 802.1x"
provides example configurations for a Windows XP wireless client,
Microsoft Active Directory Server, and Microsoft Internet Authentication
Server that would operate with the WLAN Switch configuration shown in
this section.

Configuring Policies and Roles
Create the following policies and user roles:

B The student policy prevents students from using telnet, POP3, FT, SMTP,
SNMP, or SSH to the wired portion of the network. The student policy is
mapped to the student user role.

B The faculty policy is similar to the student policy, however faculty members
are allowed to use POP3 and SMTP for VPN remote access from home.
(Students are not permitted to use VPN remote access.) The faculty policy is
mapped to the faculty user role.

B The guest policy permits only access to the Internet (via HTTP or HTTPS) and
only during daytime working hours. The guest policy is mapped to the guest
user role.

B The allowall policy, a predefined policy, allows unrestricted access to the
network. The allowall policy is mapped to both the sysadmin user role and
the computer user role.

WebUI
To create the student policy and role:

1. Navigate to the Configuration > Advanced > Security > Firewall Policies
page. Select Add to add the student policy.

2. For Policy Name, enter student.
Under Rules, select Add to add rules for the policy.
A. Under Source, select user.

B. Under Destination, select alias.
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E.
F.

NoOTE: The following steps define an alias representing all internal
network addresses. Once defined, you can use the alias for other
rules and policies.

1. Under the alias selection, select Newv.

Il. For Destination Name, enter “Internal Network”.
Click Add to add a rule.

For Rule Type, select network.

For IP Address, enter 10.0.0.0.

For Network Mask/Range, enter 255.0.0.0.
Click Add to add the network range.

0 oovC

Repeat steps |-V to add the network range 172.16.0.0
255.255.0.0.

g. Select Apply. The alias “Internal Network” appears in the
Destination menu

Under Destination, select Internal Network.

Under Service, select service. In the Service scrolling list, select
svc-telnet.

Under Action, select drop.

Click Add.

4. Under Rules, select Add.

A.
B.
C.

D.
E.

Under Source, select user.
Under Destination, select alias. Then select Internal Network.

Under Service, select service. In the Service scrolling list, select
svc-pop3.

Under Action, select drop.

Click Add.

5. Repeat steps 3A-E to create rules for the following services: svc-ftp,
svc-smtp, svc-snmp, and svc-ssh.

The following is an example of the student policy configuration.
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Configuration Diagnostics Maintenance Evel Reports
Basic | Adenced  Security > Firewall Policies > Add New Policy
Switch
General
Managermenk
Secure Access Palicy Mame
WLAN Rules
Metwork Source Destination Service Action Log Mirror Queue Time Range
Radio user Internal Metwoark, sve-telnet deny lowy
Advanced user Internal Metwoark, svC-pop3 deny low
RF Management
calibration user Internal Metwoark, svec-fip deny low
Cptimization user Inkernal Metwork, svi-smkp deny lowy
Pratection user Internal Network SYC-SMMp deny lows
Maritaring user Internal Metwark syc-ssh deny I
Advanced
Add
Security
Click Apply.

7. Navigate to Configuration > Advanced > Security > User Roles page. Select

Add to create the student role.

8. For Role Name, enter student.

9. Under Firewall Policies, click Add. In Choose from Configured Policies, select
the student policy you previously created. Click Done.

The following is an example of the student role configuration.

Configuration Maintenance

Diagnosti

Advanced

Basic |

Security > User Roles
Switch
General

Managermenk

Plan

> Add Role

Reports

Secure Access
WLAN

Mebwork

Radio

Role Name

Firewall Policies

Name
student: 6

Add

Advanced

RF Management
Calibration

Optimization

Rule Count Location

0.0.0

Protection
Re-authentication Interval

Manitoring

10. Click Apply.

To create the faculty policy and role:

e

1. Navigate to the Configuration > Advanced > Security > Firewall Policies
page. Select Add to add the faculty policy.

2. For Policy Name, enter faculty.

v
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Under Rules, select Add to add rules for the policy.
A. Under Source, select user.
B. Under Destination, select Internal Network.

C. Under Service, select service. In the Service scrolling list, select
svc-telnet.

Under Action, select drop.
E. Click Add.

Repeat steps A-E to create rules for the following services: svc-ftp,
svc-snmp, and svc-ssh.

Click Apply.

Navigate to Configuration > Advanced > Security > User Roles page. Select
Add to create the faculty role.

For Role Name, enter faculty.

Under Firewall Policies, click Add. In Choose from Configured Policies, select
the faculty policy you previously created. Click Done.

To create the guest policy and role:

1.

Navigate to the Configuration > Advanced > Security > Advanced > Time
Range page to define the time range “working-hours”. Select Add.

A. For Name, enter working-hours.

B. For Type, select Periodic.
C. Click Add.
D. For Start Day, click Weekday.
E. For Start Time, enter 07:30.
F. For End Time, enter 17:00.
G. Click Done.
H. Click Apply.
2. Navigate to the Configuration > Advanced > Security > Firewall Policies
page. Select Add to add the guest policy.
3. For Policy Name, enter guest.
4. Under Rules, select Add to add rules for the policy.
To create rules to permit access to DHCP and DNS servers during working
hours:
A. Under Source, select user.
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Under Destination, select host. In Host IP, enter 10.1.1.25.

Under Service, select service. In the Service scrolling list, select
svec-dhcp.

Under Action, select permit.
Under Time Range, select working-hours.
Click Add.

Repeat steps A-F to create a rule for svc-dns.

To create a rule to deny access to the internal network:

moOowp»

Under Source, select user.
Under Destination, select alias. Select Internal Network.
Under Service, select any.
Under Action, select drop.

Click Add.

To create rules to permit HTTP and HTTPS access during working hours:

A. Under Source, select user.

B. Under Destination, select any.

C. Under Service, select service. In the Services scrolling list, select
svc-http.

D. Under Action, select permit.

E. Under Time Range,

F. Click Add.

G. Repeat steps A-F for the svc-https service.

To create a rule that denies the user access to all destinations and all

services:

A. Under Source, select user.

B. Under Destination, select any.

C. Under Service, select any.

D. Under Action, select deny.

E. Click Add.

5. Click Apply.

6. Navigate to Configuration > Advanced > Security > User Roles page. Select
Add to create the guest role.

7. For Role Name, enter guest.
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8.

Under Firewall Policies, click Add. In Choose from Configured Policies, select
the guest policy you previously created. Click Done.

To create the sysadmin role:

1.

2.

Navigate to Configuration > Advanced > Security > User Roles page. Select
Add to create the sysadmin role.

For Role Name, enter sysadmin.

Under Firewall Policies, click Add. In Choose from Configured Policies, select
the predefined allowall policy. Click Done.

Click Apply.

To create the computer role:

1.

Navigate to Configuration > Advanced > Security > User Roles page. Select
Add to create the computer role.

2. For Role Name, enter computer.

3. Under Firewall Policies, click Add. In Choose from Configured Policies, select
the predefined allowall policy. Click Done.

4. Click Apply.

CLI

To create an alias for the internal network:

netdestination “Internal Network™

network 10.0.0.0 255.0.0.0
network 172.16.0.0 255.255.0.0

To create the student role:

ip access-list session student

user alias “Internal Network” svc-telnet deny
user alias “Internal Network™ svc-pop3 deny
user alias “Internal Network” svc-ftp deny
user alias “Internal Network™ svc-smtp deny
user alias “Internal Network™ svc-snmp deny
user alias “Internal Network” svc-ssh deny

user-role student

session-acl student
session acl allowall
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To create the faculty role:

ip access-list session faculty
user alias “Internal Network” svc-telnet deny
user alias “Internal Network” svc-ftp deny
user alias “Internal Network™ svc-snmp deny
user alias “Internal Network” svc-ssh deny

user-role faculty
session-acl faculty
session acl allowall

To create the guest role:

time-range working-hours periodic
weekday 07:30 to 17:00
ip access-list session guest
user host 10.1.1.25 svc-dhcp permit time-range working-hours
user host 10.1.1.25 svc-dns permit time-range working-hours
user alias “Internal Network™ any deny
user any svc-http permit time-range working-hours
user any svc-https permit time-range working-hours
user any any deny

user-role guest
session-acl guest

To create the sysadmin role:

user-role sysadmin
session-acl allowall

To create the computer role:

user-role computer
session-acl allowall

Configuring the RADIUS Authentication Server

Configure the RADIUS server IAS1, with IP address 10.1.1.21 and shared key. The
RADIUS server is configured to sent an attribute called Class to the WLAN
Switch; the value of this attribute is set to either “student,” “faculty,” or
“sysadmin” to identify the user’'s group. The WLAN Switch uses the literal value
of this attribute to determine the role name.
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WebUI

1. Navigate to the Configuration > Advanced > Security > AAA Servers >
Radius page.

2. Under RADIUS Servers, click Add.

A. For Server Name, enter IAS1.

B. For IP Address, enter 10.1.1.21.

C. For Shared Secret, enter |*a™t%1839231!.
3. Under Server Rules, click Add.

A. For Rule Type, select Role Assignment.

B.
C.
D.
E.
F.

For Attribute, click Add Attribute.
For Attribute Name, enter Class.
For Attribute Type, select string.
Click Done.

previously configured.

For Condition, select value-of.

Select Done.

From the Attribute scrolling menu, select the Class attribute you

The following is an example of the Radius server configuration.

Moritoring Configuration

Basic | Advanced
Switch

Gereral

Management

Secure Access
WLAN

Network

Radio
Adwanced

RF Management
Calibration

Optimization
Protection
Monitoring
Advanced

Security
Rogus AP

Rolss

Folicies

AAA Servers
Authentication Methods
WPH Settings

Firewall Settings

External Services Interface
Advanced

WLAN Intrusion Protection
Denial of Service

Man-In-the-Middle

Signatures

Maintenance vents | Reports

Server Mame

1P Address

Shared Secret

VeriFy Sharsd Secret
Authentication Port
Accounting Port

Hum Retriss

Timesut

NAS Source IP Address

MAS Identifisr

IMatch ESSID

Match FQDN
Trim FQDN
Mode:
Server Rules
Rule Action Attribute Condition
Rele Assigrment Class value-of

Add

4. Click Apply.
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CLl
aaa radius-server IAS1 host 10.1.1.21 key |*at%183923!

aaa derivation-rules server IAS
set role condition Class value-of

Configure 802.1x Authentication

You enable 802.1x authentication and specify which server to use for the 802.1x
authentication. You also configure the default role that an 802.1x client is
assigned if a Class attribute is not returned from the RADIUS server.

You also configure enforcement of machine authentication before user
authentication. If a user attempts to log in without machine authentication taking
place first, the user is placed in the limited guest role.

WebUI

1. Navigate to the Configuration > Advanced > Security > Authentication
Methods > 802.1x Authentication page.

For Default Role, select student.

Select Enable Authentication.

Select Enforce Machine Authentication.

For the Machine Authentication Default Role, select computer.

For the User Authentication Default Role, select guest.

N o o s 0N

Under Authentication Servers, click Add.
A. Select the IAS1 Server you previously configured.
B. Select Add.

The following is an example of the 802.1x Authentication page.
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Moritaring  [Renaie e Diagnostics | Maintenance
g [ A 802.1x Authentication
Switch
General 202, 1x WR Captive Portal MaC Address Stateful 202.1x SSID L2 Encryption Advanced
Managerent
Secure Access Default Role student b |
Ll Enable Authentication v
Mebwiork
P Enable Termination B
Advanced Enable Reauthentication B
RF Management o =
T Enable Opportunistic Key Caching {WPAZ) I
Optimization Enforce Machine Authentication v
Prakection Enable Wired Clisnts r
Blenl g Machine Authentication Default Role computer |
Edvancerd !
; User Authentication Default Role guest w
Security — d
Rogue AP Authentication Failure Threshold For Station Blacklisting o (0 disables black
Rales Advanced Configuration
Falicies

AAA Servers

Authentication Methods Authentication Servers

YPM Settings Name Type IP Address
Firewall Settings 1As1 Radius 10.1,1.21
External Services Interface Add

Ardwanred

8. Select Apply.

CLI

aaa dotlx mode enable

aaa dotlx default-role student

aaa dotlx auth-server I1AS1

aaa dotlx enforce-machine-authentication
mode enable
machine-authentication default-role computer
user-authentication default-role guest

Configure VLANSs

Authentication Port
1512

In this example, wireless clients are assigned to either VLAN 60 or 61 while guest
users are assigned to VLAN 63. VLANs 60 and 61 split users into smaller IP
subnetworks, improving performance by decreasing broadcast traffic. The VLANs
are internal to the Alcatel WLAN Switch only and do not extend into other parts of
the wired network. The clients’ default gateway is the Alcatel WLAN Switch,

which routes traffic out to the 10.1.1.0 subnetwork.

You configure the VLANSs, assign IP addresses to each VLAN, and establish the
“helper address” to which client DHCP requests are forwarded.
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WebUI
Navigate to the Configuration > Advanced > Network > VLAN Page. Click Add

1.

© N o a s

to add VLAN 60.

A. For VLAN ID, enter 60.

B. For IP Address, enter 10.1.60.1.

C. For Net Mask, enter 255.255.255.0.

Chapter 3

D. Under DHCP Helper Address, click Add. Enter 10.1.1.25 and click Add.

The following is an example of the Add New VLAN page:

Reparts

Plan

Maintenance

Configuration

Maritaring

Advanced

Basic | > VLAN > Add New VLAN
Switch

General DHCP Helper Addresses

'_ Delete

Configuration
YLAN ID [eo
IP Settings

Managemenk 110.1
Secure Access add

WLAN
Mebwork

Radio

" obtain an IP address automatically
{* |Jse the Following IP address

Advanced IP Address 10 1601
RF Management |z55.255.255.0

Calibration

ek Mask
Optimization

Click Apply.

Click Add to add VLAN 61.

A. For VLAN ID, enter 61.

B. For IP Address, enter 10.1.61.1.

C. For Net Mask, enter 255.255.255.0.

D. Under DHCP Helper Address, click Add. Enter 10.1.1.25 and click Add.

Click Apply.

For Default Gateway, enter 10.1.1.254.
Click Apply.

Click Add to add VLAN 63.

A. For VLAN ID, enter 63.

B. For IP Address, enter 10.1.63.1.

C. For Net Mask, enter 255.255.255.0.
D

Navigate to the Configuration > Advanced > Switch > IP Routing page.

Under DHCP Helper Address, click Add. Enter 10.1.1.25 and click Add.

v

ALCATEL

AOS-W 2.5.3
User Guide

43



Configuring 802.1x Authentication
Chapter 3

9. Click Apply.

10. Navigate to the Configuration > Advanced > Switch > IP Routing page.
11. For Default Gateway, enter 10.1.1.254.

12. Click Apply.

CLI

interface vlan 60
ip address 10.1.60.1 255.255.255.0
ip helper-address 10.1.1.25

interface vlan 61
ip address 10.1.61.1 255.255.255.0
ip helper-address 10.1.1.25

interface vlan 63
ip address 10.1.63.1 255.255.255.0
ip helper-address 10.1.1.25

ip default-gateway 10.1.1.254

Configure the WLAN

In this example, the default AP parameters for the entire network are as follows:
the default ESSID is WLAN-01 and the encryption mode is TKIP. A second ESSID
called “guest” has the encryption mode set to static WEP with a configured WEP
key.

WebUI

1. Navigate to the Configuration > Advanced > WLAN > Network > SSID page.
Click Add to add the WLAN-01 ESSID.

A. For SSID, enter WLAN-01.
B. For Encryption Type, select TKIP. Select WPA TKIP.
C. Click Apply.
2. Click Add to add the Guest SSID.
A. For SSID, enter Guest.

B. For the Radio Types, select 802.11a.
C. For SSID Default VLAN, select VLAN 63.
D. For Encryption Type, select WEP. Select Static WEP.
E. Enter the WEP Key.
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F. Click Apply.

The following is an example of the SSID page.

Maintenance: 3y vents | Reports

s Configuration

Basic |  Advanced
Switch
(General SSID Gengeral
Management
Secure Access SSID Radio Type SSID Default YLAN
WLAN aruba-ap 802.11a/bjg Default
TMetwork
WLAN-01 a0z.11a/big Default
Radin
S A Guesk anz.11a/big 63
RF Management
Calibratian
Dptimizakion i
ap location 0.0.0
weptxkey 1

wepkeyl c4132001f1c25ab20f838312F2

phy-type a
opmode dynamicTkip
essid “WLAN-01"

Chapter 3

Encryption Type DTIM Pe
Mo Encryprion 1

WPA TKIP 1
Skatic WEP 1

virtual-ap “Guest” vlan-id 63 opmode opensystem deny-bcast disable

In this example, users that associate to an AP are mapped into one of two

different user VLANs. Membership in the VLAN is determined by the initial AP to
which the user associates. APs are mapped by location to a VLAN: APs in the first
floor of building 1 are mapped to VLAN 60 and APs in the second floor of building

1 are mapped to VLAN 61.

WebUI

1. Navigate to the Configuration > Advanced > WLAN > Advanced page. Click

Add to configure the APs at location 1.1.0.
A. For Location, enter 1.1.0. Click Add.
B. In the SSID tab, click Edit for WLAN-01.

C. For SSID Default VLAN, select VLAN 60 and click the <-- button.

D. Click Apply.

The following is an example of the WLAN > Advanced page for location 1.1.0.

v
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Mohitoring Configuration  [NEERREGT= Maintenance Plan s | Reports
Bas | Advaced  WIAN > Advanced > SSID (1.1.0)

Switch

General SSID 802.11b/g 802113 General

Management

Secure Access SSID Radio Type SSID Default ¥LAN
WLAN atuba-ap 802.11a/bfg Default

Metwork

WLAN-01 §02.11a/big a0

Radio

toaricad Guest, &02.11afbfg 63
RF Management

Calibration

Cpkirnization Fint]

Encryption Type DTIM Pe

2. In the Advanced page, click Add to configure the APs at location 1.2.0.

A. For Location, enter 1.2.0. Click Add.
In the SSID tab, click Edit for WLAN-01.

B
C. For SSID Default VLAN, select VLAN 61 and click the <-- button.
D

Click Apply.
CLI
ap location 1.1.0
vlan-id 60

ap location 1.2.0
vlan-id 61
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Authentication with the WLAN Switch’s Internal
Database

In the following example:
m The WLAN Switch’s internal database provides user authentication.

B The authentication type is WPA. From the 802.1x authentication exchange,
the client and the WLAN Switch derive dynamic keys to encrypt data
transmitted on the wireless network.

Configuring Policies and Roles
Create the following policies and user roles:

B The student policy prevents students from using telnet, POP3, FT, SMTP,
SNMP, or SSH to the wired portion of the network. The student policy is
mapped to the student user role.

B The faculty policy is similar to the student policy, however faculty members
are allowed to use POP3 and SMTP for VPN remote access from home.
(Students are not permitted to use VPN remote access.) The faculty policy is
mapped to the faculty user role.

B The guest policy permits only access to the Internet (via HTTP or HTTPS) and
only during daytime working hours. The guest policy is mapped to the guest
user role.

B The allowall policy, a predefined policy, allows unrestricted access to the
network. The allowall policy is mapped to both the sysadmin user role and
the computer user role.

WebUI
To create the student policy and role:

1. Navigate to the Configuration > Advanced > Security > Firewall Policies
page. Select Add to add the student policy.

2. For Policy Name, enter student.
Under Rules, select Add to add rules for the policy.
A. Under Source, select user.
B. Under Destination, select alias.

NoOTE: The following steps define an alias representing all internal
network addresses. Once defined, you can use the alias for other
rules and policies.

l. Under the alias selection, select Newv.
Il. For Destination Name, enter “Internal Network”.

a. Click Add to add a rule.

AOS-W 2.5.3 a7
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For Rule Type, select network.

For IP Address, enter 10.0.0.0.

For Network Mask/Range, enter 255.0.0.0.
Click Add to add the network range.

0 Qoo0vC

Repeat steps |-V to add the network range 172.16.0.0
255.255.0.0.

g. Select Apply. The alias “Internal Network” appears in the
Destination menu

C. Under Destination, select Internal Network.

D. Under Service, select service. In the Service scrolling list, select
svc-telnet.

E. Under Action, select drop.
F. Click Add.
4. Under Rules, select Add.
A. Under Source, select user.
B. Under Destination, select alias. Then select Internal Network.

C. Under Service, select service. In the Service scrolling list, select
svc-pop3.

D. Under Action, select drop.
E. Click Add.

5. Repeat steps 3A-E to create rules for the following services: svc-ftp,
svc-smtp, svc-snmp, and svc-ssh.

The following is an example of the student policy configuration.

Canfiguration
Basic | Advanced Jicies = Add New Pohcy
Switch
General
Managermenk
Secure Access Palicy Mame student
WLAN Rules
Metwork Source Destination Service Action Log Mirror Queue Time Range
Radio user Internal Metwoark, sve-telnet deny lowy
Advanced user Internal Metwoark, svC-pop3 deny low
RF Management
calibration user Internal Metwark svec-fip deny I
Cptimization user Inkernal Metwork, svi-smkp deny lowy
Pratection user Internal Network SYC-SMMp deny lows
Maritaring user Internal Metwark syc-ssh deny I
Advanced
Add
Security
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Click Apply.

7. Navigate to Configuration > Advanced > Security > User Roles page. Select
Add to create the student role.

8. For Role Name, enter student.

9. Under Firewall Policies, click Add. In Choose from Configured Policies, select
the student policy you previously created. Click Done.

The following is an example of the student role configuration.

Manitaring Configuration

Basic | Advanced
Switch
General
Managermenk
e Role Name :.SFL.'.‘:.'.?.'.Tt...
WLAN
Mebwork z T
= Firewall Policies
S Name Rule Count Location
SN student & 0.0.0
RF Management
Calibration Add
Optimization
Pratection S
Re-authentication Interval
Manitoring T—— r | =y 1..

10. Click Apply.

To create the faculty policy and role:

1. Navigate to the Configuration > Advanced > Security > Firewall Policies
page. Select Add to add the faculty policy.

2. For Policy Name, enter faculty.
Under Rules, select Add to add rules for the policy.
A. Under Source, select user.
B. Under Destination, select Internal Network.

C. Under Service, select service. In the Service scrolling list, select
svc-telnet.

Under Action, select drop.
Click Add.

F. Repeat steps A-E to create rules for the following services: svc-ftp,
svc-snmp, and svc-ssh.

4. Click Apply.
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Navigate to Configuration > Advanced > Security > User Roles page. Select
Add to create the faculty role.

For Role Name, enter faculty.

Under Firewall Policies, click Add. In Choose from Configured Policies, select
the faculty policy you previously created. Click Done.

To create the guest policy and role:

1.

Navigate to the Configuration > Advanced > Security > Advanced > Time
Range page to define the time range “working-hours”. Select Add.

A. For Name, enter working-hours.

B. For Type, select Periodic.
C. Click Add.
D. For Start Day, click Weekday.
E. For Start Time, enter 07:30.
F. For End Time, enter 17:00.
G. Click Done.
H. Click Apply.

2. Navigate to the Configuration > Advanced > Security > Firewall Policies
page. Select Add to add the guest policy.

3. For Policy Name, enter guest.

4. Under Rules, select Add to add rules for the policy.
To create rules to permit access to DHCP and DNS servers during working
hours:
A. Under Source, select user.
B. Under Destination, select host. In Host IP, enter 10.1.1.25.
C. Under Service, select service. In the Service scrolling list, select

sve-dhcp.
D. Under Action, select permit.
E. Under Time Range, select working-hours.
F. Click Add.
G. Repeat steps A-F to create a rule for svc-dns.
To create a rule to deny access to the internal network:
A. Under Source, select user.
B. Under Destination, select alias. Select Internal Network.
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C. Under Service, select any.

D. Under Action, select drop.

E. Click Add.

To create rules to permit HTTP and HTTPS access during working hours:
A. Under Source, select user.

B. Under Destination, select any.

C. Under Service, select service. In the Services scrolling list, select
svc-http.

Under Action, select permit.
Under Time Range,
Click Add.

@ mmo

Repeat steps A-F for the svc-https service.

To create a rule that denies the user access to all destinations and all
services:

Under Source, select user.
Under Destination, select any.
Under Service, select any.
Under Action, select deny.
Click Add.

5. Click Apply.

6. Navigate to Configuration > Advanced > Security > User Roles page. Select
Add to create the guest role.

mooOowp»

7. For Role Name, enter guest.

8. Under Firewall Policies, click Add. In Choose from Configured Policies, select
the guest policy you previously created. Click Done.

To create the sysadmin role:

1. Navigate to Configuration > Advanced > Security > User Roles page. Select
Add to create the sysadmin role.

2. For Role Name, enter sysadmin.

Under Firewall Policies, click Add. In Choose from Configured Policies, select
the predefined allowall policy. Click Done.

4. Click Apply.
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To create the computer role:

1. Navigate to Configuration > Advanced > Security > User Roles page. Select
Add to create the computer role.

2. For Role Name, enter computer.

3. Under Firewall Policies, click Add. In Choose from Configured Policies, select
the predefined allowall policy. Click Done.

4. Click Apply.

CLI

To create an alias for the internal network:

Network™
network 10.0.0.0 255.0.0.0
network 172.16.0.0 255.255.0.0

netdestination “Internal

To create the student role:

ip access-list session student

user
user
user
user
user
user

alias
alias
alias
alias
alias
alias

“Internal
“Internal
“Internal
“Internal
“Internal
“Internal

user-role student
session-acl student
session acl allowall

To create the faculty role:

Network™
Network™
Network™
Network™
Network™
Network™

ip access-list session faculty
user alias “Internal
user alias “Internal
user alias “Internal
user alias “Internal

user-role faculty
session-acl faculty
session acl allowall

To create the guest role:

AOS-W 2.5.3
User Guide

Network™
Network™
Network™
Network™

svc-telnet deny
svc-pop3 deny
svc-ftp deny
svc-smtp deny
svc-snmp deny
svc-ssh deny

svc-telnet deny
svc-ftp deny
svc-snmp deny
svc-ssh deny
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time-range working-hours periodic
weekday 07:30 to 17:00

ip access-list session guest

user host 10.1.1.25 svc-dhcp permit time-range working-hours
user host 10.1.1.25 svc-dns permit time-range working-hours
user alias “Internal Network™ any deny

user any svc-http permit time-range working-hours

user any svc-https permit time-range working-hours

user any any deny

user-role guest
session-acl guest

To create the sysadmin role:

user-role sysadmin
session-acl allowall

To create the computer role:

user-role computer
session-acl allowall

Configuring the Internal Database

Configure the internal database with the username, password, and role (student,
faculty, or sysadmin) for each user. The WLAN Switch uses the literal value of the
“role” to determine the user role given to each user.

WebUI

1. Navigate to the Configuration > Advanced > Security > AAA Servers >
Internal DB page.

2. Under Server Rules, click Add.
A. Set Rule Type to Role Assignment.
B. For Attribute, enter Role.
C. For Condition, select value-of.
D. Select Apply.
3. Under Users, click Add User to add users.
For each user, enter a username and password.

5. Select the Role for each user (if a role is not specified, the default role is
guest).
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6. Select the expiration time for the user account in the internal database.

7. Click Apply.

The following is an example of the Internal Database configuration:

Manitaring Configuration E:I'i.égru:nzti‘:-,: Maintenance: Plan Reports
Basic | Advanced Security AAA Servers > Internal Database
Switch General Radius LOAP Internal DB Accounting
General
Management Server Rules
Secure ACcess Rule Action Attribute Condition Matching Yalue
WLAN Role Assignment Role value-of
Mebwork add
Radio
Advanced Maintenance
REHianaosmen Export | | Import Delete all U Repair Datab
e xpo mpo elete sers epair Database
Optimization
5 : Users
AR User Name Password Role E-mail Enabled Expiry i
Monitaring kgreen Lt student Yes
Advanced ebrown AR faculty Yes
Security ™
Rague AP mmcfly Ak sysadmin Yes | |
Roles Add User
Palicies 1 |1-30f3

aaa derivation-rules server “Internal”
set role condition “Role” value-of

NOTE: Use the Enable mode in the CLI to configure users in the WLAN Switch’s
internal database.

local-userdb add username <user> password <password> role <role>

Configure 802.1x Authentication

For this example, you enable both 802.1x authentication and termination on the
WLAN Switch.

WebUI

1. Navigate to the Configuration > Advanced > Security > Authentication
Methods > 802.1x Authentication page.

2. For Default Role, select student.
Select Enable Authentication.

4. Select Enable Termination.

NOTE: The defaults for EAP Method and Inner EAP Method are EAP-PEAP
and EAP-MSCHAPV2, respectively.
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A. Under Choose an Authentication Server, select Internal.

B. Click Add.

The following is an example of the 802.1x Authentication page.

6. Select Apply.

CLI

aaa dotlx mode enable

aaa dotlx default-role student
aaa dotlx auth-server Internal
dotlx termination

Configure VLANSs

Moritoring  [WEEETFEw=g Diagnastics | Maintenance ts | Reports
Basic | Advanced cati - 802.1x Authentication
Switch
General 202.1x YPN Captive Portal MAC Address Stateful 302, 1x SSiD L2 Encryption Advanced
P ¥P
Management
oo e Default Rale student ~|
wLAN Enable Authentication v
Fetwark
Radio Enable Termination v
Advanced EAP Method * EAP-PEAR
RF Management
Callbration A e CEAP-GTC @ EAP-MSCHARYZ
Optirization Enable Reauthentication [
Feargtia Enable Oppartunistic Key Caching (WPAZ) [
Monitoring
Enforce Machine Authentication r
Advanced
Security Enable Wired Clients |
Rogue AF Machine Authentication Default Rale guest w
Roles
User Authentication Default Role guest L
Palicies -
ARA Servers Authentication Failure Threshold For Station Blacklisting 0 | {0 disables blacklisting)
Authentication Methods Advanced Configuration
YPN Settings
Firewall Settings e
Authentication Servers
External Services Interface
Name Type IP Address Authentication Port Sta
Advanced
Internal Local 127.0.0.1 nja Enabled
WLAN Intrusion Protection
Denial of Service Add
Mar-Ir-the-Middle
Signatures

In this example, wireless clients are assigned to either VLAN 60 or 61 while guest
users are assigned to VLAN 63. VLANs 60 and 61 split users into smaller IP
subnetworks, improving performance by decreasing broadcast traffic. The VLANs
are internal to the Alcatel WLAN Switch only and do not extend into other parts of
the wired network. The clients’ default gateway is the Alcatel WLAN Switch,
which routes traffic out to the 10.1.1.0 subnetwork.

v
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You configure the VLANSs, assign IP addresses to each VLAN, and establish the
“helper address” to which client DHCP requests are forwarded.

WebUI

1. Navigate to the Configuration > Advanced > Network > VLAN Page. Click Add
to add VLAN 60.

A. For VLAN ID, enter 60.

B. For IP Address, enter 10.1.60.1.

C. For Net Mask, enter 255.255.255.0.

D. Under DHCP Helper Address, click Add. Enter 10.1.1.25 and click Add.
The following is an example of the Add New VLAN page:

Monitoring  [EsanEtEi=a Diagnostics | Mantenance | Plan Reparts
Basic |  Advanced 1 > VLAN = Add New VLAN

Switch
General Configuration DHCP Helper Addresses
Management WLAN ID 60 | [10.1 ] | Delete
Secure Access IP Settings add

WLAN " obtain an IP address automatically
Mebwork
Radio {* |Jse the Following IP address
Advanced IP Address  [10.1.60.1

RF Management MetMask  [255.255.255.0
Calibration
Opkimization

2. Click Apply.

3. Click Add to add VLAN 61.

A. For VLAN ID, enter 61.

B. For IP Address, enter 10.1.61.1.

C. For Net Mask, enter 255.255.255.0.

D. Under DHCP Helper Address, click Add. Enter 10.1.1.25 and click Add.
Click Apply.

Navigate to the Configuration > Advanced > Switch > IP Routing page.
For Default Gateway, enter 10.1.1.254.

Click Apply.

Click Add to add VLAN 63.

A. For VLAN ID, enter 63.

B. For IP Address, enter 10.1.63.1.

C. For Net Mask, enter 255.255.255.0.

© N o o b
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D. Under DHCP Helper Address, click Add. Enter 10.1.1.25 and click Add.
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9. Click Apply.

10. Navigate to the Configuration > Advanced > Switch > IP Routing page.

11. For Default Gateway, enter 10.1.1.254.
12. Click Apply.

CLI

interface vlan 60
ip address 10.1.60.1 255.255.255.0
ip helper-address 10.1.1.25

interface vlan 61
ip address 10.1.61.1 255.255.255.0
ip helper-address 10.1.1.25

interface vlan 63
ip address 10.1.63.1 255.255.255.0
ip helper-address 10.1.1.25

ip default-gateway 10.1.1.254

Configure the WLAN

In this example, the default AP parameters for the entire network are as follows:
the default ESSID is WLAN-01 and the encryption mode is TKIP. A second ESSID
called “guest” has the encryption mode set to static WEP with a configured WEP

key.

WebUI

1. Navigate to the Configuration > Advanced > WLAN > Network > SSID page.
Click Add to add the WLAN-01 ESSID.

A.
B.
C.

For SSID, enter WLAN-01.
For Encryption Type, select TKIP. Select WPA TKIP.
Click Apply.

2. Click Add to add the Guest SSID.

A.

B
C.
D

For SSID, enter Guest.

For the Radio Types, select 802.11a.

For SSID Default VLAN, select VLAN 63.

For Encryption Type, select WEP. Select Static WEP.
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E. Click Apply.

CLI

ap location 0.0.0
weptxkey 1
wepkeyl c4132001f1c25ab20183831212

phy-type a
opmode dynamicTkip
essid “WLAN-01"
virtual-ap “Guest” vlan-id 63 opmode opensystem deny-bcast disable

In this example, users that associate to an AP are mapped into one of two
different user VLANs. Membership in the VLAN is determined by the initial AP to
which the user associates. APs are mapped by location to a VLAN: APs in the first
floor of building 1 are mapped to VLAN 60 and APs in the second floor of building
1 are mapped to VLAN 61.

WebUI

1. Navigate to the Configuration > Advanced > WLAN > Advanced page. Click
Add to configure the APs at location 1.1.0.

A. For Location, enter 1.1.0. Click Add.
B. In the SSID tab, click Edit for WLAN-01.
C. For SSID Default VLAN, select VLAN 60 and click the <-- button.
D. Click Apply.
2. In the Advanced page, click Add to configure the APs at location 1.2.0.
A. For Location, enter 1.2.0. Click Add.
B. In the SSID tab, click Edit for WLAN-0O1.
C. For SSID Default VLAN, select VLAN 61 and click the <-- button.
D. Click Apply.

CLI
ap location 1.1.0
vlan-i1d60

ap location 1.2.0
vlan-id 61
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Advanced Configuration Options for 802.1x

This section describes the Advanced Configuration options for 802.1x

authentication.

NOTE: The Advanced Configuration settings should not be modified unless
there is a need to customize at a more detailed level.

In the WebUI, access the Advanced options by clicking the Show tab on the right
of the Advanced Configuration option on the 802.1x configuration page.

Advanced Configuration
Authentication Server Timeout(secs)
Clierit Response Timeout(secs)
Authentication Fallure Timaout{secs)
Client Retry Count
Server Refry Count
Key Refry Count
Feauthantication Time Interval(sacs)
Enable Multicast Key Raotation
Multicast Key Rotation Time Interval(zecs)
Enahle Linlcast Key Rofation
Lnicast Key Rotation Time Inberval(secs)

Resel 802.1x Paramelers Lo Factory Defaults

Machine Authentication Cache TimeouhHours)
WRA Key Fetry Count

WRA Key Timeout (secs)

xSec MTL

The following describes the fields:

Fields

Authentication Server Timeout

Client Response Timeout

Authentication Failure Timeout

Client Retry Count

ALCATEL

Description

Time in seconds. Time after which
the authentication server is timed out
as the 802.1x server after it fails to
respond.

Time in seconds. Time after which
the client is timed out as after it fails
to respond.

The time is seconds after which is
the authentication packet is not
received the transaction is marked as
failed.

This is the number of attempts the
WLAN Switch makes to obtain an
authentication from a client.
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Server Retry Count

Key Retry Count

Reauthentication Time Interval

Enable Multicast Key Rotation

Multicast Key Rotation Time Interval

Enable Unicast Key Rotation

Unicast Key Rotation Time Interval

Reset 802.1x Parameter to Factory

Defaults

Machine Authentication Cache
Timeout

WPA Key Retry Count

WPA Key Timeout

xSec MTU
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This is the number of attempts the
WLAN Switch makes to obtain an
authentication from a server.

This is the number of attempts the
WLAN Switch makes to obtain the
key.

This is the time period after the
elapse of which the re-authentication
of supplicants takes place. Unicast
keys are updated after each
re-authorization.

This option enables the rotation of
multicast keys. Multicast keys are
used to encrypt multicast packets
generated for each AP. Multicast
keys are associated with each SSID

The time period between each
multicast key rotation.

This option enables the rotation of
unicast keys.

NoOTE: Many wireless clients do not
support this function.

The time period between each
unicast key rotation

Resets the dot.1x settings to the
factory defaults.

Sets the cache timeout for machine
authentication.

This is the number of attempts the
WLAN Switch makes to obtain the
WPA key.

Time in seconds. Time after which
the authentication server is timed out
after WPA key fails to respond.

Sets the MTU size when the 802.1x
supplicant is xSec-compliant.
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One of the methods of authentication supported by AOS-W is Captive Portal. A
captive portal presents a Web page which requires action on the part of the
wireless user before network access is granted. The required action can be simply
viewing and agreeing to an acceptable use policy, or entering a user ID and
password which must be validated against a database of authorized users.

Captive portal can also be configured to allow users to download the Alcatel VPN
dialer for the Microsoft VPN client if the VPN is going to be terminated on the
Alcatel WLAN Switch. See Chapter 5, “Configuring Virtual Private Networks.”

This chapter describes the following topics:
m  “Overview of Captive Portal Functions” on page 62

B “Configuring Captive Portal in the Base AOS-W" on page 63

| “Configuring Captive Portal with the Policy Enforcement Firewall License” on
page 64
“Configuring Advanced Captive Portal Options” on page 66
B “Personalizing the Captive Portal Page” on page 70
v AOS-W 2.5.3 61
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Overview of Captive Portal Functions

62

There are two forms of Captive Portal you can configure in AOS-W:

B Guest Captive Portal requires no authentication; users typically enter an email
address as an identification.

B Captive Portal requires users to be authenticated to an external authentication
server or to the internal database on the WLAN Switch.

NOTE: While you can use Captive Portal to authenticate users, it does not
provide for encryption of user data and should not be used in networks
where data security is required. Captive Portal is most often used for
guest access, access to open systems (such as public hot spots), or as a
way to connect to a VPN.

You can use one or both forms of Captive Portal at the same time. The default
Captive Portal web page provided with AOS-W displays login prompts for both
registered users and guests. (You can customize the default Captive Portal page,
as described in “Personalizing the Captive Portal Page” on page 70.)

For AOS-W releases prior to 2.5.2, a Policy Enforcement Firewall license is
required for the Captive Portal feature. With the Policy Enforcement Firewall
license installed, Captive Portal users are first placed into the logon user role,
which allows users to be given an IP address and placed into a VLAN but
otherwise disallows access to the network. You can configure default user roles
for authenticated or guest Captive Portal users.

With the AOS-W 2.5.2 release, Captive Portal is available in the base operating
system; you do not need to install the Policy Enforcement Firewall license in the
WLAN Switch to use this feature. You enable Captive Portal on a per-ESSID basis.
Captive Portal users are first placed into the predefined cpbase user role, which
allows only DNS, DHCP, and HTTP or HTTPS connections to the network. Upon
authentication, Captive Portal users are allowed full access to their assigned
VLAN.

NOTE: The base operating system allows all users who connect to an ESSID full
network access. Captive Portal allows you to control or at least identify
who has access to network resources. However, in the base operating
system you cannot configure or customize user roles; this function is
only available by installing the Policy Enforcement Firewall license.

If you install the Policy Enforcement Firewall license in AOS-W 2.5.2, the Captive
Portal feature operates in the same manner as in AOS-W releases prior to 2.5.2.
That is, Captive Portal users are first placed into the logon user role, which allows
users to be given an IP address and placed into a VLAN but otherwise disallows
access to the network. You can configure default user roles for authenticated or
guest Captive Portal users.
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NoTE: MAC-based authentication, if enabled on the WLAN Switch, takes
precedence over Captive Portal authentication. If you use Captive Portal,
do not enable MAC-based authentication.

Configuring Captive Portal in the Base AOS-W

With the AOS-W 2.5.2 release, Captive Portal is available in the base operating
system; you do not need to install the Policy Enforcement Firewall license in the
WLAN Switch for this feature.

In the base operating system, Captive Portal users are first placed into the
predefined cpbase user role, which allows only DNS, DHCP, and HTTP or HTTPS
connections to the network. Upon authentication, Captive Portal users are
allowed full access to their assigned VLAN.

The following are the basic tasks for configuring Captive Portal in the base
operating system:

B Configure the Captive Portal for guest or authenticated users. In the base
operating system, you enable Captive Portal on a per-ESSID basis.

B If you are using Captive Portal to authenticate users, configure the
authentication server that will be used to validate users. The authentication
server can be an external server or the WLAN Switch’s internal database.

The easiest way to complete these tasks is by using the WebUI Basic WLAN
configuration page. Navigating to the Configuration > Basic > WLAN page allows
you to configure an ESSID for either Guest Captive Portal or Captive Portal users.

To configure either Guest Captive Portal or Captive Portal for a single ESSID:
1. Navigate to the Configuration > Basic > WLAN page.
2. Enter the SSID name, for example WLAN-01.

3. Under 802.11 Security, select either Guest Captive Portal (for
unauthenticated users) or Captive Portal (for authenticated users).

If you select Captive Portal, you need to specify the authentication server that
will validate the username and password for Captive Portal users:

A. Click Add under Authentication Servers.

B. Under Choose an Authentication Server, select the authentication
server that will be the primary server.

C. Click Add for the selection to be applied.

D. To add additional authentication servers as backup servers, repeat the
steps above.
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The servers appear in the order of descending priority. The first entry is
always the primary server. To change the order, use the up or down arrows to
move an entry higher up or lower down in the list.

4. Specify the VLAN to which users will be assigned.
5. Click Apply.

You can optionally configure other Captive Portal parameters by navigating to the
Configuration > Advanced > Security > Authentication Methods > Captive
Portal Authentication page. For example, if a proxy server is used for HTTP(S)
access, you need to explicitly allow TCP traffic between Captive Portal users and
the proxy server. See “Configuring Advanced Captive Portal Options” on page 66.

Configuring Captive Portal with the Policy
Enforcement Firewall License

64

This section describes how to configure Captive Portal using role-based access
provided by the Policy Enforcement Firewall software module. You must install
the Policy Enforcement Firewall license, as described in “Managing Software
Feature Licenses” in Volume 7 of the AOS-W User Guide.

The following are the basic tasks for configuring Captive Portal using role-based
access:

B Configure the policies for guest or authenticated Captive Portal users.

NOTE: The predefined captiveportal policy contains rules that direct users to
the Captive Portal when they start a Web browser connection to the
WLAN Switch. Ensure that the logon role includes the captiveportal
policy.

B [f you are using Captive Portal to authenticate users, configure the
authentication server that will be used to validate users.

B Configure the Captive Portal for guest or authenticated users.

The easiest way to complete these steps is by using the WebUI Basic WLAN
configuration page. Navigating to the Configuration > Basic > WLAN page allows
you to configure an ESSID for either Guest Captive Portal or Captive Portal users.

To configure either Guest Captive Portal or Captive Portal for a single ESSID:
1. Navigate to the Configuration > Basic > WLAN page.
2. Enter the SSID name, for example WLAN-01.

3. Under 802.11 Security, select either Guest Captive Portal (for
unauthenticated users) or Captive Portal (for authenticated users).
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NoOTE: If you are supporting both guest and authenticated Captive Portal
users on the same ESSID, you need to configure Captive Portal in the
Captive Portal Authentication page. Navigate to

If you select Captive Portal, you need to specify the authentication server that
will validate the username and password for Captive Portal users:

A. Click Add under Authentication Servers.

B. Under Choose an Authentication Server, select the authentication
server that will be the primary server.

C. Click Add for the selection to be applied.

D. To add additional authentication servers as backup servers, repeat the
steps above.

The servers appear in the order of descending priority. The first entry is
always the primary server. To change the order, use the up or down arrows to
move an entry higher up or lower down in the list.

Specify the VLAN to which users will be assigned.

5. The Firewall Policies section allows you to specify the policy for Captive
Portal users. You can do one of the following actions:

® Select an existing policy from the scrolling list.

® Select an existing policy from the scrolling list and then Add or Edit rules
for the policy.

® To add a new policy, select NEW from the scrolling list and then Add
rules for the policy.

6. Click Apply.

You can optionally configure other Captive Portal parameters by navigating to the
Configuration > Advanced > Security > Authentication Methods > Captive
Portal Authentication page, as described in the following section.
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Configuring Advanced Captive Portal Options

In the WebUI, you configure advanced Captive Portal options in the Configuration
> Advanced > Security > Authentication Methods > Captive Portal >

Authentication page (shown below).

Maritoring  [eelsiie Vi elg B Diagn = | Maintenance | Plan

AAD Servers
Authentication Methods
VPN Settings

Firewall Settings

Authentication Failure Threshald For Station Blacklisting

Wired-to-Wireless Roaming ESSID List

External Services Interface

i Shaw FQDM List

WLAN Intrusion Protection Sygate On-Demand Agent
Denial of Service
Man-In-the-Middle

Signiatures

Enable Agent Support

Remediation Faiure role

FIGURE 4-1 Captive Portal Authentication Page

Table 4-1 describes Captive Portal configuration options.
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BN Sec ientication Methods > Captive Portal Authentication
Switch
General 202, 1x WEN Captive Portal MAC Address Statefil 02,1 SEID
Management
Secure Access
WLAN Authentication Enabled
o Default Role
Radio
Advanced Enable Guest Lagon
RF Management Enable User Logon
Calibration
Enable Logouk Popup Windouw
Optimization
Protection Protocal Type
Manitoring Redirect Pause Time(secs)
i Welcome Page Location
Security =
Rogue AF Login Page Location
Roles Logan Wait Interyval
Palicies CPU Utilization Threshald

Advanced

-

g_ues; hd
i~
i~
v
T http % https
L8
Jauth/weloome.h
/authsindex.html
ki o]
a0 |%
0 (0 disables
’7 Add | Dels
-

-
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NoOTE: In the CLI, you configure these options with the aaa captive-portal
commands.
TABLE 4-1 Captive Portal Authentication WebUI Page Options
Parameter Description

Default Role

(Only available with
Policy Enforcement
Firewall license)

Enable Guest Logon

Enable User Logon

Enable Logout Popup

Window

Protocol type

Redirect Pause Time

Welcome Page
Location

The role assigned to the Captive Portal user upon login.
When both the user and guest logins are enabled, the
default role applies to the user login; users logging in
using the guest interface are assigned the guest role.

Default: guest

Select this option to enable Captive Portal logon
without authentication.

Default: Disabled

Select this option to enable Captive Portal with
authentication of user credentials.

Default: Enabled

When this is enabled, a pop-up window appears with
the Logout link for the user to logout after logon. If this
is disabled, the user remains logged in until the user
timeout period or until the station reloads.

Default: Enabled

The protocol used on re-direction to the Captive Portal
page. If you select http, modify the captiveportal policy
to allow http traffic.

Default: https

This is the time, in seconds, that the system remains in
the initial welcome page before re-directing the user to
the final web URL. If set to O, the welcome page
displays until the user clicks on the indicated link.

Default: 10 seconds

The welcome page is the page that appears soon after
logon and before re-direction to the web URL. This can
be set to any URL.

Default: /auth/welcome.html
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TABLE 4-1

Captive Portal Authentication WebUI Page Options (Continued)

Login Page Location

Logon Wait Interval

CPU Utilization
Threshold

Match ESSID List
(Base operating system

only)

Proxy Host: Port
(Base operating system

only)

The login page is the page that appears for the user
logon. This can be set to any URL.

Default: /auth/index.html

Time range, in seconds, the user will have to wait for
the logon page to pop up if the CPU load is high. This
works in conjunction with the CPU Utilization
Threshold.

Default: 5 - 10 seconds

The CPU utilization percentage above which the Logon
Wait Interval is applied when presenting the user with
the logon page.

Default value: 60 %

Specifies the ESSIDs on which Captive Portal is
enabled.

Specifies the IP address of the proxy host and port
used for HTTP(S) access.

68

7.

Click Apply to apply the configuration.

Configuring the AAA Server for Captive Portal

The Captive Portal Authentication page allows you to choose the authentication

server(s) to be used for user authentication:

1.

2.
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Under Choose an Authentication Server a pull-down menu allows you to
select the authentication server that will be the primary server.

Click Add for the selection to be applied.

To add additional authentication servers as backup servers, repeat the steps

The servers appear in the order of descending priority. The first entry is
always the primary server. To change the order, use the up or down arrows to
move an entry higher or lower in the list.

Click Apply.
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Changing the Protocol to HTTP

By default, HTTPS is used on redirection to the Captive Portal page. If you need to
use HTTP instead, you need to modify the following:

B Change the protocol type to HTTP:

° In the WebUI, navigate to the Configuration > Advanced > Security >
Authentication Methods > Captive Portal page. For Protocol Type,
select http and click Apply.

° In the CLI, enter the command aaa captive-portal protocol-http.
B Modify the captiveportal policy to permit HTTP traffic.
° In the WebUI, navigate to the Configuration > Advanced > Security >
Policies page.
l. Click Edit for the captiveportal policy.
Il. Delete the rule for “user mswitch svc-https permit”.

Ill. Add a new rule for the following and move this rule to the top of the
rules list:

source is user
destination is the mswitch alias
service is svc-http
action is permit
IV. Click Apply.
® In the CLI, enter the following:

ip access-list session “captiveportal™

no alias "user™ alias "mswitch" *svc-https™ permit
alias "user" alias "mswitch" "svc-http" permit
alias "user" any "svc-http" dst-nat 8080

alias "user" any '"svc-https' dst-nat 8081
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Personalizing the Captive Portal Page

The following can be personalized on the captive portal page:

B Captive portal background
| Page text
B Acceptance Use Policy
1 Navigate to the Maintenance > Captive Portal > Customize Login page.
Tl Moitenance Reports

Switch - < - s &

R vt Captive Portal > Customize Login Page

Retoat Switch Customize the look of your Captive Portal

Clear Corfig m

Syrichronize Datsbase YOUR CUSTOM

Livense Management Page Design BACKGROUND

Book Parameters (Click your chaice.) ' JPEG FORMAT ONLY

File

Copy Files

Copry Logs

Copy Crash Files Page text (in HTML format):

Backup Flash (Slze limited to 16K)

Restore Flash

Delete Files AaitioRal options

\‘T“Lrﬂ:'afa oo Mlabet: More eptions will B2 made available Frere when you have chosen a page design from the choiess dbove,

Frogram A Edit your Acceptable Use Policy

Feboaot AP

WS Datsbase Palicy Text (in HTML format):

aplive al (Used only when Guest Access is

L cli:;:;u:;um e erabled. Size limited to 166)

Lipload Certificate

Uplosd Sygate-OrrDemand Agent Submit | | Raget | view CoptivePortal

Lipload Custom Login Pages T l\a

You can choose one of three page designs. To select an existing design, click
the first or the second page design present.

2. To customize the page background:

A. Select the YOUR CUSTOM BACKGROUND page.

B. Under Additional options, enter the location of the JPEG image in the
Upload your own custom background field.

C. You can also set the background color in the Custom page background
color field. The color code must a hexadecimal value in the format
#hhhhhh.
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D. You can view the background setting by first clicking Submit on the
bottom on the page, then clicking the View CaptivePortal link. This
displays the Captive Portal page as it will be seen by users.

USERMAME

PASSWORD

|
LogIn

Logging in as a registered
user indicates you have
read and accepted the
Acceptable Use Policy.

To customize the captive portal background text:

B Enter the text that needs to be displayed in the Page Text (in HTML format)
message box. To view the changes, click Submit at the bottom on the page
and then click the View CaptivePortal link. This will bring up the captive portal
page as seen by the users

To customize the text under the Acceptable Use Policy:

B Enter the policy information in the Policy Text text box. This appears only in
case of guest logon. To view the changes, click Submit at the bottom on the
page and then click the View CaptivePortal link. This will bring up the captive
portal page as seen by the users

The text keyed in will appear in a text box when the Acceptable Use Policy is clicked
on the captive portal web page.
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E. To view the changes, click Submit at the bottom on the page and then

click the View CaptivePortal link. This displays the Captive Portal page
as it will be seen by users.

GUEST USER!

EMAIL

Logging in as a guest user
indicates you have read
and accepted the
Acceptable Use Policy.

The text you entered appears in a text box when the user clicks the
Acceptable Use Policy on the Captive Portal web page.
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Networks

The combination of Layer-2 Tunneling Protocol and Internet Protocol Security
(L2TP/IPSec) is a highly secure technology for making remote access virtual
private network (VPN) connections across public networks such as the Internet.
For wireless networks, VPN can also be used to further secure the wireless data
from attackers. The Alcatel WLAN Switch can be used as a VPN concentrator that
terminates all VPN connections from both wired and wireless users. For Windows
clients, a dialer can be downloaded from the WLAN Switch to auto configure the
tunnel settings on the dialer. This chapter primarily deals with the configuration of
L2TP and Point-to-Point Tunneling Protocol (PPTP) VPN tunnels.

This chapter describes the following topics:
m  “VPN Configuration” on page 73

B “Example Configurations” on page 77

VPN Configuration

To configure VPN on the WLAN Switch, the VPN authentication method needs to
be enabled first.

Enabling VPN Authentication

To enable VPN authentication, you must configure the following prerequisites:

B Role - The default user role for the 802.1x users. Refer to Chapter 1,
“Configuring Firewall Roles and Policies” to configure roles.

Derivation rules, if present, take precedence over the default user role.

B Authentication Server - The authentication server the WLAN Switch would
use to validate the users. Refer to Chapter 2, “Configuring AAA Servers” for
configuration details.
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To enable VPN authentication:

1. Navigate to the Configuration > Advanced > Security > Authentication
Methods > VPN Authentication page.

[Tl Confiuation Save Corfiguration
Baslc | Advanced Security > Authentication Methods > VPN Authentication
Switch
gg;! al 802.1x | | VPN | Ceptive Portal MALC Address Stateful 802.1x | | SSID | | L2 Encryption | | Advanced
Management
Seture Access Authentication Enabled =
WLAN [Cetault Raole defaut-prrrale
etwork Authentication Fallure Threshold fior Station Blacklisting n (0 disables blacklisting)
Radio
Advanced
RF Management Authentication Servers
Callbration Marme Type 1P Address Authentication Port Slatus Aclions
add
i Apely |
Manitoring )

2. Select the Authentication Enabled checkbox to enable VPN authentication.
3. Choose the Default Role for the users from the pull down menu.

4. Set Authentication Failure Threshold for Station Blacklisting to an integer
value. This number indicates the number of contiguous authentication
failures before the station is blacklisted.

5. Click Add under Authentication Server to add a server.

6. From the pull down menu select the server that will be the primary
authentication server. Click Add after making the choice.

7. To add servers, repeat the steps for each server.

fiasic | Advanced Security = Authentication Methods = VPN Authentication

S:;E\ii:al 802.1x | | VPN | Ceptive Portal | | MAC Address | | Stabeful 802, 1x SSID | | L2 Encryplion | | Advanced
Management
Secure Access Authentication Enabled r

WLAN Default Role defnuitvpnrole v
etk Auttentication Fallure Threshald for Statlon Blacklisting o (0 cteables hlack listing)
Radic
Advarced

RF Management Authentication Servers
Calibration MName Type 1P Address Authentication Port Status Actions

Choose an Authentication Server

16.0.254) » add| Cancel

Achianced
Security

Apply |

8. The servers appear in the order of descending priority. The first entry is
always the primary server. To change the order, use the Up or Down buttons
to the right on the entry to move it higher up or lower down in the list.

9. Click Apply to apply the configuration changes made before navigating to
other pages to avoid losing the changes made.
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10. Click Save Configuration to save the configuration between reboots.

Configuring VPN with L2TP IPSec

1. Navigate to the Configuration > Advanced > Security > VPN Settings >
IPSEC page.

[Tl Configuration Evenis | Reports

Baslc | Advanced Security > VPN Settings > IPSEC
{;::;hu IPSEC [ FPTP | | Dialers | | Emulate VPN Servers | | Site-To-Site | | Advanced
Menagement L2TP and XAUTH Parameters
Seoure Acoess Encble LZTP =
WLAN Authentication Protocols @ PAPT CHAP ™ MSCHAP ™ MSCHAPY2
N-‘fr?’\'r"k Primary DiNS Server 0.00.0.01
Ijacno Secondary DMS Server 0.0.0.0
Actvanced Frimary WINS Server 0.0.0.0
RF Managernent _
Calibration Secondary WINS Server 0.0.0.0
Optimization Address Pools
Protection Pool Narme Start Address End Address Actions
Monitioring
add
Advanced
Security Source NAT
Rogua AP Enable Source MAT r
Roles MAT Pocl ¥
Policles Aggressive Mode
AAA Servers IKE Aggressive Group Mame changeme | (Only neadad for XALITH)
Authrentication Methods IKE Shared B
VPN Settings 2 2=
Flrewall Sektings Subnet Subnet Mask Lenath Key Actions
Extarnal Sarvices [nterface Add
Aclvanced IKE Policles
WLAM Intrusion Protection Priority  Fneryption  Hash  Authentication Group Litetime Actlon
sl s = 3
Deniial of Servic Defadt  3DES SHA  PRE-SHARE GROUP 2 [300 - B5400] seconds, no volume limit
MarrIr-the-Middle add |
Signabures
Policies
Apply

2. To enable L2TP, check Enable L2TP.

3. Select the authentication method. Currently supported methods are
Password Authentication Protocol (PAP), Challenge Handshake
Authentication Protocol (CHAP), Microsoft Challenge Handshake
Authentication Protocol (MSCHAP) and MSCHAP version 2 (MSCHAPV2).

4. Configure the IP addresses of the primary and secondary Domain Name
System (DNS) servers and primary and secondary Windows Internet Naming
Service (WINS) Server that will be pushed to the VPN client.
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Address Pools
This is the pool from which the clients are assigned addresses.

1. Under Address Pools, click Add to open the Add Address Pool page.

(=Tl Diagnostics | Malntenance Save Configuration | Logout |
Gaslc | Advanced Security > VPN Settings > IPSEC > Add Address Pool « Back
Switch
Gereral Poal MNanme
Maragement Start Address
Secure Access Erd Address
WLAN Done

2. Specify the start address, the end address and the pool name.

3. Click Done to apply the configuration.

Source NAT

Use this option if the IP addresses of users need to be translated to access the
network. To use this option, you must have created a NAT pool by navigating to
the Configuration > Advanced > Security > Advanced > NAT Pools page.

IKE Shared Secrets

You can configure a global IKE key or configure an IKE key for each subnet. Make
sure that this key matches the key on the client.

1. Under IKE Shared Secrets, click Add to open the Add IKE Secret page.

W\ﬂg}rﬂim Ciagnostics Peporls

Save Configuration m

fasic | Advanced Security > VPN Settings > IPSEC> Add IKE Secret «ack |
Switch

(mereral Subret 0.0.0.0

Management Subnet Mask 0.0.0.0

Sarire AcCecs (Plegse use the defaults 0.0.000 for the Subret and Subnet mask IF you do not Intend to have multiple pre-shared keys)
WLAN IKE Shared Secrel

[Nabwork Verlfy IKE Sharad Secrat

Radio Dana

2. Enter the subnet and subnet mask. To make the IKE key global, specify
0.0.0.0 and 0.0.0.0 for both values.

3. Enter the IKE Shared Secret and Verify IKE Shared Secret.
4. Click Done to apply the configurations.
5. Click Back to return to the main VPN L2TP configuration page.

76 AOS-W 2.5.3 032034-00 Rev A
User Guide July 2006



Configuring Virtual Private Networks

Chapter 5
IKE Policies
1. Under IKE Policies, click Add to open the IPSEC Add Policy configuration
page.
[Tl Configuration mm-
Bxic | Advamted  Sacuritvy > VPN Settinas > IPSEC ~ Add POIICV « Back
Swiltch
o Priority
Menagement Ercryption JDEE W
Secure Acoess Hash Algerithm SHA
WLAMN Authentication PRE-SHARE
Diffie Hellmen Group GROUPE [+

Life Tirme{sacs)

Done

N

Set the Priority to 1 for this configuration to take priority over the Default
setting.

Set the Encryption type from the drop-down menu.
Set the HASH Algorithm to SHA or MD5.
Set the Authentication to Pre-Share or RSA.

o o kW

Set the Diffie Hellman Group to Group 1 or Group 2.

The configurations from 1 through 5 along with the pre-share key
need to be reflected in the VPN client configuration. When using a 3rd
party VPN client, set the VPN configuration on clients to match the
choices made above. In case the Alcatel dialer is used, these
configuration need to be made on the dialer prior to downloading the
dialer onto the local client.

7. Click Done to activate the changes.
8. Click Back to return to the main VPN L2TP configuration page.
9. Click Apply to apply the changes made before navigating to other pages.

Example Configurations

Configuring VPN with PPTP

You must configure the following prerequisites:

1. The steps in “Enabling VPN Authentication” must be completed along with
the PPTP configuration to use PPTP.
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2. Navigate to the Configuration > Advanced > Security > VPN Settings > PPTP
page

Save Configuration | Logout |

onitoring JRSCRISTe (=il Discrostics Reporls
Bemic | Advanced Se rity > VPN Set =~ PPTP
Switch _ PRTP | | Dialers | | Emulate VP Senvers | | Site-To-Site | | Advanced
(5aners
Menagement PPTP Parameters
Secure Acoess Enahle EETE "
WLAN FRTP Echo Timeoutisecs) s
o
MNetwork Authentication Protocols P MECHARv2
I:-:..,-.:o Primary DiNG Sarver 10.11.1.231
Advanced Sacondary DS Server 11.10.1.123
RF Management — e 232
ot Primery WINS Server 10:dll 28
Optimization Secondary WINS Server 11.10.1.124
Address Pools
Pool Name Start Address End Address Actions
Sl T e Edit| | Dulete
Securlty S ”|" g 10.1.1.1 10.1.1.45 [Edit] [ Dutate |
Rogus AP el
Roles Apply
Folicies

3. To enable PPTP, select Enable PPTP.

4. Select the authentication method. The currently-supported method is
MSCHAPv2.

5. Configure the primary and secondary DNS servers and primary and secondary
WINS Server that will be pushed to the VPN Dialer.

6. Configure the VPN Address Pool.
A. Click Add. The Add Address Pool page displays.
B. Specify the start address, the end address and the pool name.
C. Click Done on completion to apply the configuration.

7. Click Back to access the main PPTP configuration page.

8. Click Apply to apply the changes made before navigating to other pages.

Configuring Alcatel Dialer

1. Navigate to the Configuration > Advanced > Security > VPN Settings >
Dialers page. Click Add to add a new dialer or click the Edit tab to edit an
existing dialer.

2. Configure the dialer

3. Enter the Dialer name that will be used to identify this setting.
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4. Configure the dialer to work with PPTP or L2TP by selecting the Enable PPTP
or the Enable L2TP checkbox.
Corfiguratin Save Corfg.raion
B2 | Advanced > VPN Settings > Dialers> Add Dialer % Back |
Switch
Coreral Dialer Marne Dialier 1
Maragement Enable PETP F
Seture ACCESs Ensble L2TP i
WLAN Send Direct Network Traffic In Clear(Split Turreling) r
IMetwork Disable Wireless Devices When Client is Wired r
Radio Enahle Securll Mew and Mext Pin Mode r
Achvanced Authertication 7 PAR F CHAR F MSCHAR B MSTHAR? T Cache Sear D Token
RF Management IKE Lifetime (secs) 20000
Callbration IKE Ercryption & 3ES CDES
Optimization IKE Diffie Hellman Group w2
Protection IKE Hash Algerithm & SHA ©MDS
Monitoring IKE Authentication ©RSA Signabures & Prochared Key Passwiord
Advanced IPEEC Lifetime (secs) 7200
Sacurity IPEEC Mode Group w2
Fogue AP IPSEC Encryption & ESP-30ES ¢ ESP-DES
Roles 1RSEC Hash Algorithm & ESP-SHA-HMAC © ESP-MDSHMAL
Policies
AR Servers Done |
5. Select the authentication protocol. This should match the L2TP protocol list
selected if Enable L2TP is checked or the PPTP list configured if Enable PPTP
is checked.
For L2TP:
1. Set the hash algorithm to SHA or MD5 as in the IKE Policies page.
2. |If Pre-share is selected as the authentication in the IKE Policies page, enter
the pre-share key used in the L2TP configuration.
NOTE: The two keys must match.
3. Select the IPSEC Mode Group configuration as in the IKE Policy page for
Diffie Hellman Group.
4. Select the IPSEC Encryption as in the IKE Policy page for Encryption.
5. Select the IPSEC Hash Algorithm to the Algorithm selected in the IKE Policy
page of IPSEC.
6. Click Done to apply the changes made prior to navigating to another page.
7. The VPN dialer can be downloaded using Captive Portal: for the role the user
is assigned through captive portal, configure the dialer by the name used to
identify the dialer.
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For example, if the captive portal user is assigned the guest role after logging
on through captive portal and the dialer is called mydialer, configure mydialer

as the dialer to be used in the guest role.

LTI Convigirsten Holrfznarce

Save Conflauration

| Advanced Security > User Roles > Edit Role(guest)
Swiltch
e [=eacic]
Management
Secune ACoess Firewall Policles
WILAN MName Rule Count Locatlon Actlon
Metwork cortrol 8 0.00 Edit| oelete | 4] ¥
Radic cplogaut 1 0.0.0 Edit| Detete | 4] ¥
Advanced Add |
RF Management
Calibration
Re-authentication Interval
[risatled Changa | ({1 disables re-authentication. A positive vadus enables authentication)
Maontoring
| Role VLAN ID
Security Mot Assigred NotAssigned v | Ghange |
Rogue AP
Roles Bandwidth Contract
Policies 1ot Erforced v || Change | ™ Per User
ARA Servers
Authentication Methods VPN Dialer
VPR Sethifes INot Assigred MotAssigned ¥ Change
X P Mot Assigned
Firewall Sattings vl
External Services Inkerface L2TP Pool
Advarced defelt-12tp-pool NeotAssigned v Change |
WILAN Tntruslon Protection
Denial of Service PPTP Pool
Mer-[rn-the-Middle default-ppip-poal Mol Assigned | | Change
Signabures
Policies apply

Configuring Site-to-Site VPN

Site-to-site VPN allows sites at different physical locations to securely
communicate with each other over a Layer-3 network such as the Internet. You
can use Alcatel WLAN Switches instead of VPN concentrators to connect the
sites. Or, you can use a VPN concentrator at one site and a WLAN Switch at the

other site.
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You must configure VPN settings on the WLAN Switches at both the local and
remote sites. In the following figure, a VPN tunnel connects Network A to
Network B across the Internet.

VLAN
(SouRrcek IP FOR IKE) PEER GATEWAY

WLAN SwiITcH B

DESTINATION NETWORK

SOURCE NETWORK

INTERFACE A NTERFACE B

FIGURE 5-1 Site-to-Site VPN Configuration Components

To configure the VPN tunnel on WLAN Switch A, you need to configure the
following:

B The source network (Network A)
B The destination network (Network B)

B The VLAN on which the WLAN Switch A's interface to the Layer-3 network is
located (Interface A in the figure)

B The peer gateway, which is the IP address of WLAN Switch B’s interface to
the Layer-3 network (Interface B in the figure)

To configure a site-to-site VPN on the WLAN Switch:

NOTE: You must configure VPN settings on the WLAN Switches at both the
local and remote sites.

1. Navigate to the Configuration > Advanced > Security > VPN Settings >
Site-to-Site page.
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2.

9.

Under IPSec Maps, click Add to open the Add IPSec Map page.

Menitoring  ReERIISTE R ] m Save Configuration | Logout
Baslc | Advanced Security > VPN Settings > Site-To-Site> Add IPSec Map ki)
Switch
Mame
Priorify 100
Source Mebwork:
Source Subnet Mask
Drestination hebwork
Destination Subnet Mask
Advanded Pear Gateway
RF I\:Ianr.nmmenl Security Association Lifetime (seconds)
L“'_'L” ‘Jl'u_' VLAN Hone |
(_.31_;_|r:| .mllu ] eFs e B
ety Pre-Connect r
I':! 9 Trusted Turmel
.-@,';-.: wed Trarform Sets <= | defaultransfom «
Security _
Rogue AP IKE Shared Seaet
Roles Verlfy IKE Shared Secrat
Folicles Done |
AAA Servers :

Enter a name for this VPN connection in the Name field.

Enter the IP address and netmask for the source (the local network connected
to the WLAN Switch) in the Source Network and Source Subnet Mask
fields, respectively. (See WLAN Switch A in Figure 5-1.)

Enter the IP address and netmask for the destination (the remote network to
which the local network will communicate) in the Destination Network and
Destination Subnet Mask fields, respectively. (See WLAN Switch B in
Figure 5-1.)

In the Peer Gateway field, enter the IP address of the interface on the remote
WLAN Switch that connects to the Layer-3 network. (See Interface B in
Figure 5-1.)

Select the VLAN that contains the interface of the local WLAN Switch which
connects to the Layer-3 network. (See Interface A in Figure 5-1.)

This determines the source IP address used to initiate IKE. If you select O or
None, the default is the VLAN of the WLAN Switch’s IP address (either the
VLAN where the loopback IP is configured or VLAN 1 if no loopback IP is
configured).

Select Pre-Connect to have the VPN connection established even if there is
no traffic being sent from the local network. If this is not selected, the VPN
connection is only established when traffic is sent from the local network to
the remote network.

Select Trusted Tunnel if traffic between the networks is trusted. If this is not
selected, traffic between the networks is untrusted.

10. Enter the IKE shared secret.

11.

Click Done to apply the configuration.
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xSec (or Extreme Security) is a cryptographically secure, Layer-2 tunneling
network protocol. xSec is implemented over 802.1x protocol.

This protocol can be used to secure Layer-2 traffic between the WLAN Switch
and the wired and wireless clients, and between two Alcatel WLAN Switches.

This chapter describes the following topics:
B “Advantages of Using xSec” on page 83
B “Enabling xSec on the Alcatel WLAN Switch” on page 84
B “xSec Communication” on page 85
[

“xSec Configurations” on page 85

Advantages of Using xSec

xSec encrypts the original Layer-2 data frame inside a Layer-2 xSec frame, the
contents of which is defined by the protocol. xSec relies on 256-bit AES
encryption. Upon authentication, xSec creates tunnel between the client and the
WLAN Switch. The xSec frame sent over the air or wire between the user and the
WLAN Switch contains all user / WLAN Switch information, as well as the original
IP and MAAC address, but in encrypted form. The only visible address is the MAC
address assigned by the xSec protocol for the tunnel endpoints. All user
information is now truly secured using xSec. This concept is also extended to
secure information, management and data, between two Alcatel WLAN Switches
on the same VLAN.

For xSec tunneling between the client and Alcatel WLAN Switch to work, a
version of the Funk Odyssey client?! that supports xSec needs to be installed on
the client machine. Using xSec, it is possible to secure Win 2000 and Win XP
operating systems.

xSec provides the following advantages:

B Advanced security as Layer-2 frames are encrypted and tunneled.

1. For information on the currently supported release, please contact Funk.
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B Ease of implementation of advanced encryption in a heterogeneous
environment. xSec is designed to support multiple OSs and a wide range of
NICs. All encryption and decryption on the client machine is done by the
Odyssey client while the NICs are configured with NULL encryption. This
ensures that even older OSs that cannot be upgraded to support WPA /
WPAZ2 can be secured using xSec and the xSec-Odyssey client.

u Is compatible with TLS, TTLS and PEAP.

Extends advanced authentication to wired clients allowing network managers
to secure wired ports.

Enabling xSec on the Alcatel WLAN Switch

xSec is a licensed feature. Upon purchasing and installing the xSec license, xSec
is automatically enabled on the Alcatel WLAN Switch.

Deployment Scenarios for xSec

xSec can be used to secure traffic in the following scenarios:

B Between the WLAN Switch and the wireless client

B Between the WLAN Switch and a wired client

B Secure communications between two WLAN Switches on the same VLAN.

Each of these deployment scenarios and the configurations / settings for each of
them is described in detail in this section.

84 AOS-W 2.5.3 032034-00 Rev A
User Guide July 2006



Configuring Advanced Security
Chapter 6

xSec Communication

Consider the following topology:

Wired WLAH connection
x3ec tunnel

/

Nehark

Li/
-
Interface @ Gig 2f24 ‘

VLAR ID : 100 IP 193 16&.%0. 154
IP : 19% 16&.1a0.2

xiec WLAM : 0 .
IP 19i.16%.80.1 3

IP 192 16&.100.1

FIGURE 6-1 Securing Client Traffic Over the Internet

For the client to connect to the Internet, it has to complete 802.1x authentication.
The use of xSec by the client is indicated during the 802.1x transactions to the
WLAN Switch. Upon successful authentication, the xSec tunnel is established
between the Alcatel WLAN Switch and the client. Once the tunnel is established,
the client laptop is assigned an IP address from the xSec VLAN (for wired clients)
or from the user VLAN (for wireless clients). All traffic between the user and the
WLAN Switch is now encrypted.

In the case of wired xSec, all traffic to and from the WLAN Switch on the port’s
native VLAN will be unencrypted whereas all xSec tunnel traffic will be encrypted.
This means that Alcatel WLAN Switches can communicate with
non-xSec-capable devices as well as xSec-capable devices on the same port.

In Figure 6-1, traffic on VLAN 100 is un-encrypted, whereas traffic on VLANZ2O is
encrypted. Traffic to and from the Router on VLAN 100 is un-encrypted.

xSec Configurations

This section includes the following configurations:
B Securing wireless clients
B Securing wired clients

m  Securing WLAN Switch to WLAN Switch communications
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Securing a Wireless Client

Wireless Clients can be secured using xSec by installing the Odyssey client on the
client machine and configuring the Alcatel WLAN Switch to support xSec. The
APs can connect back to the WLAN Switch across a Layer-2 or a Layer-3 network.
All traffic from the wireless client to the WLAN Switch will be encrypted. Traffic
on the native VLAN of the ports that connect to the AP network will be
unencrypted. Traffic from the AP to the WLAN Switch is encapsulated in a GRE
tunnel with the control traffic from the AP being unencrypted.

MNetmork

Wired WLANW conmection
miec tarmel

_a
=3V €

-

Cliert VLAR: £0

IP 13% 16&. 80,154

FIGURE 6-2 Securing Wireless Clients

Configuring xSec for Wireless Clients

1.

2.

Configure the Access Point.

xSec requires the APs to be configured with encryption disabled (encryption
set to NULL). There are two settings that the APs can operate in based on the
encryption. The difference would be based on the type of clients allowed.

A.

Encryption set to xSec

In this case, the encryption method on the APs is set to NULL and only
xSec clients will be allowed to connect to the network. All other
connections are dropped.

Encryption set to NULL

Here, clients with authentication disabled would be allowed to connect to
the AP along with the xSec client. Though the xSec clients are secured,
the data from the non-encrypted clients will be visible in the air in clear
text.

Alcatel strongly recommends the use of the former method (A) as the
selected encryption method. Alcatel recommends the use of method B
when connecting non-Alcatel APs. In this case, the WLAN Switch port
that connects to the third-party AP is protected by xSec.

Navigate to the Configure > Advanced > WLAN > Network > SSID page.
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Configure the AP settings - ESSID and VLAN. Set the encryption type to xSec

or NULL.

Configuration Save Corfiguration
Basic | Advanced WLAN > Network > Add SSID =ack |
Switch

Gereral Add SSID
Meragemertt S5I0 wEeT Forward Mode  CBridge T Deorypt Turnel & Tunnel
Secure Access Radlo Type #2118 -

WLAN Hide 551D r o . X e e
(e, 51D Default VLAR = <=2| [Nore | Erwryption ;I\:::!_ CWEP CTKIP ©AES-COM ¢ Mixed TKIPJAES-COM
Fadka Igreore Broadcast Probe - Type -

Achanced Request

RF Management DTIM Periad 2
Callbration
Optimization
Frokection Apply |

3. Click Apply for the configuration changes made to take effect.
4. Configure the Authentication method.

Enable 802.1x authentication on the Alcatel WLAN Switch. Enable 802.1x and
configure the default-role. For information on setting up 802.1x on the Alcatel
WLAN Switch refer to Chapter 3, “Configuring 802.1x Authentication.”

5. Configure the client.

The Funk Odyssey Client needs to be installed and set up on the client to
support xSec. Refer to “Configuring the Funk Client on Client Machines” on
page 93 for instruction on how to set up xSec.

Configure xSec for Wired Clients

xSec can be used to secure communication between a wired client and a WLAN
Switch or to establish a point-point secure connection between two Alcatel
WLAN WLAN Switches connected over a Layer-2 network.
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To enable xSec on a Fast Ethernet / Gig Ethernet port, the following parameters
need to be set at the interface level.

TABLE 6-1 Ethernet Port Parameter Settings

xSec Vlan The VLAN on which the xSec tunnel terminates. All
traffic on this VLAN will be encrypted. In case of the
wired client, the clients would be assigned this VLAN.

This VLAN must have a Layer-3 interface. If the WLAN
Switch is a DHCP server or replay on this VLAN, the
interface must have an IP address assigned to it.

Native port VLAN The access VLAN for this port must be a VLAN that is
different from the xSec VLAN. All the unencrypted and
non xSec tunnel traffic will belong to this VLAN

xSec assigned This is of importance only in the WLAN Switch-to-WLAN

ports Switch, point-to-point tunnel setting. This parameter is
used to specify the VLANSs that will be shared across the
two WLAN Switches forming the tunnel end points.

Alcatel WLAN Switches support 802.1x for wired clients as well as wireless
clients. xSec can be used as the encryption method for the 802.1x wired clients.

To secure the wired client:
1. Enable wired 802.1x on the Alcatel WLAN Switch.

Navigate to the Configuration > Advanced > Security > Authentication
Methods > 802.1x page. Select the Enable Wired Clients checkbox. Click
Apply to apply the configuration. For information on setting up 802.1x on the
Alcatel WLAN Switch refer to Chapter 3, “Configuring 802.1x
Authentication.”

2. Configure VLAN and the Layer-3 interface.

Navigate to the Configuration > Advanced > Switch > General > VLAN page.
Configure the VLAN to be used for xSec communication and xSec clients.
Configure an IP address for the VLAN making it a Layer-3 interface.

3. Ensure that a DHCP server is configured to provide addresses to the xSec
clients with addresses from the above mentioned address space.

88 AOS-W 2.5.3 032034-00 Rev A
User Guide July 2006



Configuring Advanced Security
Chapter 6

4. Identify the ports on the Alcatel WLAN Switch which the xSec clients will use
to connect. In Figure 6-3, port Fe2/10 connects to the xSec client “Laptop3”
and client “Laptop1” and “Laptop2” connect over a Layer-2 network to Gig
2/24. So both ports need to be configured as xSec ports.

Irterface : Gig £fEd
VLAR ID : 19

IP @ 19 16%.100.% : -
xSec YLAR - #0 Wired VIANW conmection R e e L
; Laptopl

IF 19%. 16§.20.1 / IP 193 16&.%0.154

Metwo ?
: Fe EF10 ‘ e
"“-\‘ . IF 19& 16&.100.1
Laptopt
IF 19% 165 &0.15k
Laptop?
IP 19% 1B&.%0.156
FIGURE 6-3 Configuring Wired Clients for xSec
5. Configure the ports identified in the previous step.
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Navigate to the Configuration > Advanced > Switch > Port page. Select the
port/s that will support xSec clients.

Configure Selected Port 1/2
Enable Port

<l

Enable 802.3af Power Over Ethernet
(Disabling this option wil also disable Cisco Pawsr Over Ethernst)

3 ol i |

Enable Cisco Power Over Ethernet
Make Port Trusted r

Port Made ® access © Trunk

S

Firewall Policy -

Enter VLAR(s) 100

Enable MU r

W Enabled
15 |port Cost
126 Pricrity
I Port Fast

Spanning Tree

»5eC YLAN v

s
xSec Foint-to-Foint 7

¥ | Allowed YLANS

|MTU

Apply

6. Set the native VLAN on the port to ensure Layer-2 connectivity to the
network.

7. Set the xSec VLAN to the VLAN configured in Step2. This should be a
different VLAN from the native VLAN. In the example above, the native VLAN
is VLAN100 and the xSec VLAN is VLAN20

NOTE:

Multiple interfaces can use the same xSec VLAN for the clients
connecting via these interfaces. In the above example Gig 2/24 and
FE 2/10 can have the same xSec VLAN in which case all 3 laptops
will get the addresses from the same subnet. If different xSec VLANs
are configured Laptop3 would be on a different subnet than Laptop1

and Laptop2

8. Configure the client.

The Funk Odyssey Client needs to be installed and set up on the client to
support xSec. Refer to “Configuring the Funk Client on Client Machines” on
page 93.
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Securing WLAN Switch-to-WLAN Switch
Communication

xSec can be used to secure communications between two Alcatel WLAN
Switches in a WLAN environment. The only requirement is that both WLAN
Switches be members of the same VLAN. A point-to-point tunnel is established
between the two switches and all control and data traffic between the two
switches will be encrypted.

=3ec turmel
&1l com 3 WLAKH -
Mired WLAM commectiom 101 &00 850

MNetar

_— oy

b
Interface: Gig £7id ‘ 5
Interface: [Gig $fE5

WLAN ID:  1ow
IF: 19% 16&. 100 % LAW ID: 100
IF: 192 165,100 .25

=iec WLANW: f0
xiec WLAW: i0

IF 138 168.E0.1
HaC O0:01:02:03:04: 05:06 IP 19% 158 100.1 :{PBE m:llgli‘-ll;ﬁ‘i;‘ifd.‘ZlSs‘”

FIGURE 6-4 Configuring xSec for WLAN Switch-to-WLAN Switch
Communications
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Table 6-2 shows the parameter descriptions and settings used in this example.

TABLE 6-2

Parameter Descriptions and Example Settings

Parameter

Port

xSec VLAN

xSec
Point-to-Point
Allowed VLANs

Description

The port that is used
for the xSec
Communication -
This can be a FE ,
gigE port or a port
channel

The VLAN that will be
used for xSec tunnel
termination. This
VLAN should be
different from the
ports L2 VLAN
settings

The VLANSs that will
extend across both

the switches via the
xSec tunnel

WLAN Switch1
Gig 2/24

VLAN ID 20

101,200,250

WLAN Switch2
Gig 2/25

VLAN ID 20

101,200,250

xSec MAC address of the MAC of WLAN MAC of WLAN
Point-to-Point tunnel termination Switch2 Switch1
MAC points

11:12:13:14:15:16 01:02:03:04:05:06
xSec Shared key used test123456 test123456
Point-to-Point between the two
Key Switches
1. Identify the ports that will be used for communication between the two

WLAN Switches.

2. Navigate to the Configuration > Advanced > General > Switch > Port page on
WLAN Switch1.

A. Configure the xSec VLAN setting. Ensure that this VLAN is configured on
both WLAN Switches and has an IP address associated with it.

B. Configure the xSec point-to-point settings.

C. Configure the MAC address of the tunnel termination point (WLAN
Switch2’s mac address)

D. Configure the key used by xSec that will be shared between the two
WLAN Switches to establish the tunnel.

E. Configure the VLANs that would be allowed across the point-to-point
connection.

3. Click Apply for the configuration changes made to take effect.
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4. Repeat steps 1 through 3 on WLAN Switch2 using WLAN Switch1’'s MAC
address in step 2b, and apply the configuration.

Configuring the Funk Client on Client Machines

The Funk Odyssey Clients can be purchased from Funk Software. For information
on Funk Software versions, contact Alcatel or Funk Software support.

To install the Odyssey Client:
1. Unzip and install the Funk Odyssey client on the client laptop.

2. For wired xSec, to use the Odyssey client to control the wired port, modify
the registry:

A. On the windows machine, click Start and select Run.
B. Type regedit in the dialog box and click OK.

C. Navigate down the tree to HKEY_LOCAL_MACHINE\SOFTWARE\Funk Software,
Inc.\odyssey\client\configuration\options\wiredxsec.

| & Registry Editor

File Edit View Favorites Help

(1 ATI Technologies || Mame Type Data

l -1 ATI Technologies Inc. [sB](peFaulty REG_SZ (value not set)
= D AvantGo E"jpolicy REG_SZ

{ :ﬁ E Efg::kit [8probeafter REG ST
|:\ 23 cosfsy prUbEInterva\ REG_SE

1 o [aB)prabeRetries REG_SZ

| 28] startwhen REG_SZ

=0 Funk Software, Inc.
=1 Odyssey 3
=20 dient
=21 configuration
L console
{21 gina
[0 ginabLLs
#-[.1 machine
= D options
[0 ecx
D constraints
[ intetface
(21 nic
2 nwdGina

[

£

My ComputeriHKEY _LOCAL_MACHINE|\SOFTWAREFunk Software, Inc.iOdyssey!dienticonfigurationioptionsiwiredxsec

FIGURE 6-5 The regedit Screen
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D. Select “policy” from the registry values and right click on it. Select

Modify to modify the contents of policy. Set the value in the resulting

window to required.

<

-] ATI Technologies Al
[ ATI Technologiss Inc, T
-] AvantGa

# (L1 Bogosoft

(L] brekeke

# [0 corfisy

= [:I Cisco

(] Classes

& [ Clients

(] Funk Softwars

= (L0 Funk Software, Inc,

2-{I3 Odyssey
1= [ dliert
= (11 configuration
2] console
(21 gina
D ginablLLs
& [ machine
=21 options
£ cox
[__'] constraints
(1 interface
{23 nic
[__] nwGina
Cdui
3] wiredxsec
] wer v
| 3

FIGURE 6-6

IHame

[3B](Default)
E"‘Jpnhcy
E‘Eprobe.ﬁfter
E@]probelnterval
E"JprubeRetriEs

startwhen

Data
{value nat set)

Edit String

Walue name:

‘pulicy

Walue data:

‘requued

Modifying a regedit Policy

3. Open the Funk Odyssey Client. Click the Profile tab in the client window. This
allows the user to create the user profile for 802.1x authentication.
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“Auto-Scan Lists
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_@ Adapters

Frofiles

The fo\lowing prafiles are configured:

Initial Profile

FIGURE 6-7
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Add Profile

Profile name: |x5 ec-uger

User Info | duthentication | TTLS Settings | PEAP Settings|

Lagin name: |AHUBAN ETWORKSkittappa

Password | Centcate | SIM Card |

Permit lagin using pazsword

() Uge Windows password
() Prompt for password
(2 Use the fallowing passward:

| Unmask

The Funk Odyssey Client Profile

A. In the login name dialog box, enter the login name used for 802.1x
authentication. For the password, the client could use the WINDOWS
password or use the configured password based on the selection made.
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B. Click the certificate tab and enter the certificate information required. This
example shows the PEAP settings.

Profile Properties

<. Odyssey Client Manager Brit e anies |xSac
5 C 5 \Web Help

@-Cunnactiun Profiles | User Infn] Authentication | TTLS Settings ” PEAP Settings |

o The following profiles are configured: Authentication protocals, in order of preference:
¢ Profiles Iritial Profile

¥Sec ERRY EERE il il
-?-& Metworks

“Aulnrﬁcan Lists Remove
% Trusted Servers

Walidate server cerlificate
Q Adapters

FIGURE 6-8 Certificate Information

C. Click the Authentication tab. In the resultant windowy, click the Add tab
and select EAP/PEAP. Move this option to the top of the list if PEAP is
the method chosen. If certification validation not required, uncheck the
Validate server certificates setting.

D. Click the PEAP Settings tab and select the EAP protocol supported.
Click OK.

To modify an existing profile, select the profile and then click the
Properties tab.
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4. Select the Network tab to configure the network for wireless client. For
wired clients, skip this step.

- Odyssey Client Manager

Settings

}
Add Netwark

Commands  Wsb  Help

; @- Connection Heteke

The following networks are configured:
{ t Profiles <[ary] ? [ Connect to any available network

?-& Networks Description (optional): |
. Metwork type: |Access paint [infrastructure mode)
“Aulo-Scan Lists |

S_ Trusted Servers Agsociation mode: open

Q Adapters ) Encryption method: zﬁ::ad

Network.

Metwork name [S510: | company

Charinel default channel

WP

Autherticatiorn

[ Authenticate using profile:

Keps wil be genersted automatically for data privacy

Pre-configured keys [WEP]

Fotmat for entening keys: B5CH characters

Kep O |

Kep

kep 3

|
Fepd |
|

FIGURE 6-9 Network Profile

H.

Click the Add tab. Enter the SSID to which the client connects.
Set the Network type to Infrastructure.

Set the Association mode to xSec, AES encryption is automatically
selected.

Under Authentication, select the Authenticate using profile checkbox.

From the pull down menu, select the profile used for 802.1x
authentication. This would be one of the profiles configured in step 2.

Select the keys that will be generated automatically for data privacy.
Apply the configuration changes made by clicking on the OK tab.

To modify an existing profile, select the profile and then click the
Properties tab.

5. Click the Adapters tab if the adapter used is not seen under the list of
adapters pull down menu under connections.

A.
B.

v

When using a wireless client, click the Wireless tab.

Select the Wireless adapters only radio button. From the resulting list,
select the adapter required from the list and click OK.
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C. For wired 802.1x clients, select the Wired 802.1x tab and select the
Wired adapters only radio button. From the resulting list, select the
adapter required from the list and click OK.

6. Establish the connection.
A. Click the Connection tab.

B. From the pull down menu, select the adapter required. If the adapter in
use is not visible, add the adapter as explained in Step 5.

C. Select the Connect to network checkbox and select the Network option
from the pull down menu. To configure a new network, follow the
instructions in Step 4.

D. This will automatically start the connection process. To reconnect to the
network, click Reconnect.

7. Click Scan to display the SSIDs seen by the NIC after a site survey.
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This chapter describes how to configure MAC-based authentication on the
Alcatel WLAN Switch using the WebUI.

Use MAC-based authentication to authenticate devices based on their physical
MAC address. While not the most secure and scalable method, MAC-based
authentication implicitly provides an addition layer of security authentication
devices. MAC-based authentication is often used to authenticate and allow
network access through certain devices while denying access to the rest. For
example, if users are allowed access to the network via station A, then one
method of authenticating station A is MAC-based. Users may be required to
authenticate themselves using other methods depending on the network
privileges required.

MAC-based authentication can also be used to authenticate WiFi phones as an
additional layer of security to prevent other devices from accessing the voice
network using what is normally an insecure SSID.

This chapter describes the following topics:
B “Configuring the Mobility Controller” on page 99

B “Configuring Users” on page 101

Configuring the WLAN Switch

To enable MAC-based authentication on the Alcatel WLAN Switch:

1. Before configuring MAC-based authentication on the WLAN Switch, you
must first configure:

® The role that will be assigned as the default role for the MAC-based
authenticated users. (See Chapter 1, “Configuring Firewall Roles and
Policies” for information on firewall policies to configure roles). If
derivation rules exist or if the user configuration in the internal database
has a role assignment, these values are prioritized over this value.

® The Authentication Server that the WLAN Switch uses to validate the
users. The internal database can be used to configure the users for
MAC-based authentication. See “Configuring Users” on page 101 for
information on configuring the users on the local database. For
information on configuring AAA servers, see Chapter 2, “Configuring
AAA Servers.”
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Navigate to the Configuration > Advanced > Security > Authentication Methods >
MAC Address page.

Canfiguration Save Configration | Logout
Baic | Advanted Security = Authentication Methods > MAC Authentication
Sl J2.4% | [P Portal | MAC Address | | Stateful 802.1x | | 5510 | | L2 Encryption | | Advanced
Generd
Menagenent
Secure Access Authentication Enabled r
Default Raole quest -
Authentication Fallune Threshold for Station Blacklisting n (0 disables blacklisting)
RF Management Authentication Servers
Callbration Marme Type 1P Address Authentication Port Slatus Aclions
H add |
Apply
Moniteeing

Check the Authentication Enabled checkbox to enable authentication.

From the pull-down list for Default Role, select the default role that will
be assigned to the MAC-authenticated users.

® Set the Authentication Failure Threshold for station Blacklisting to a non-zero
value if you want the station to be blacklisted upon failure to authenticate
within the specified number of tries. If not, set the value to O.

Parameters Description

Authentication Select this option to enable MAC-based authentication.
Enabled Default: Unchecked

Default Role Select a configured role to be assigned to the user when the

user is MAC-authenticated. The default value is guest. If
derivation rules are present, the roles assigned to the user
through these rules will take precedence over the default role.

Default role: guest.

Authentication This field specifies the number of times a user can try to login

Failure with wrong credentials after which the user will be blacklisted
Threshold for as a security threat.
Station

Blacklisting

Enter O to disable blacklisting, otherwise enter a non-zero
integer to have the user blacklisted after the specified number
of failures.

Default : 3
3. Configure the authentication servers.
® This is the authentication server to which the WLAN Switch will send
authentication requests. To add an authentication server, click Add under
Choose an Authentication Server. Select the internal database option to use
the local database on the WLAN Switch for MAC-based authentication.
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° From the pull down menu select the RADIUS server that will be the
primary authentication server. Click Add after making the choice.

® To add multiple auth servers repeat these steps for each server.

The servers appear in the order of descending priority. The first entry is
always the primary server. To change the order, use the A or ¥ arrows to
the right of the entry to move it higher up or lower down in the list.

4. Click Apply to apply the changes made. Verify that the changes made have
taken effect on the resultant page.

Configuring Users
This section explains how to configure users in the local database for MAC-based
authentication:

To authenticate users using MAC-authentication by adding a user to the local
database:

1. Navigate to the Configuration > Advanced > Security > AAA Servers > Internal
Database page.

® Under the Users section click Add User. This opens the Add User page.

[Tl Confiuation Save Corfiguration
Baslc | Advanced Security > AAA Servers > Internal Database > Add User
Switch Fie |
General
i LUser Mame
Menagement
Seoure Acoess F
WLAN Verify Password
Metwork Role dotlx_uses -
Radic E-mail employesd@compa
Advanced Enabled ¥
RF Managermenl # Enfry docs not exping
Callbration Expiration © Set Expiry time (mins)
Optimization  Set Expiry Date (mmddfnyyy) WK Expiry Time(hh:mm)
Protection
Monitoring Apply |

® In the User Name field, enter the MAC-address of the device to be used,
(this is the MAC-address of the physical interface that will be used to
access the network). The entry should be in xx:xx:xx:xx:xx:xx format. (If
you are using an external RADIUS server, the username/password format
IS XXXXXXXX.)

o Enter the same address in the above mentioned format in the Password
and Verify Password fields.

° If you want to assign a special role to the user that is different from the
MAC-based authentication default role, in the Role field enter the role for
the user.

® Select the Enabled checkbox to activate the user.
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® Click Apply to apply the settings.
2. Deleting/ Disabling user from the database

® To delete a user from the database, navigate to the Security > AAA Servers
> Internal Database page.

Click Delete to the right of the user you wish delete. The user is deleted.

You can also disabled the user such that the entry will exist in the
database but will not be used for authentication purposes. This can be
achieved by clicking Disable on the right of the user entry.
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This appendix provides an example configuration for a wireless client (the 802.1x
supplicant) in a Windows environment.

For detailed information about configuring computers in a Windows environment
for PEAP-MS-CHAPvV2 and EAP-TLS authentication, see the Microsoft document
Step-by-Step Guide for Setting Up Secure Wireless Access in a Test Lab, available
from Microsoft’'s Download Center (at www.microsoft.com/downloads).

Window XP Wireless Client Example
Configuration

This section shows an example of how to configure a Windows XP wireless
client using Windows XP’s Wireless Zero Configuration service.

NoOTE: The following steps apply to a computer running Windows XP
Professional Version 2002 with Service Pack 2. To configure a wireless
client on other Windows platforms, see your Microsoft Windows
documentation.

1. On the desktop, right-click My Network Places and select Properties.

2. In the Network Connections window, right-click on Wireless Network
Connection and select Properties.

3. Select the Wireless Networks tab.
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This screen displays the available wireless networks and the list of preferred
networks. Windows connects to the preferred networks in the order in which
they appear in the list.

& ¥ireless Network Connection 21 Proper! 2lx|

General Wireless Networks IAdvancedl

¥ Use Windows to configure my wireless network seftings

 &wailable networks:
To connect to an available network, click Configure.

G WLAN-01 Configure
Refresh

i~ Prefered networks:
Automatically connect to available networks in the order listed

bl
§ AN Have up
fove dovir
Add Remove Properties |
Learn about setting up wireless network,
configuration, Advanced |

ok | Cancel |

FIGURE A-1 Wireless Networks

4. Click the Advanced button to display the Networks to access window.

Metworks to access

" Any available network [access point prefered)
& Access point [infrastructure) networks only

" Computer-to-computer [ad hoc) netwarks arly

LR

[~ &utematically connect b non-prefered networks

L
ted

[l e up |
Iove down |

Add.. Femove Fioperties |
Learn about sething up wirsless network,
confiquration. Advanced

ok | Cancel |

FIGURE A-2 Networks to Access
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This window determines what types of wireless networks the client can
access. By default, Windows connects to any type of wireless network.

Make sure that the option Computer-to-computer (ad hoc) networks only is
not selected. Click Close.

5. In the Wireless Networks tab, click Add to add a wireless network.

Click the Association tab to enter the network properties for the ESSID.

NOTE: This tab configures the authentication and encryption used between
the wireless client and the Alcatel OmniAccess system. Therefore,
the settings for the ESSID that you configure on the client must
match the configuration for the ESSID on the WLAN Switch.

® For an SSID using dynamic WEP, enter the following:

- Network Authentication: Open
- Data Encryption: WEP

- Select the option “The key is provided for me automatically”. Each
client will use a dynamically-generated WEP key that is automatically
derived during the 802.1x process.

® For an SSID using WPA, enter the following:
- Network Authentication: WPA
- Data Encryption: TKIP
® For an SSID using WPA-PSK, enter the following:
- Network Authentication: WPA-PSK
- Data Encryption: TKIP
- Enter the preshared key.
® For an SSID using WPA2, enter the following:
- Network Authentication: WPA2
- Data Encryption: AES
® For an SSID using WPA2-PSK, enter the following:
- Network Authentication: WPA2-PSK
- Data Encryption: AES
- Enter the preshared key

NOTE: Do not select the option “This is a computer-to-computer (ad hoc)
network; wireless access points are not used”.

Figure A-3 shows the configuration for the ESSID WLAN-01 which uses
dynamic WEP.
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Wireless network properties 2lx|

Association I Authentication I Cannection I

Network name (S5ID) [WLAN-0T]

—wireless network key

Thiz netwark requires a key for the following:

Metwork Authentication: P >
Drata encryption: TEIP -
[ etwiork key: |

Canfirm netwark ey |

Feyindex [advenced]: I] _';

¥ | The keyis provided for me: autematically

™ Thisis a computer-to-computer (ad hoc] network: wirsless
access points are not used

Canicel |

FIGURE A-3 Wireless Network Association

7. Click the Authentication tab to enter the 802.1x authentication parameters for
the ESSID.

NoOTE: This tab configures the EAP type used between the wireless client

and the authentication server.

Configure the following, as shown in Figure A-4:

° Select Enable IEEE 802.1x authentication for this network.

° Select Protected EAP (PEAP) for the EAP type.

® Select Authenticate as computer when computer information is available.
The client will perform computer authentication when a user is not
logged in.

° Do not select Authenticate as guest when user or computer information
is unavailable. The client will not attempt to authenticate as a guest.
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Aszociation Aulhanlical\unl

Select thiz option ta provide authenticated network access for
wireless Ethernet networks

¥ Enable IEEE 802 1% authentication for this network

EAP type:

Properties |

v Authenticate as computer whan computer infomation is
available

™ Authenticate as guest when user or computer information is
unavaiable

Cancel

FIGURE A-4 Wireless Network Authentication

8. Under EAP type, select Properties to display the Protected EAP Properties
window. Configure the client PEAP properties, as shown in Figure A-5:

° Select Validate server certificate. This instructs the client to check the
validity of the server certificate from an expiration, identity, and trust
perspective.

® Select the trusted Certification Authority (CA) that can issue server
certificates for the network.

° Select Secured password (EAP-MSCHAP v2) — the PEAP “inner
authentication” mechanism will be an MS-CHAPv2 password.

° Select Enable Fast Reconnect to speed up authentication in some cases.

v AOS-W 2.5.3 107

ALCAT EL User Guide



Windows Client Example Configuration for 802.1x

Appendix A

FIGURE A-5

Protected EAP Properties

When connecting:

—Iv validate server certificate

[2]x]

|_ Connect to these servers;

Trusted Root Certification Authorities:

O class 3P Primary Ca

O cClass 375 Primary CA

[ peutsche Telekom Root C4 1
[ peutsche Telekom Root C4 2
DistrictCA

O ©sT (anx Metwark) Ca

O osT (NRF) RootCA

[ osT (UPS) RootCa

4]

| o

Select Authentication Method:

ISecured passward (EAP-MSCHAP v2)

™ Enable Fast Reconnect

j Configure. ..

Protected EAP Properties

9. Under Select Authentication Method, click Configure to display the
EAP-MSCHAPV2 Properties window. Select the option Automatically use my
Windows logon name and password (and domain if any). This option
specifies that the user’'s Windows logon information is used for
authentication to the wireless network. This option enables single sign-on,
allowing the same logon to be used for access to the Windows domain as
well as the wireless network.
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Protected EAP Properties 7| x|
EAP MSCHAP¥2 Propetties [ |
YWhen connecting:
i~ Automatically use mp Windows logan name and
pazsword [and domain if any).
Cancel j‘
[ oeutsche Telekom Root CA 1 r |
O oeutsche Telekom Root €A 2
DistrictCA
[ OST (Akx Nebwark) CA
[ 05T (MRF) RoakcA
[ osT (UPS) RookCa =
| | B
Select Authentication Method:
ISecured password (EAP-MSCHAP +2) j Configure. .. |
I Enable Fast Reconnect
Ok | Cancel |
FIGURE A-6 EAP MSCHAPvV2 Properties
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You can customize the default captive portal page through the WebUI, as
described in Chapter 4, “Configuring the Captive Portal.” This appendix discusses
creating and installing a new internal captive portal page and other
customizations.

Creating a New Internal Web Page

You can also create your own web page to display.
A custom web page must include an authentication form to authenticate a user.

The authentication form can include any of the following variables:

user (Required)
password (Required)
FQDN The fully-qualified domain name (this is dependent on the

setting of the WLAN Switch and is supported only in Global
Catalog Servers software

The form can use either the "get" or the "post” methods, but the "post" method
is recommended. The form's action must absolutely or relatively reference
"https://<switch_IP>/auth/index.html/u".

You can construct an authentication form using the following HTML:
<FORM method=""post' ACTION=""/auth/index.html/u'>

</FORM>

A recommended option for the <FORM> element is:

autocomplete="0Ff" - this tells Internet Explorer. not to cache form inputs

The form variables can be input using any form control method available such as
INPUT, SELECT, TEXTAREA and BUTTON. Example HTML code follows.

Username:
Minimal:
<INPUT type="text' name="user'>

Recommended Options:
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accesskey=""u" Sets the keyboard shortcut to "u”
SI1ZE=""25 "Sets the size of the input box to 25
VALUE= ""'Ensures no default value
Password:
Minimal:

<INPUT type="password" name="‘password'>

Recommended Options:

accesskey=""p" Sets the keyboard shortcut to "p*
SIZE=""25 "Sets the size of the input box to 25
VALUE= ""Ensures no default value

FQDN:

Minimal:

<SELECT name=fqdn>
<OPTION value="fqdnl" SELECTED>
<OPTION value="fqdn2">
</SELECT>

Recommended Options:
None.
Finally, an HTML also requires an input button:

<INPUT type="'submit'>

Basic HTIVIL Example

<HTML>
<HEAD>
</HEAD>
<BODY>
<FORM method=""post" autocomplete="off"" ACTION="/auth/index.html/u">

Username :<BR>
<INPUT type="text'" name='"'user" accesskey="u" SIZE="25" VALUE=""">
<BR>

Password:<BR>

<INPUT type="‘password" name="password" accesskey="p" SIZE='"25"
VALUE=""">

<BR>
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<INPUT type="'submit'>
</FORM>
</BODY>
</HTML>

You can find a more advanced example simply by using your browser'’s
"view-source" function while viewing the default captive portal page.

Installing a New Captive Portal Page

You can install the captive portal page by using the Maintenance function of the
WebUI.

Log into the WebUI and navigate to Maintenance > Captive Portal > Upload
Custom Login Pages.

This page lets you upload your own files to the WLAN Switch. There are three
page types that you can choose:

B Captive Portal Login (top level): This type uploads the file into the WLAN
Switch and instantly sets the captive portal page to reference the file that you
are uploading. Use with caution on a production WLAN Switch as this takes
effect immediately.

B Content: The content page type allows you to upload all miscellaneous files
that you need to reference from your main captive portal login page. This can
be used for images, CSS files, scripts or any other file that you need to
reference. These files are uploaded into the same directory as the top level
captive portal page and thus all files can be referenced relatively.

B Sygate Remediation Failure: This is used as part of the Alcatel Client Integrity
Module and is outside the scope of this appendix.

All uploaded files can also be referenced from your top-level captive portal page
using any of the following:

https://<switch_IP>/upload/<file>
/upload/<file>
<file>

Displaying Authentication Error Message

This section contains a script that performs the following tasks:

B When the user is redirected to the main captive portal login when there is
authentication failure, the redirect URL includes a query parameter "errmsg"”
which java script can extract and display.
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B Store the originally requested URL in a cookie so that once the user has
authenticated, they are automatically redirected to its original page. Note that
for this feature to work, you need AOS-W release 2.4.2.0 or later. If you don't
want this feature, delete the part of the script shown in red.

<script>
{
function createCookie(name,value,days)
{
it (days)
{
var date = new Date();
date.setTime(date.getTime()+(days*24*60*60*1000));
var expires = "; expires="+date.toGMTString();
glse var expires = ""';
document.cookie = name+"="+valuetexpires+"; path=/";
}

var g = window.location.search;
var errmsg = null;

if (g & qg.length > 1) {
g = q.substring(l).split(/[=&]/);
for (var i = 0; i1 <qg.length - 1; i += 2) {
if (q[i] == "errmsg™) {
errmsg = unescape(q[i + 1]);
break;
}
if (q[i] == "host™) {
createCookie("url”,q[i+1],0)

}
}
}
if (errmsg && errmsg.length > 0) {
errmsg = "<div id="errorbox">\n" + errmsg + '"\n</div>\n"';
document.write(errmsg);
}
}
</script>
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Reverting to the Default Captive Portal

You can reassign the default captive portal site using the "Revert to factory
default settings" check box in the "Upload Custom Login Pages" section of the
Maintenance tab in the WebUI.

Language Customization

The ability to customize the internal captive portal provides you with a very
flexible interface to the Alcatel captive portal system. However, other than posting
site-specific messages onto the captive portal website, the most common type of
customization is likely to be language localization. This section describes a simple
method for creating a native language captive portal implementation using the
Alcatel internal captive portal system.

1. Customize the configurable parts of the captive portal settings to your liking.
To do this, navigate to the Maintenance > Customize Captive Portal in the
WebUI:

For example, choose a page design, upload a custom logo and/or a custom
background. Also include any page text and acceptable use policy that you
would like to include. Put this in your target language or else you will need to
translate this at a later time.

Also ensure that Guest login is enabled or disabled as you prefer. Navigate to
Configuration > Authentication Methods > Captive Portal and select or
deselect "Enable Guest Login".

2. Click Submit and then click on View Captive Portal. Check that your
customization and text/html is correct, with the default interface still in
English and the character set still autodetects to ISO-8859-1.

Repeat steps 1 and 2 until you are satisfied with your page.

3. Once you have a page you find acceptable, click on View Captive Portal one
more time to display your login page. From your browser, choose
"View->Source" or its equivalent. Your system will display the HTML source
for the captive portal page. Save this source as a file on your local system.

4. Open the file that you saved in step 3 above using a standard text editor.to
make the following changes:

A. Fix the character set. The default <HEAD>...</HEAD> section of the file
will look similar to the following:

<head>
<title>Portal Login</title>
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<link href="defaultl/styles.css" rel="'stylesheet" media="'screen"
type=""text/css" />
<script language="javascript" type="text/javascript'>

function showPolicy() {

win = window.open(*'/auth/acceptableusepolicy._html', "policy",
"height=550,width=550,scrollbars=1");
}
</script>
</head>

In order to control the character set that the browser will use to show the
text with, you will need to insert the following line inside the
<HEAD>...</HEAD> element:

<meta http-equiv=""Content-Type" content="text/html; charset=Shift JIS"/>

Replace the "Shift_JIS" part of the above line with the character set that
is used by your system. In theory, any character encoding that has been
registered with IANA can be used, but you must ensure that any text you
enter uses this character set and that your target browsers support the
required character set encoding.

The final <HEAD>...</HEAD> portion of the document should look similar
to this:

<head>
<meta http-equiv=""Content-Type'" content="text/html; charset=Shift JIS"/>
<title>Portal Login</title>

<link href="defaultl/styles.css" rel="'stylesheet" media="'screen"
type=""text/css" />
<script language="javascript" type=""text/javascript'>

function showPolicy() {

win = window.open(*'/auth/acceptableusepolicy.html', "policy",
"height=550,width=550,scrol lbars=1");
}
</script>
</head>

B. Fix references: If you have used the built-in preferences, you will need to
update the reference for the logo image and the CSS style sheet.
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To update the CSS reference, search the text for "<link href" and update
the reference to include "/auth/" in front of the reference. The original link

should look similar to the following:

<link href="defaultl/styles.css" rel="'stylesheet" media="'screen"
type=""text/css" />

This should be replaced with a link like the following:

<link href="/auth/defaultl/styles.css" rel="stylesheet" media="'screen"
type=""text/css" />

The easiest way to update the image reference is to search for "src"
using your text editor and updating the reference to include "/auth/" in
front of the image file. The original link should look similar to the

following:
<img src="defaultl/logo.gif"'/>
This should be replaced with a link like this:

<img src="/auth/defaultl/logo.gif'/>
C. Insert javascript to handle error cases:

When the WLAN Switch detects an error situation, it will pass the user's
page a variable called "errmsg" with a value of what the error is in
English. Currently, only "Authentication Failed" is supported as a valid
error message.

To localize the authentication failure message, replace the following text
(it is just a few lines below the <body> tag):

<div id="errorbox" style="display: none;">

</div>
with the script beloww.
You will need to translate the "Authentication Failed" error message into
your local language and add it into the script below where it states:
localized_msg="...":

<script>
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var g = window.location.search;
var errmsg = null;
if (q & qg.length > 1) {
g = q.substring(l).split(/[=&]1/);
for (var i = 0; i1 <qg.length - 1; i +=2) {
if (q[i] == "errmsg"™) {
errmsg = unescape(q[i + 1]);
break;
}
}
}

if (errmsg && errmsg.length > 0) {

switch(errmsg) {
case "Authentication Failed":
localized_msg="Authentication Failed";
break;
default:

localised msg=errmsg;

break;

}

errmsg = "<div id="errorbox">\n" + localised_msg + '"\n</div>\n"';
document.write(errmsg);
};
}

</script>

D. Translate the web page text. Once you have made the changes as above,
you only need to translate the rest of the text that appears on the page.
The exact text that appears will depend on the WLAN Switch settings
when you originally viewed the captive portal. You will need to translate
all relevant text such as "REGISTERED USER", "USERNAME",
"PASSWORD", the value="" part of the INPUT type="submit" button and
all other text. Ensure that the character set you use to translate into is the
same as you have selected in part i) above.

Feel free to edit the HTML as you go if you are familiar with HTML.

5. After saving the changes made in step 4 above, upload the file to the WLAN
Switch using the Maintenance > Upload Custom Login Pages section of the
WebUI. Choose "Captive Portal Login (top level)" and browse your local
computer for the file you saved above.
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Ensure that the "Revert to factory default settings"” box is NOT checked and
click Apply. This will upload the file to the WLAN Switch and set the captive
portal system to use this page as the redirection page.

In order to check that your site is operating correctly, go back to the
"Customize Login Page" and click on "View Captive Portal” button to view
the page you have uploaded. Check that your browser has automatically
detected the character set and that your text is not garbled.

To make any adjustments to your page, edit your file locally and simply
re-upload to the WLAN Switch in order to view the page again.

6. Finally, it is possible to customize the welcome page on the WLAN Switch,
however for language localization it is recommended to use an "external
welcome page" instead. This can be a web site on an external server, or it can
be a static page that is uploaded to a WLAN Switch.

You set the welcome page using the CLI command "aaa captive-portal
welcome-page <URL>". This is the page that the user will be redirected to
after a success authentication.

If this is required to be a page on the WLAN Switch, the user needs to
create their own web page (using the charset meta attribute in step 4i
above) and upload this page to the designated WLAN Switch in the same
manner as uploading the captive portal page, except using "content” as
opposed to "Captive Portal Login" under "Maintenance > Captive Portal >
Upload Login Pages". Any required CSS, Client side Script files and media
files can also be uploaded using content, however file space is limited
(check using "show memory" under "flash free" and remember to leave
ample room for system files).

NOTE: - The "Registered User" and "Guest User" sections of the login page are
implemented as graphics files, referenced by the default CSS styles. In
order to change these, you will need to create new graphic files,
download the CSS file, edit the reference to the graphics files, change the
style reference in your index file and then upload all files as "content” to
the WLAN Switch.

A sample of a translated page is show below.
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%) Portal Login - Mozilla Firefox

File Edit iew Go Bockmarks Tools  Help

- & R [ hitw 102151 208 Auploseincextml v ® =[G,

Maintenance Portal Login a8

L9 a1

FLRFs b —220021T72

GUESTUSER!
A=

Acceptable Use Policy.

Dane Ruto Copy
EHRELED

Customizing the Welcome Page

Once a user has authenticated to the WLAN Switch, they are presented with the
Welcome page. The default welcome page will depend slightly on your
configuration, but will look similar to this:

[x

\v) N aludl Flesfis <7 ||
ile

olb

Eil Edit View Go Eookmarks Tools Help

Q:I - - @ - @ |_ https:ﬁsecurelogm.arubanetworks.co\ﬁj @ Go |g,

User Authenticated

In 10 seconds you will be automatically redirected to http://192.168.10.1/.
Click here to go there directly.

Press control-d to bookmark this page.

Logout I

| Done securelogin. arubanetworks. com (= |Z£;\R}L
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You can customize this welcome page by building your own HTML page and
uploading it to the WLAN Switch. You upload it to the WLAN Switch using the
GUI under Maintenance > Captive Portal > Upload custom pages and choose
"content as the page type. This file is stored in a directory called "/upload/" in the
WLAN Switch in the file's original name.

In order to actually use this file, you will need to configure the welcome page on
the WLAN Switch. To do this use the CLI command: "aaa captive-portal
welcome-page /upload/welc.html" where "welc.html" is the name of the file that
you uploaded, or you can change this via the GUI under
Configuration->Authentication Methods->Captive-Portal->Welcome Page Login

A simple example that will create the same page as above is shown below:

<html>
<head>
<script>

{

function readCookie(nhame)
{
var nameEQ = name + "'="';
var ca = document.cookie.split(";");
for(var i=0;i < ca.length;i++)
{
var ¢ = ca[i];
while (c.charAt(0)==" ") c =
c.substring(l,c.length);
it (c.indexOf(nameEQ) == 0) return
c.substring(nameEQ. length,c. length);
}

return null;

var cookieval = readCookie(“url®);
it (cookieval.length>0) document.write('<meta
http-equiv=\"refresh\" content=\"2;url=http://"+cookieval+"\"""+">");

</script>
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</head>

<body bgcolor=white text=000000>

<font face='""Verdana, Arial, Helvetica, sans-serif" size=+1>
<b>User Authenticated </b>

<p>In 2 seconds you will be automatically redirected to your original web
page</p>
<p> Press control-d to bookmark this page.</p>

<FORM ACTION=""/auth/logout.html"">
<INPUT type="'submit" name="logout" value="Logout'>
</FORM>
</font>
</body>
</html>

NOTE: If you customize the Welcome Page, then you must also customize the
Pop-Up box if you want to have one.

The part in red will redirect the user to the web page they originally requested. For
this to work, please follow the procedure described above in this document.

Customizing the Pop-Up box

122

In order to customize the Pop-Up box, you must first customize your Welcome
page. Once you have customized your welcome page, then you can configure
your custom page to make a pop-up box so as to enable your users to log
themselves out.

The first step is to generate the HTML that will be displayed within the pop-up
box. The default HTML is as shown:

<html>
<body bgcolor=white text=000000>
<font face="Verdana, Arial, Helvetica, sans-serif" size=+1>
<b>Logout</b></font>
<p>
<a href=""/auth/logout._html"> Click to Logout </a>
</body>
</html>
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If you wish your users to be able to logout using this pop-up box, then you must
include a reference to /auth/logout.html Once a user accesses this URL then the
WLAN Switch will log them out. It is easiest to simply edit the above HTML to suit
your users and then upload the resulting file to the WLAN Switch using the GUI
under Maintenance > Captive Portal > Upload custom pages and choose
"content” as the page type.

Once you have completed your HTML, then you must get the clients to create the
pop-up box once they have logged into the WLAN Switch. This is done by
inserting the following code into your welcome page text and re-uploading the
welcome page text to your WLAN Switch.

Common things to change:

m  URL: set the URL to be the name of the pop-up HTML file that you created
and uploaded. This should be preceded by "/upload/"

B Width: set w to be the required width of the pop-up box
Height: set h to be the required height of the pop-up box

B Title: set the second parameter in the window.open command to be the title
of the pop-up box. Be sure to include quotes

<script language="JavaScript'>

var url="/upload/popup.-html";

var w=210;

var h=80;

var x=window.screen._width - w - 20;

var y=window.screen.height - h - 60;

window.open(url, "logout”,

"toolbar=no, location=no,width="+w+" ,height="+h+", top=""+y+", left=""+x+",scree
nX=""+x+",screenY=""+y);

</script>

This will let you customize your pop-up window.

Customizing the Logged Out box

In order to customize the Logged Out box, you must first customize your
Welcome page and also your Pop-Up box. To customize the message that occurs
after you have logged out then you need to replace the URL that the pop-up box
will access in order to log out with your own HTML file.
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Firstly you must write the HTML web page that will actually log out the user and
will also display page that you wish. An example page is shown below. The key
part that must be included is the <iframe>..</iframe> section. This is the part of
the HTML that actually does the user logging out. The logout is always performed
by the client accessing the /auth/logout.html file on the WLAN Switch and so it is
hidden in the html page here in order to get the client to access this page and for
the WLAN Switch to update its authentication status. If a client does not support
the iframe tag, then the text between the <iframe> and the </iframe> is used. This
is simply a O pixel sized image file that references /auth/logout.html. Either
method should allow the client to logout from the WLAN Switch.

Everything else can be customized.

<html>
<body bgcolor=white text=000000>

<iframe src="/auth/logout.html® width=0 height=0 frameborder=0><img
src=/auth/logout._html width=0 height=0></iframe>

<P><font face="Verdana, Arial, Helvetica, sans-serif" size=+1>
You have now logged out.</font></P>

<form> <input type="button" onclick="window.close()" name="close"
value="Close Window'"></form>

</body>
</html>

After writing your own HTML, then you need to ensure that your customized
pop-up box will access your new logged out file. In the pop-up box example
above, you simply replace the "/auth/logout.html"” with your own file that you
upload to the WLAN Switch. For example, if your customized logout HTML is
stored in a file called "loggedout.nhtml" then your "pop-up.html” file should
reference it like this:

<html>
<body bgcolor=white text=000000>
<font face="Verdana, Arial, Helvetica, sans-serif" size=+1>
<b>Logout</b></font>

<p>

<a href="/upload/loggedout._html’> Click to Logout </a>

</body>

</html>
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Preface

This preface includes the following information:

An overview of the contents of this manual
A list of related documentation for further reading
A key to the various text conventions used throughout this manual

Alcatel support and service information

Document Organization

The AOS-W User Guide is now in eight separate volumes for easier download and
information access. The volumes are as follows:

Volume 1 contains an overview of the OmniAccess System.

Volume 2 describes how to install the OmniAccess System in a wired
network.

Volume 3 describes WLAN configuration, including remote Access Points.
Volume 4 describes wireless encryption and authentication configuration.

Volume 5 (this volume) describes configuring multi-WLAN switch
environments.

Volume 6 describes intrusion prevention configuration.
Volume 7 describes managing the OmniAccess System.

Volume 8 describes configuring advanced services, such as Quality of Service
(QoS) for voice and the External Services Interface module.

Related Documents

The following items are part of the complete documentation for the OmniAccess
system:

v
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B Alcatel Access Point Installation Guides

| Release Notes

Text Conventions

The following conventions are used throughout this manual to emphasize

important concepts:

TABLE 1 Text Conventions

Type Style

Description

Italics

This style is used to emphasize important terms and to mark
the titles of books.

System items

This fixed-width font depicts the following:
B Sample screen output
B System prompts

| Filenames, software devices, and certain commands
when mentioned in the text

Commands

In the command examples, this bold font depicts text that
the user must type exactly as shown.

<Arguments>

In the command examples, italicized text within angle
brackets represents items that the user should replace with
information appropriate to their specific situation. For
example:

# send <text message>

In this example, the user would type “send” at the system
prompt exactly as shown, followed by the text of the
message they wish to send. Do not type the angle brackets.

[ Optional ]

In the command examples, items enclosed in brackets are
optional. Do not type the brackets.

{Item Al Item B}

In the command examples, items within curled braces and
separated by a vertical bar represent the available choices.
Enter only one choice. Do not type the braces or bars.
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Contacting Alcatel

Contact Center Online

B Main Site http://wwwv.alcatel.com/enterprise
M Support Site http://eservice.ind.alcatel.com
u Email support@ind.alcatel.com

Sales & Support Contact Center Telephone

B North America 1-800-995-2696
Latin America 1-877-919-9526
[ ] Europe +33 (0) 38 8556 92 9
B Asia Pacific +65 6586 1555
B Worldwide 1-818-880-3500
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This chapter explains how to expand your network by adding a local WLAN
Switch to a master WLAN Switch configuration. Typically, this is the first
expansion of a network with just one WLAN Switch (which is a master WLAN
Switch). This chapter is a basic discussion of creating master-local WLAN Switch
configurations. More complicated multi-WLAN Switch configurations are
discussed in other chapters.

This chapter describes the following topics:
B “Moving to a Multi-Controller Environment” on page 1

B “Configuring Local Mobility Controllers” on page 2

Moving to a Multi-WLAN Switch Environment

For a single WLAN configuration, the master WLAN Switch is the WLAN Switch
which controls the RF and security settings of the WLAN. Additional WLAN
Switches to the same WLAN serve as local switches to the master WLAN Switch.
The local WLAN Switch operates independently of the master WLAN Switch and
depends on the master WLAN Switch only for its security and RF settings. You
configure the Layer-2 and Layer-3 settings on the local WLAN Switch
independent of the master WLAN Switch. The local WLAN Switch needs to have
connectivity to the master WLAN Switch at all times to ensure that any changes
on the master are propagated to the local WLAN Switch.

Some of the common reasons to move from a single to a multi WLAN
Switch-environment include:

B Scaling to include a larger coverage area
[ | Setting up remote Access Points (APs)

B Network setup requires APs to be redistributed from a single WLAN Switch
to multiple WLAN Switches

Configuring Local WLAN Switches

A single master WLAN Switch configuration can be one WLAN Switch or a
master redundant configuration with one master WLAN Switch and the VRRP
redundant backup WLAN Switch. This section highlights the difference in
configuration for both of these scenarios.
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The steps involved in migrating from a single to a multi-WLAN Switch
environment are:

1. Configure the role of the local WLAN Switch to local and specify the IP
address of the master.

2. Configure the Layer-2 / Layer-3 settings on the local WLAN Switch (VLANSs, IP
subnets, IP routes).

3. Configure as trusted ports the ports the master and local WLAN Switch use
to communicate with each other.

4. For those APs that need to boot off the local WLAN Switch, configure the
LMS IP address to point to the new local WLAN Switch.

5. Reboot the APs that are already on the network, so that they now connect to
the local WLAN Switch.

These steps are explained below.

Configuring the Local WLAN Switch

There are multiple ways of doing this, using the startup dialog or the web
interface.

Using the Setup Dialog

When you power up an unconfigured Alcatel WLAN Switch, or reboot a
configured Alcatel WLAN Switch (after executing a write erase, reload
sequence), the Setup Dialog displays.

When prompted to enter the operational mode in the setup dialog, enter local to
set the WLAN Switch operational mode to be a local WLAN Switch.

You are then prompted for the master WLAN Switch IP address. Enter the IP
address of the master WLAN Switch for the WLAN network.
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The following example shows the Setup Dialog for an OmniAccess 4324 WLAN
Switch:

Enter system name [A4324]:

Enter VLAN 1 interface IP address [172.16.0.254]: 10.200.14.6
Enter VLAN 1 interface subnet mask [255.255.255.0]:
Enter IP Default gateway [none]: 10.200.14.1

Enter Switch Role, (master]local) [master]: local <-----
Enter Master switch IP address: 10.4.21.10 <-----

Enter password for admin login (up to 32 chars): *****
Re-type Password for admin login: *****

Enter password for enable mode (up to 15 chars): ******
Re-type password for enable mode: ******

Do you wish to shutdown all the ports (yes|no)? [no]:
Current choices are:

System name: A4324

VLAN 1 interface IP address: 10.100.2.30
VLAN 1 interface subnet mask: 255.255.255.0
IP Default gateway: 10.100.2.1

Switch Role: local

Master switch IP address: 10.200.14.6

Ports shutdown: no

IT you accept the changes the switch will restart!

Type <ctrl-P> to go back and change answer for any question
Do you wish to accept the changes (yes|no)y

Creating configuration... Done.

System will now restart!

Using the Web Ul

Once the WLAN Switch is up and operating with Layer-3 connectivity, configure
the following to set the WLAN Switch as local:

[ | Set the mode of the WLAN Switch to local.

B Set the master IP address to the IP address of the master WLAN Switch. If
master redundancy is enabled on the master, this address should be the
VRRP address for the VLAN instance corresponding to the IP address of the
WLAN Switch.

1

Configuration Mainterarice Save Corfiguration

Basle | Advanced Switch > General

ELIED General Port VLARM Tunnets 1P Pouting VERP DCHCP Server

Gereral -

Mernagement Switch Rala Local |+

Secure Access Master 1P Address 10.4.21.21

WILAN
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Configuring L2/L3 Settings

Configure the VLANSs, subnets, and IP address on the local WLAN Switch for IP
connectivity.

Verify connectivity to the master WLAN Switch by pinging the master WLAN
Switch from the local WLAN Switch.

Ensure that the master WLAN Switch recognizes the new WLAN Switch as its
local WLAN Switch:

[leaiiaet Configuration | Diagnostics | Maintenance —
Network et .
Network Summary Metworle > All WLAN Switches

Sk akei ouithes Network Switches

All Access Points SwitchIP Mame Location Type Yersion Status
Al &ir Monitors 10.4.21.21  ArubaS000 Buildingl.floorl master  2.4.0.0 up
Al WLAN Clients 10.4.21.11  Arubag00  Buildingl.Floorl local z2.4.0.0 up

alobal Events

The local WLAN Switch should be listed with type local in the Monitoring >
Network > All WLAN Switches page on the master. It takes about 4 - 5 minutes
for the master and local WLAN Switches to synchronize configurations.

Configuring Trusted Ports

On the local WLAN Switch, navigate to the Configuration > Advanced > Switch >
General > Port page and make sure that the port on the local WLAN Switch
connecting to the master is trusted. On the master WLAN Switch, check this for
the port on the master WLAN Switch that connects to the local WLAN Switch.

Configuring APs

For APs that boot from the local WLAN Switch, you must configure the LMS IP
address. This configuration has to be done on the master WLAN Switch. When
the changes are applied, the master WLAN Switch pushes these configurations to
the local WLAN Switch.

1. Navigate to the Configuration > Advanced > WLAN > Advanced > General
page. Select the AP that has to boot from the local WLAN Switch.

2. Configure the LMS IP for the APs under the AP’s location ID on the master.

3. Apply the configuration on the master.
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To verify that the local WLAN Switch has obtained a copy of the global

settings, check the local WLAN Switch for the global configuration
changes made on the master such as authentication changes and WMS
settings.

M
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Rebooting APs

The configuration changes take effect only after rebooting the affected APs; this
allows them to reassociate with the local WLAN Switch. In the example above,
AP 1.1.20 will be rebooted. After rebooting, these APs appear to the new local
WLAN Switch as local APs.
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This chapter describes the following topics:
| “Virtual Router Redundancy Protocol” on page 7

B “Redundancy Configuration” on page 7

Virtual Router Redundancy Protocol

The underlying mechanism for the Alcatel redundancy solutions is the Virtual
Router Redundancy Protocol (VRRP). This mechanism can be used to create
various redundancy solutions, including the following:

B Pairs of local Alcatel WLAN Switches acting in an active-active mode or a
hot-standby mode

A master WLAN Switch backing up a set of local WLAN Switches

B A pair of WLAN Switches acting as a redundant pair of master WLAN
Switches in a hot standby mode

Each of these modes is explained in greater detail with the required configuration.

VRRP is designed to eliminate a single point of failure by providing an election
mechanism amongst WLAN Switches to elect a “master” WLAN Switch. This
master WLAN Switch is the owner of the configured Virtual IP address for the
VRRP instance. When the master becomes unavailable, one of the backup WLAN
Switches takes the place of the master and owns the Virtual IP address. All
network elements (such as the APs and other WLAN Switches) can be configured
to access the Virtual IP, thereby providing a transparent redundant solution to the
rest of the network.

Redundancy Configuration

In an Alcatel network, the APs are controlled by a WLAN Switch. The APs tunnel
all data to the WLAN Switch which processes the data, including
encryption/decryption, bridging/forwarding, etc.

Local WLAN Switch redundancy refers to providing redundancy for a WLAN
Switch such that the APs “failover” to a backup WLAN Switch if a WLAN Switch
becomes unavailable. Local WLAN Switch redundancy is provided by running
VRRP between a pair of WLAN Switches.

v AOS-W 2.5.3 7
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NoOTE: The two WLAN Switches need to be connected on the same broadcast

domain (or layer-2 connected) for VRRP operation. The two WLAN
Switches should be of the same class (for example, OmniAccess 4308 to
OmniAccess 4308), and both WLAN Switches should be running the
same version of AOS-W.

The APs are then configured to connect to the “virtual-IP” configured for the
VRRP instance.

Configuring Local WLAN Switch Redundancy

To configure redundancy for a local WLAN Switch:

1. Collect the following information needed to configure local WLAN Switch
redundancy:
® VLAN ID on the two local WLAN Switches that are on the same layer 2

network and is used to configure VRRP.
® Virtual IP address to be used for the VRRP instance.

2. Navigate to the Configuration > Advanced> Switch > General > VRRP page on the
WebUI for each of the local WLAN Switches. Click Add to create a VRRP
instance.

[YETeel | Configuration Save Corfigration
Baslc | Advanced Switch > Virtual Router

S:::::c: Gereral Port VLAMN Turnels [P Routing | | VRRP DHCP Server

Menagement Virtual Router Table

Seture Access Rouler Narme 1P Address VLAN Admin State Operational Stale Aclion

WILAN M

Mebwork,

Radio Database Synchronization Parameters

Advanced Enable periodlc databass syrohronization r

RF Management Database synchronization perlod In mirutes

Ca "‘ﬁ"‘“-f! Include RF Plan data w

-

AOS-W 2.5.3 032034-00 Rev A

User Guide July 2006



Configuring Redundancy
Chapter 2

3. Enter the various VRRP parameters for the VRRP instance. The table below
explains what each of the parameters means and the recommended/expected
values for this configuration.

Parameter

Virtual Router
ID

Advertisement
Interval

Authentication
Password

Description

IP Address

Enable Router
Pre-emption

Priority

Admin State

VLAN

Explanation

This is the Virtual Router ID
that uniquely identifies this
VRRP instance.

This is the interval between
successive VRRP
advertisements sent by the
current master

This is an optional password
that can be used to
authenticate VRRP peers in
their advertisements

This is an optional textual
description to describe the
VRRP instance

This is the Virtual IP address
that will be owned by the
elected VRRP master.

Selecting this option means
that a WLAN Switch can take
over the role of master if it
detects a lower priority
WLAN Switch currently
acting as master

Priority level of the VRRP
instance for the WLAN
Switch. This value is used in
the election mechanism for
the master

Administrative state of the
VRRP instance

VLAN on which the VRRP
protocol will run.

Expected or Recommended
Values

Recommended to configure
this with the same value as the
VLAN ID for easy
administration.

Recommended to leave as
default (1000ms = 1s).

A password of up to 8
characters length can be
configured in this field or it can
be left empty to take the
default of no authentication
password.

Configure this with the Virtual
IP address reserved in step i.

For this topology it is
recommended NOT to select
this option.

It is recommended to leave this
as the default for this
topology.(default = 100).

To start the VRRP instance,
change the admin state to UP.

Configure this to be the VLAN
ID from step i.

4. Configure the values in the respective fields as shown in the table above and
click Add to enter the values.

ALCATEL
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5. Click Apply to apply the configuration and add the VRRP instance.

6. Configure the APs to terminate their tunnels on the Virtual-IP address. This
can be done with greater flexibility and ease from the CLI. The APs can be
identified by their location code (building.floor.location) with O being used as
a wild card for any of the values. Thus a location code of 10.0.0 would refer
to all the APs in building 10. Refer to the AP provisioning guide for directions
on how to provision the APs with their location codes.

NOTE: This command needs to be executed on the Master WLAN Switch as
only the Master WLAN Switch controls all APs in the network.

Use the steps in the table below to configure the “Ims-ip” for a set of AP(s).

Command Purpose
Step 1 configure terminal Enter the global configuration mode.
Step 2 ap location b.f./ Use the location code value to select
set of AP(s) to configure.
Step 3 Ims-ip ip-address Configure the Ims-ip for the selected
set of APs.

The example below shows how the steps shown above can be used to
configure the Ims-ip for all APs in building 10:

(WLAN_Switch) (config) #ap location 10.0.0
(WLAN_Switch) (sap-config location 10.0.0) #Ims-ip 10.200.11.254

(WLAN_Switch) (sap-config location 10.0.0) #

Master WLAN Switch Redundancy

The Master WLAN Switch in the Alcatel solution acts as a single point of
configuration for global policies such as firewall policies, authentication
parameters, RF configuration to ease the configuration and maintenance of a
wireless network. It also maintains a database related to the wireless network
that is used to make any adjustments (automated as well as manual) in reaction
to events that cause a change in the environment (such as an AP becoming
unavailable). The Master WLAN Switch is also responsible for providing the
configuration for any AP to complete its boot process. If the Master becomes
unavailable, the network continues to run without any interruption. However any
change in the network topology or configuration will require the availability of the
Master WLAN Switch.

To maintain a highly redundant network, the administrator can use a WLAN
Switch to act as a hot standby for the Master WLAN Switch. The underlying
protocol used is the same as in local redundancy, that is VRRP.

AOS-W 2.5.3 032034-00 Rev A
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To configure master WLAN Switch redundancy:

1. Collect the following data before configuring master WLAN Switch
redundancy.

e VLAN ID on the two WLAN Switches that are on the same layer 2
network and will be used to configure VRRP.

o Virtual IP address that has been reserved to be used for the VRRP
instance

2. Connect to the WLAN Switch CLI using Telnet or SSH. After logging into the
WLAN Switch, enter the global configuration mode.

v AOS-W 2.5.3 11
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To configure VRRP on the VLAN ID.

Step 1

Step 2

Step 3

Step 4

Step 5

Command

vrrp vrrp-id

vlan vian-id

ip address ip-address

priority priority-value

preempt

Explanation

Creates the VRRP
instance.

Associates the
VRRP instance
with a VLAN.

Virtual IP address
for the VRRP
instance

Priority of the
VRRP instance
that is used in the
election of the
master. By default,
the value is 100.

Enable
pre-emption

Expected or
Recommended
Values

It is recommended
to configure the
VRRP ID to be the
same as VLAN ID
on which the
instance runs for
easier
administration and
maintenance.

VLAN ID from step
i.

Virtual IP address
from step i.

The following are
the recommended
values for the
priority on the
“initially preferred”
master and
“initially preferred
backup switches:

Master: 110
Backup: 100

’

”

Note: these values
are closely related
to the value of the
value to be added
to the priority by
tracking in step 7.

12 AOS-W 2.5.3
User Guide

032034-00 Rev A
July 2006



Configuring Redundancy
Chapter 2

Step 6

Step 7

Step 8

Step 8

authentication
password (Optional)

description
description (Optional)

tracking
master-up-time
duration add value

no shutdown

Optional
authentication
password that is
used to
authenticate
packets between
VRRP peers

Optional
description to the
VRRP instance.

Configures a
tracking
mechanism that
adds value to the
priority after a
WLAN Switch has
been the master
for the VRRP
instance for a
duration longer
than the
configured value
duration. This is
used to avoid
failing over to a
backup Master for
transient failures.

Administratively
enables the VRRP
instance.

Any password of
up to 8 characters
can be configured
on both the peer
WLAN Switches.
This is an optional
configuration.

Any text
description can be
configured in this
field. This is an
optional
configuration.

The value of
duration is the
length of time that
the administrator
expects will be
long enough that
the database
gathered in the
time is too
important to be
lost. This will
obviously vary
from instance to
instance.

The recommended
value of value in
conjunction to the
values for priority
in step 4 is 20.

N/A.

The following shows an example of the configuration on the “initially-preferred

master”.

(WLAN_Switch) (config) #vrrp 22
(WLAN_Switch) (config-vrrp) #vlan 22

(WLAN_Switch) (config-vrrp) #ip address 10.200.22.254

(WLAN_Switch) (config-vrrp) #priority 110
(WLAN_Switch) (config-vrrp) #preempt

(WLAN_Switch) (config-vrrp) #authentication password

ALCATEL
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(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)

(config-vrrp) #description Preferred-Master
(config-vrrp) #tracking master-up-time 30 add 20
(config-vrrp) #no shutdown

The following shows the corresponding VRRP configuration for the peer WLAN

Switch.

(WLAN_Switch)
(WLAN_Switch)

(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)

(config) #vrrp 22
(config-vrrp) #vlan 22

(config-vrrp) #ip address 10.200.22.254
(config-vrrp) #priority 100

(config-vrrp) #preempt

(config-vrrp) #authentication password
(config-vrrp) #description Backup-Master
(config-vrrp) #tracking master-up-time 30 add 20
(config-vrrp) #no shutdown

Use the following steps to associate the VRRP instance with master WLAN
Switch redundancy.

Expected or

Command Explanation Recommended
Values
Step 1 master-redundancy Enter the N/A
master-redundancy
context
Step 2 master-vrrp vr-id Associates a VRRP VR-ID of the VRRP
instance with master instance configured
redundancy in step iii.
Step 3 peer-ip-address Loopback IP address of Loopback IP address
ip-address the peer for master of the peer WLAN
redundancy Switch.
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NoTe: All the APs and local WLAN Switches in the network should be
configured with the Virtual IP address as Master IP. The Master IP
address can be configured for local WLAN Switches during the Initial
Setup Dialog (refer Quick Start Guide for more details). The administrator
can also use the following commands to change the Master IP of the
local WLAN Switch. The WLAN Switch will require a reboot after
changing the Master IP of the WLAN Switch.

Expected or

Command Explanation Recommended
values
Step 1 masterip ip-address Configures the Master Configure this to
IP address of a local be the virtual IP
WLAN Switch address of the

VRRP instance
used for master
redundancy.

If DNS resolution is the chosen mechanism for the APs to discover their Master
WLAN Switch, ensure that the name “oaw-master” resolves to the same Virtual
IP address configured as a part of the master redundancy.

Master-Local WLAN Switch Redundancy

This section outlines the concepts behind a redundancy solution where a master
can act as a backup for one or more local WLAN Switches and shows how to
configure the Alcatel WLAN Switches for such a redundant solution. In this
solution, the local WLAN Switches act as the WLAN Switch for the APs. When
any one of the local WLAN Switches becomes unavailable, the master takes over
the APs controlled by that local WLAN Switch for the time that the local WLAN
Switch remains unavailable. It is configured such that when the local WLAN
Switch comes back again, it can take control over the APs once more.

This type of redundant solution is illustrated by the following topology diagram.

NOTE: This solution requires that the master WLAN Switch has a layer-2
connectivity to all the local WLAN Switches.

AOS-W 2.5.3 15
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MASTER

VLAN 1,2, ... N

LAYER-2
NETWORK

LocAL 1 LocAL 2 LOCAL N

FIGURE 2-1 Redundant Topology: Master-Local Redundancy

In the network shown above, the master WLAN Switch is connected to the local
WLAN Switches on VLANs 1, 2... n respectively through a Layer-2 network. To
configure redundancy as described in the conceptual overview for master-local
redundancy, configure VRRP instances on each of the VLANs between the master
and the respective local WLAN Switch. The VRRP instance on the local WLAN
Switch is configured with a higher priority to ensure that when available, the APs
always choose the local WLAN Switch to terminate their tunnels.

To configure the master and local WLAN Switches for such a topology:

1. Configure the interface on the master WLAN Switch to be a trunk port with 1,
2... n being member VLANSs.

2. Collect the following data before configuring master WLAN Switch
redundancy.

® VLAN IDs on the WLAN Switches corresponding to the VLANs 1, 2...n
shown in the topology above.

® Virtual IP addresses that has been reserved to be used for the VRRP
instances.

3. Connect to the WLAN Switch CLI using Telnet or SSH. After logging into the
WLAN Switch, enter the global configuration mode.
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4. Use the following steps to configure VRRP on the master and local WLAN
Switches respectively. Note: the master WLAN Switch will be configured for
a number of VRRP instances (equal to the number of local WLAN Switches
the master is backing up).

Step 1

Step 2

Step 3

Step 4

Step 5

Step 5

Step 6

Step 7

Command

vrrp vrrp-id

vlan vian-id

ip address ip-address

priority priority-value

preempt

authentication
password (Optional)

description description
(Optional)

no shutdown

Explanation

Creates the
VRRP instance.

Associates the
VRRP instance
with a VLAN.

Virtual IP
address for the
VRRP instance

Priority of the
VRRP instance
that is used in
the election of
the master. By
default, the
value is 100.

Enable
pre-emption

Optional
authentication
password that is
used to
authenticate
packets
between VRRP
peers

Optional
description to
the VRRP
instance.

Administratively
enables the
VRRP instance.

Expected or
Recommended Values

It is recommended to
configure the VRRP ID
to be the same as
VLAN ID on which the
instance runs for
easier administration
and maintenance.

VLAN ID from step 2.
above.

Virtual IP address from
step 2. above.

The following are the
recommended values
for the priority on the
master and local
WLAN Switches:

Master: 100

Local: 110.

Any password of up to
8 characters can be
configured on both the
peer WLAN Switches.
This is an optional
configuration.

Any text description
can be configured in
this field. This is an
optional configuration.

N/A.

ALCATEL
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The following shows an example configuration of the Master WLAN Switch
in such a topology for one of the VLANSs (in this case VLAN 22).

(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)

(config) #vrrp 22

(config-vrrp) #vlan 22

(config-vrrp) #ip address 10.200.22.254

(config-vrrp) #priority 100

(config-vrrp) #preempt

(config-vrrp) #authentication password

(config-vrrp) #description Master-acting-as-backup-to-local
(config-vrrp) #tracking master-up-time 30 add 20
(config-vrrp) #no shutdown

The following shows the configuration on the corresponding local WLAN

Switch.

(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)
(WLAN_Switch)

(config) #vrrp 22

(config-vrrp) #vlan 22

(config-vrrp) #ip address 10.200.22.254
(config-vrrp) #priority 110

(config-vrrp) #preempt

(config-vrrp) #authentication password
(config-vrrp) #description local-backed-by-master
(config-vrrp) #no shutdown

Configure the APs with the appropriate Virtual-IP address depending on which
WLAN Switch is expected to control the AP. As an example, the administrator can
configure such that all APs on floor 1 are controlled by local WLAN Switch 1, all
APs on floor 2 are controlled by local WLAN Switch 2 and so on. All the local
WLAN Switches are backed up by the master WLAN Switch as shown above. In
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such a case, configure all APs on floor 1 to be controlled by the Virtual IP address
of the VRRP between local WLAN Switch 1 and master and so on. This can be
done by following these steps:

Step 1

Step 2

Command

ap location b.f.I

Ims-ip ip-address

Explanation

Choose the APs to
configure by using
the location code in
the
building.floor.locatio
n format.

Configure the IP
address of the
WLAN Switch
controlling the APs
chosen

Expected or
Recommended values

Depending on the set of
APs to be configured,
enter the location code
using O as a wild card
value. As an example all
APs on building 1 and
floor 1 can be
represented by the
location code 1.1.0.

Configure this IP address
to be the same as the
Virtual IP address for the
VRRP instance between
the appropriate local
WLAN Switch and
master WLAN Switch.

The following example shows how these steps are used to configure the APs on
floor 1 of building 1 to use the pair of WLAN Switches configured in the above
example.

NOTE:

This command is executed on the Master WLAN Switch.

(WLAN_Switch) (config) #ap location 1.1.0
(WLAN_Switch) (sap-config location 1.1.0) #Ims-ip 10.200.11.254

(WLAN_Switch) (sap-config location 1.1.0) #

ALCATEL
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Preface

This preface includes the following information:

An overview of the contents of this manual
A list of related documentation for further reading
A key to the various text conventions used throughout this manual

Alcatel support and service information

Document Organization

The AOS-W User Guide is now in eight separate volumes for easier download and
information access. The volumes are as follows:

Volume 1 contains an overview of the OmniAccess System.

Volume 2 describes how to install the OmniAccess System in a wired
network.

Volume 3 describes WLAN configuration, including remote Access Points.
Volume 4 describes wireless encryption and authentication configuration.
Volume 5 describes configuring multi-WLAN switch environments.
Volume 6 (this volume) describes intrusion prevention configuration.
Volume 7 describes managing the OmniAccess System.

Volume 8 describes configuring advanced services, such as Quality of Service
(QoS) for voice and the External Services Interface module.

Related Documents

The following items are part of the complete documentation for the OmniAccess
system:

v

AOS-W User Guide
Alcatel Wireless LAN Switch Installation Guides
Alcatel Access Point Installation Guides

Release Notes
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Text Conventions

The following conventions are used throughout this manual to emphasize

important concepts:

TABLE 1 Text Conventions

Type Style

Description

Italics

This style is used to emphasize important terms and to mark
the titles of books.

System items

This fixed-width font depicts the following:
B Sample screen output
B System prompts

| Filenames, software devices, and certain commands
when mentioned in the text

Commands

In the command examples, this bold font depicts text that
the user must type exactly as shown.

<Arguments>

In the command examples, italicized text within angle
brackets represents items that the user should replace with
information appropriate to their specific situation. For
example:

# send <text message>

In this example, the user would type “send” at the system
prompt exactly as shown, followed by the text of the
message they wish to send. Do not type the angle brackets.

[ Optional ]

In the command examples, items enclosed in brackets are
optional. Do not type the brackets.

{Item Al Item B}

In the command examples, items within curled braces and
separated by a vertical bar represent the available choices.
Enter only one choice. Do not type the braces or bars.
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Contacting Alcatel

Contact Center Online

B Main Site http://wwwv.alcatel.com/enterprise
M Support Site http://eservice.ind.alcatel.com
u Email support@ind.alcatel.com

Sales & Support Contact Center Telephone

B North America 1-800-995-2696
Latin America 1-877-919-9526
[ ] Europe +33 (0) 38 8556 92 9
B Asia Pacific +65 6586 1555
B Worldwide 1-818-880-3500
v AOS-W 2.5.3 vii
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This document outlines the steps needed to configure various intrusion detection
system (IDS) capabilities of the Alcatel OmniAccess system. The Alcatel system
offers a variety of IDS/intrusion prevention system (IPS) features that can be
configured and deployed as required. Like most other security-related features of
the Alcatel system, the IDS configuration is done completely on the master WLAN
Switch in the network.

This chapter describes the following topics:

B “IDS Features” on page 1

B “WLAN Policies” on page 3

m  “IDS Configuration” on page 4

B “WLAN Policies Configuration” on page 15

IDS Features

Rogue/Interfering AP Detection

The most important IDS functionality offered in the Alcatel system is the ability to
classify an Access Point as either a rogue AP or an interfering AP. An AP is
considered to be a rogue AP if it is both unauthorized and plugged into the wired
side of the network. An AP is considered to be an interfering AP if it is seen in the
RF environment but is not connected to the wired network. While the interfering
AP can potentially cause RF interference, it is not considered a direct security
threat since it is not connected to the wired network.

You can enable a policy to automatically disable APs that are classified as a rogue
APs by the Alcatel system. When a rogue AP is disabled, no wireless stations are
allowed to associate to that AP. Refer to “Configuring Rogue AP Detection” on
page 6 for details on how to configure Rogue AP detection, classification, and
containment.

You can manually reclassify an interfering AP. Refer to “Classifying APs” on
page 5 for details on how to change the classification of an AP.

v AOS-W 2.5.3 1
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Denial of Service (DoS) Detection

DoS attacks are designed to prevent or inhibit legitimate users from accessing the
network. This includes blocking network access completely, degrading network
service, and increasing processing load on clients and network equipment. Denial
of Service attack detection encompasses both rate analysis and the detection of a
specific DoS attack known as Fake AP.

u Rate Analysis: Many DoS attacks flood an AP or multiple APs with 802.11
management frames. These can include authenticate/associate frames which
are designed to fill up the association table of an AP. Other management
frame floods, such as probe request floods, can consume excess processing
power on the AP. The Alcatel WLAN Switch can be configured with the
thresholds that indicate a DoS attack and can detect the same. Refer to
“Configuring Denial of Service Attack Detection” on page 8 for more details.

B Fake AP: Fake AP is a tool that was originally created to thwart wardrivers by
flooding beacon frames containing hundreds of different addresses. This
would appear to a wardriver as though there were hundreds of different APs
in the area, thus concealing the real AP. While the tool is still effective for this
purpose, a newer purpose is to flood public hotspots or enterprises with fake
AP beacons to confuse legitimate users and to increase the amount of
processing client operating systems must do. Refer to “Configuring Denial of
Service Attack Detection” on page 8 for more details.

Man-In-The-Middle Detection

A successful man-in-the-middle attack will insert an attacker into the data path
between the client and the AP. In such a position, the attacker can delete, add, or
modify data, provided he has access to the encryption keys. Such an attack also
enables other attacks that can learn a user’s authentication credentials.
Man-in-the-middle attacks often rely on a number of different vulnerabilities.

B Station disconnection: Spoofed deauthenticate frames form the basis for
most denial of service attacks, as well as the basis for many other attacks
such as man-in-the-middle. In a station disconnection attack, an attacker
spoofs the MAAC address of either an active client or an active AP. The
attacker then sends deauthenticate frames to the target device, causing it to
lose its active association.

[ | EAP Handshake analysis: EAP (Extensible Authentication Protocol) is a
component of 802.1x used for authentication. Some attacks, such as
“ASLEAP” (used to attack Cisco LEAP) send spoofed deauthenticate
messages to clients in order to force the client to re-authenticate multiple
times. These attacks then capture the authentication frames for offline
analysis. EAP Handshake Analysis detects a client performing an abnormal
number of authentication procedures and generates an alarm when this
condition is detected.
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Sequence number analysis: During an impersonation attack, the attacker will
generally spoof the MAC address of a client or AP. If two devices are active
on the network with the same MAC address, their 802.11 sequence numbers
will not match - since the sequence number is usually generated by the NIC
firmware, even a custom driver will not generally be able to modify these
numbers. Sequence number analysis will detect possible impersonation
attacks by looking for anomalies between sequence numbers seen in frames
in the air.

AP Impersonation: AP impersonation attacks can be done for several
purposes, including as a Man-In-the-Middle attack, as a rogue AP attempting
to bypass detection, and as a possible honeypot attack. In such an attack, the
attacker sets up an AP that assumes the BSSID and ESSID of a valid AP.

Signature Detection

Many WLAN intrusion and attack tools generate characteristic signatures that can
be detected by the Alcatel network. The system comes pre-configured with
several known signatures, and also includes the ability for network managers to
create and edit new signatures. For more details on how to configure and create
new signatures refer to “Configuring Signature Detection” on page 12.

WLAN Policies

Adhoc network detection/containment: As far as network administrators
are concerned, ad-hoc wireless networks are uncontrolled. If they do not use
encryption, they may expose sensitive data to outside eavesdroppers. If a
device is connected to a wired network and has bridging enabled, an ad-hoc
network may also function like a rogue AP. Additionally, ad-hoc networks can
expose client devices to viruses and other security vulnerabilities. For these
reasons, many administrators choose to prohibit ad-hoc networks. The
Alcatel system can perform both ad-hoc network detection and also disable
ad-hoc networks when they are found.

Wireless bridge detection: Wireless bridges are normally used to connect
multiple buildings together. However, an attacker could place (or have an
authorized person place) a wireless bridge inside the network that would
extend the corporate network somewhere outside the building. Wireless
bridges are somewhat different from rogue APs in that they do not use
beacons and have no concept of association. Most networks do not use
bridges - in these networks, the presence of a bridge is a signal that a
security problem exists.

AOS-W 2.5.3 3
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Misconfigured AP detection: If desired, a list of parameters can be
configured that defines the characteristics of a valid AP. This is primarily used
when non-Alcatel APs are being used in the network since the Alcatel WLAN
Switch cannot configure the third-party APs. These parameters can include
preamble type, WEP configuration, OUI of valid MAC addresses, valid
channels, DCF/PCF configuration, and ESSID. The system can also be
configured to detect an AP using a weak WEP key. If a valid AP is detected as
misconfigured, the system will deny access to the misconfigured AP. In cases
where someone gains configuration access to a third-party AP and changes
the configuration, this policy is useful in blocking access to that AP until the
configuration can be fixed.

Weak WEP detection: The primary means of cracking WEP keys is by
capturing 802.11 frames over an extended period of time and searching for
patterns of WEP initialization vectors (IVs) that are known to be weak. The
Alcatel system will monitor for devices using weak WEP implementations and
generate reports for the administrator of which devices require upgrades.

Multi Tenancy: The Alcatel system provides the ability to configure reserved
channel and SSID lists, and disable unrecognized APs using these reserved
resources. This feature can be used in a multi-tenant building where different
enterprises must share the RF environment. This feature can also be used to
defend against “honeypot” APs. A “honeypot” AP is an attacker’'s AP that is
set up in close proximity to an enterprise, advertising the ESSID of the
enterprise. The goal of such an attack is to lure valid clients to associate to
the honeypot AP. From that point, a MITM attack can be mounted, or an
attempt can be made to learn the client’'s authentication credentials. Most
client devices have no way of distinguishing between a valid AP and an
invalid one - the devices only look for a particular ESSID and will associate to
the nearest AP advertising that ESSID.

MAC OUI: The Alcatel system provides the ability to match MAC addresses
seen in the air with known manufacturers. The first three bytes of a MAC
address are known as the MAC OUI (Organizationally Unique Identifier) and
are assigned by the IEEE. Often, clients using a spoofed MAC address will not
use a valid OUI, and instead use a randomly generated MAC address. By
enabling MAC OUI checking, administrators will be notified if an unrecognized
MAC address is in use.

IDS Configuration

Enabling AP Learning

AP learning allows the Alcatel system to classify all newly discovered APs as
valid APs. By default, AP learning is not enabled and all newly discovered APs are
classified as interfering APs. You can enable or disable AP learning from either the
WebUI or the CLI.

q AOS-W 2.5.3 032034-00 Rev A
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NOTE: Enabling AP learning is useful when you install the Alcatel WLAN Switch
in an environment with an existing third-party wireless network,
especially if there are a large number of installed APs. Leave AP learning
enabled until all APs in the network have been detected and classified as
valid. Then disable AP learning and reclassify any unknown APs as
interfering.

To enable or disable AP learning:

WebUI

1. Navigate to the Configuration > Advanced > Security > Rogue AP page on
the master WLAN Switch.

Conflguration o= | Malntenance m-_ Save Configuration

Baslc | Advanced .~ ote Rogue AP

Swilch -
Garera Disgble Users from Connecting to Rogue Access Points r
Management Mark. All Mew Access Points as Valid Access Points I
Sorire Actess Mark Linknown Access Poinfs as Rogue Access Palnts o
Seture ACess

WLAMN Apply | Clear

hatwork

2. To enable AP learning, select the option “Mark All New Access Points as Valid
Access Points”. To disable AP learning, deselect this option.

3. Click Apply.

CLI

wms
ap-policy learn-ap { enable | disable }

Classifying APs

If AP learning is enabled, every newly-discovered AP is classified as a valid AP. If
AP learning is disabled, every newly-discovered AP is classified as an interfering
AP. You can also manually classify an AP. For example, if you know about an
interfering AP, you can manually reclassify it as a known interfering AP. You can
manually classify an AP into one of the following categories:

Valid AP An AP that is part of the enterprise providing WLAN service.
Alcatel APs that successfully connect to the WLAN Switch
and load software and configuration should be classified as
valid APs.

NOTE: Any client that successfully authenticates with a
valid AP and passes encrypted traffic is classified
as a valid client. (Encrypted traffic includes
encrypted 802.11 frames and unencrypted 802.11
frames which are VPN encrypted.)

v AOS-W 2.5.3 5
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Interfering AP or An AP that is seen in the RF environment but is not

Known Interfering connected to the wired network. An interfering AP is not

AP considered a direct security threat since it is not connected
to the wired network.

Unsecure AP An rogue AP that is part of the network. A rogue AP is an
unauthorized AP that is plugged into the wired side of the
network.

DoS AP An AP on which denial of service is enabled.

To manually classify an AP:

WebUI

1. Navigate to the Reports > AP Reports> All Interfering APs page on the
master WLAN Switch.

AP Reports dannite ~ T
Asgemn I =ports > All Interfering APs
All Rogue APs Search Result
Active Valid APs N 1
Inactive Valid APs T M
Al Valid APs [T APType * Manufacturer Radio = Channel SsID ~

ArubaNetworks  802.11g 1
Aruba Metworks  802.11g i sca-sw-test-1 0

Active Interfering APs r
-

Active Known Interfering APs r Aruba Networks  802.11g 1
-
-

All Interfering APs

All Known Interfering APs
ArubaNetworks  802.11g 1

Top Congested APs

Client Reports Aruba Metworks  302.11g 1 ga-systesta
Active Interfering Clients 12345 Next | 1-50f121 5 v
All Interfering Clients
Active Valid Clients
All Valid Clients

Status | Set as Valid Set as Interfering | Set as Known Interfering Set as

2. Select the checkbox for the AP(s) you want to classify.
3. Click the appropriate “Set as” button on the page.
4. Click Apply.

CLI

Enter the following command in Enable mode:

wms ap <bssid> mode {dos]interfering|known-interfering|unsecure]valid}

Configuring Rogue AP Detection

Follow the steps below to configure the Alcatel network to detect insecure APs
and to classify them as rogue and interfering respectively as defined in the
section above.
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Navigate to the Configuration > Advanced > Security > Rogue AP page on the
WebUI of the Master WLAN Swvitch.

Cortipraton I

Basic | Advanced sion Protection > Rogue AP

Switch
Gereral Disatale Users from Connecting to Rogue Access Points I3
Mnagerment Mark All Mew Access Points as Valid Access Paints T
. o Mark Lirkmown Access Polnits as Rogue Access Polnts r
Sedure ACCess

WLAN Apply | Clear

Mabwork

The following table explains the fields for this configuration and what it means to
select each of them.

Field Description

Disable Users from Connecting By default, rogue APs are only detected, but

to Rogue Access Points are not automatically disabled. Enable this
option to automatically shut down rogue
APs. When this option is enabled, clients
attempting to associate to a rogue AP will be
disconnected from the rogue AP through a
denial of service attack.

Mark All New Access Points as When installing an Alcatel WLAN Switch in

Valid Access Points an environment with an existing third-party
wireless network, it is necessary to manually
classify existing enterprise APs as valid - a
time-consuming process if a large number of
APs are installed. Enable this option to mark
all detected APs as valid. Leave this option
enabled until all enterprise APs have been
detected and classified as valid. After this
process has completed, disable this option
and re-classify any unknown APs as

interfering.
Mark Unknown Access Points In an environment where no interfering APs
as Rogue Access Points should exist - for example, a building far

away from any other buildings or an RF
shielded building - enable this option to turn
off the classification process. Any AP
detected that is not classified as valid will be
marked as rogue.

Note: Use caution when enabling both “Mark Unknown APs as Rogue” and
“Disable Users from Connecting to Rogue APs”. If the system is installed in an
area where APs from neighboring locations can be detected, these two options
will disable all APs in the area.

v AOS-W 2.5.3 7
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Configuring Denial of Service Attack Detection

Follow the steps below to configure Denial of Service attack detection:

1. Navigate to the Configuration > Advanced > WLAN Intrusion Protection >
Denial of Service page on the WebUI. To configure Rate Analysis, select Rate

Analysis.

Ralio

Achvanced
RF Management
Callbration
Optimization
Protection
Manitoring
Advanced
Security
Rogue AR
Roles
Policies
AAA Servers
Authentication Methods
VI Settings
Firewall Settings

External Services Interface

CHlagnostics

Intrusion Prevention > Denial of Service > Rate Analysis

Rale Aralysis Pk AP
Rate Analysis
Endble Rate Anomaly Checking
Detection Parameters

Frame Type Channel Threshold
Assoclation 30
Probe Reguest 200
Frobe Resporse 200
Disassoclation 30
Authentication 30
Deauthertication 30

Frame Type MNode Threshold

Association 30
Probe Request 200
Frobe Resporse 150
Disassociation 30
Authentication I
Deauthertication ]

W W W W W

Channel Time(sec)

Edit| Cancel

MNode Time(sec)
&0
15
15
&0
&0
50
ﬂ Cancel

Configuration

Channel Quiet Time(sec)

MNode Quiet Time(sec)

Apply |

2. Configuration is divided into two sections: Channel thresholds and node
thresholds. A channel threshold applies to an entire channel, while a node
All frame types are

standard management frames as defined by the 802.11 standard. The

threshold applies to a particular client MAC address.
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following table explains what each field implies. To edit any of the values from
the default values for a channel, click the Edit button in the appropriate

section (channel/node).

Field

Description

Frame Type

Identifies the type of standard frame.

Channel/Node Threshold

Specifies the number of a specific type
of frame that must be exceeded within
a specific interval to trigger an alarm.

Channel/Node Time (sec)

Specifies the time interval in which the
threshold must be exceeded in order to
trigger an alarm.

Channel/Node Quiet Time (sec)

After an alarm has been triggered,
specifies the amount of time that must
elapse before another identical alarm
may be triggered. This option prevents
excessive messages in the log file.

3. To configure the Fake AP detection, select the Fake AP tab on the
Configuration > Advanced > WLAN Intrusion Protection > Denial of Service

page.

Baslc | Advanced Intrusior eventic
Q:{I‘t:h“ Rate Analysis | | Fake AP
Menagement Fake AP
Secure Acoess Enabde Fake AP Flood Detection |
WLAN Flood Inc Time (secs) 3
MNetwork Flood Threshold 0
Radio Quiet Time (se¢s) a00
Advanced
RBF Managermenlt

Conliguration Reparts

on > Denial o

Save Configuration

f Service > Fake AP

Apply

The table below summarizes the meaning of each of the fields in this section.

Field

Description

Enable Fake AP Flood Detection

Enables or disables the feature

Flood Inc Time (secs)

The time period in which a configured
number of FakeAP beacons must be
received.

Flood Threshold

The number of FakeAP beacons that
must be received within the Flood Inc
Time in order to trigger an alarm.

v
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Quiet Time (secs) After an alarm has been triggered, the
amount of time that must pass before
another identical alarm may be
triggered.

Configuring Man-In-The-Middle Attack Detection

Navigate to the Configuration > Advanced > WLAN Intrusion Protection >
Man-In-The-Middle page on the WebUI of the Master WLAN Switch. Select the
required tab to configure each of the following:

1. To configure station disconnection detection, click Disconnect Station.

| Advanced Intrusion Prevention > Man-In-the-Middle > Disconnect Station
Switch

. Discorrect Station | EAP Handshake | Sequence Mumber AP Imperscnation
General
Managerment Disconnect Station Analysis
Secure Access Ercble Disconmect Station Aralysis r
WILAN Disconnect Station Detection Quist Time (secs) an0
Ihabork:
Radio Aeply |

The following table gives a brief description of the fields in this section.

Field Description

Enable Disconnect Station Enables/disables this feature.

Analysis

Disconnect Station Detection After a station disconnection is

Quiet Time (secs) detected, the amount of time that must

pass before another identical alarm can
be generated.

2. To configure EAP Handshake analysis, click the EAP Handshake.

[Tl Configuration Save Corfiguration
Basic | Advanced Intrusion Prevention > Man-In-the-Middle > EAP Handshake
S*“‘Ch Discorrect Station . BAP HandShake | Sequence Bumber AP Impersonation
Gereral
Menagement EAP Handshake Analysis
Secure Access Eneble EAP Handshake Analysis I
WLAN EAP Handshake Threshold 10
INebwork EAP Time Inkerval (secs) &0
fiacko EAP Rt Dietection Ouist Time (s2:s) ann
Achvarced Apply
RF Management
10 AOS-W 2.5.3 032034-00 Rev A
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The following table describes each of the fields in this section.

Field

Description

Enable EAP Handshake Analysis

Enables or disables this feature.

EAP Handshake Threshold

The number of EAP handshakes that
must be received within the EAP Time
Interval in order to trigger an alarm.

EAP Time Interval (secs)

The time period in which a configured
number of EAP handshakes must be
received.

EAP Rate Detection Quiet Time
(secs)

After an alarm has been triggered, the
amount of time that must pass before
another identical alarm may be
triggered.

3. To configure Sequence number analysis, click the Sequence Number.

Management Seq e Number Analysi
S 5 Enable Sequence Mumber Discrepancy Checking

erioring. T
fizsle | Advanced Preve e > Sequence Number
bg:‘,ﬂ!,! ation | | BAP HandShake | | Seguence MNumber AP Impersonation

RF Management

WILAN Sequence Mumber Difference Threshold 200
[l Sequence Mumber Chedking Time Tolerance (meec) 300
e Sequence Number Checking Cuilet Time (secs) w00
Advarced

The following table gives a brief description of the fields in this section.

Field

Description

Enable Sequence Number
Discrepancy Checking

Enables or disables this feature.

Sequence Number Difference
Threshold

The maximum allowable tolerance
between sequence numbers within a
specific time interval.

Sequence Number Checking
Time Tolerance (msec)

The time interval in which sequence
numbers must exceed the sequence
number difference threshold in order
for an alarm to be triggered.

Sequence Number Checking
Quiet Time (secs)

After an alarm has been triggered, the
amount of time that must pass before
another identical alarm may be
triggered.

v
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4. To configure AP impersonation detection, click the AP Impersonation.

Confgration Mantznarce Save Coriigraton
faslc | Advanced Intrusion Prevention > Man-In-the-Middle > AP Impersonation
Sk Chsconmect Station | BAP HandShake Sequence Mumber | | AP Impersonation
General
Managament Eneble AP Impersonation Detection L
Secure Access Enabie AP Impersonation Probection r
WILAN Beacon Rabe Increment Threshold 50
[habvork:
Radic Apply |

The following table briefly descriptions the fields in this section.

Field Description

Enable AP Impersonation Enables detection of AP impersonation.
Detection

Enable AP Impersonation When AP impersonation is detected,
Protection both the legitimate and the

impersonating AP will be disabled
using a denial of service attack.

Beacon Rate Increment The percentage increase in beacon rate
Threshold that will trigger an AP impersonation
event.

Configuring Signature Detection

Navigate to the Configuration > Advanced > WLAN Intrusion Protection >
Signatures page on the WebUI on the Master WLAN Switch.

Menitoring RECRTSTE (=Ml Diagnostics | Maintenance | Plan | Evenis | Reperls | Save Configuration
Baic | Advenced Intrusion Prevention > Signatures
Switch
Ganaral Signature Analysis
Maragement Enable Signature Analysis O
SecLre Accecs Signature Analysis Quiet Time (secs) 00
WLAN Mame Category Active Action
Ietwork ASLEAP Pre-Defined Yes Edit| Duolnte
Radic Full-Probe-Resporse Pre-Defined es Edit| Delete |
Advanced Airdack Pre-Cefined Yes [Edit| Delata
RF Management RletStumbsler Gereric Pre-Defined Yes Edkt| Dolote |
b MetStmbler Version 3.3.0¢ Pre-Defined Yes Bdit | | Delats |
Smton DeauthBroadeast Pre-Defined Yes Edit| Delatn
Protection e
Monitoring —
Aechvanced Apply
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The table below explains the configuration parameters in this section:

Field

Description

Enable Signature Analysis

Enables or disables this feature.

Signature Analysis Quiet Time
(secs)

After an alarm has been triggered, the
amount of time that must pass before
another identical alarm may be
triggered.

The table below summarizes the pre-defined signatures that are supported by

AirOS version 2.3 or higher.

Signature

Description

ASLEAP

A tool created for Linux systems that
has been used to attack Cisco LEAP
authentication protocol.

Null-Probe-Response

An attack with the potential to crash or
lock up the firmware of many 802.11
NICs. In this attack, a client
probe-request frame will be answered
by a probe response containing a null
SSID. A number of popular NIC cards
will lock up upon receiving such a
probe response.

Airdack

Originally a suite of device drivers for
802.11(a/b/g) raw frame injection and
reception. It was intended to be used
as a development tool for all 802.11
applications that need to access the
raw protocol.. Alas, one of the tools
included allowed users to force off all
users on an Access Point.

NetStumbler Generic

NetStumbler is a popular wardriving
application used to locate 802.11
networks. When used with certain
NICs (such as Orinoco), NetStumbler
generates a characteristic frame that
can be detected.

NetStumbler Version 3.3.0x

Version 3.3.0 of NetStumbler changed
the characteristic frame slightly. This
signature detects the updated frame.

v
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Deauth-Broadcast A deauth broadcast attempts to

disconnect all stations in range - rather
than sending a spoofed deauth to a
specific MAC address, this attack
sends the frame to a broadcast

address.

Adding a New Signature Pattern

To add new signatures in addition to the pre-defined signatures described above,

follow the steps belowv:

1. On the Configuration > Advanced > WLAN Intrusion Protection >

Signatures page click Add to add a new signature pattern.

[EReteel Configuration Mainlenance Reporls

Baic | Advanted Intrusion Prevention >Add IDS Signature
Switch
Gerwral Signature Mame
Meraygement Signature Mad:
Secure Acoess Signature Rules
WLAN . Attribute Value
ebwark [add|
Radia
Advanced

Save Confliguration

« back |

Action

Apply |

2. Enter a name for the newly added signature pattern in the Signature Name
field, and select the Signature Mode option to enable detection for this
signature. (Leave this field disabled if only creating a signature but enabling

detection at this point.)

3. Click Add to add a signature rule.

Configuratin

Basic | Advanced Intrusion Prevention >Add IDS Signature
Switch
General Slgnshre Mame Tast
Meragamert Slgnsture Made =]
Secure Access Signature Rules
WLAN : Attribute Value
Tatwork: Eee)
Raclic: Add Condition
Achvarced Alribube WValue
RF Management
Callbration
Optimization tprurm
Frofection src-mac

Save Corfiguration | Logout

« back |

Done | Cancel

Apply

4. In the Add Condition section, add a rule that matches an attribute to a value.

The attribute can be one of the following:

° BSSID: This refers to the BSSID field in the 802.11 header of frames.
° Destination MAC address: This refers to the Destination MAC address in

802.11 header of frames.
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° Frame Type: This refers to the type of 802.11 frame. For each type of
frame further details can be specified to filter and detect only the required
frames. It can be one of the following:

Association
Auth

Control

Data

Deauth
Deassoc
Management
Probe-request
Probe-response
Beacon.

° Payload: This looks for a pattern at a fixed offset in the payload of a
802.11 frame. The administrator can configure the pattern and the offset
where the pattern is expected to be found in the frame.

Sequence Number: This refers to the sequence number of the frame.

Source MAC address: This refers to the source MAC address of the
802.11 frame.

5. After completing configuring the rule to be added, click Add to add the rule to
the list of rule. In the example shown, a rule that matches the BSSID to the
value 00:00:00:00:00:0a has been added.

6. If required, add another rule to the list of the rules as shown above. When the
required number of rules has been added, click Apply to apply the
configuration.

NOTE:

The configuration will not take effect if it is not applied.

WLAN Policies Configuration

Navigate to the Configuration > Advanced > WLAN Intrusion Protection >
Policies page on the WebUI.

Basle | Advanced

Switch
General

ALCATEL

Conflguration et gikiile
Adhoc Metwork
Adhoc Network

Enable Adhoe MNetwaorks Activity Detection
Ereble Adhoo Metwork Protection
Achoe Detection Quist Time (secs)

s > Adhoc Network

Save Configration

d AP Weak WER

Multi Tenarcy | MAC QUL

Apply
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Configuring Ad-hoc Network Protection

The table below describes the data parameters in this section.

Field Description

Enable Adhoc Networks Activity Select to enable the detection of adhoc

Detection networks.

Enable Adhoc Network When adhoc networks are detected,

Protection they will be disabled using a denial of
service attack.

Adhoc Detection Quiet Time After an alarm has been triggered, the

(secs) amount of time that must pass before
another identical alarm may be
triggered.

Configuring Wireless Bridge Detection

To configure the detection of wireless bridges, navigate to Configuration >
Advanced > WLAN Intrusion Protection > Policies > Wireless Bridge, as shown in the
figure below.

SRV Diogrostcs | Martenance | Fian | Everts | Reports | Save Configration | Logout
Baslc | Advanced Intrusion Prevention > Policies > Wireless Bridge
q::":' Adhoc Metwork || Wireless Bridge | Misconfigured AP | Wesk WEP | Mulli Tenerey | MAC OL
Managerment Wireless Bridge
Erable Wireless Bridge Detection r
Wireless Bridge Detection Quist Time (secs) ann

Apply

The table below describes the fields in this section.

Field Description

Enable Wireless Bridge Select to enable the detection of adhoc

Detection networks.

Wireless Bridge Detection Quiet After an alarm has been triggered, the

Time (secs) amount of time that must pass before
another identical alarm may be
triggered.
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Configuring Mlisconfigured AP Protection

An AP is classified as misconfigured if it does not meet any of the following
following configurable parameters:

B Valid channels

Encryption type

Short preamble

List of valid AP MAC OUls

Valid SSID list (exceptions are described in “Use of the Valid Enterprise SSID
List” on page 20)

This classification is primarily for enforcing security policies on non-Alcatel APs,
although the classification and protection mechanism also applies to all valid
Alcatel APs.

To configure protection for misconfigured APs, navigate to Configuration >
Advanced > WLAN Intrusion Protection > Policies > Misconfigured AP as
shown in the figure below.

[ETEEEN Configuration

Save Corfiguration

v

ALCATEL

Bzl | Advanced Intrusion Prevention > Policies > Misconfigured AP
Switch e Ty . c. == TR T el
Gereral Acdhoc Mebwork, Wireless Bridge Misconficpred AP WEP Multi Tenancy MAC O
Managerment Misconfigured Access Points
Seoure Actess Drebiect Misconfigured Access Paints (m
WLAN Disable Detected Misconfigured Access
Ietwork Points
Radio ‘Valld Enferprise 802. 1 1b/fg Channels FIF2r3rdrsPer7rarer oM 11
Advanced Valid Enterprise 802.11a Channels FEFAFHFIEFSZFEFEOFBIF 140 153F 15/ F 161
RF Managermenl Enfioroe Short Preamble a5 irvalid AP 7
Callbration configuration
Optimization Dre'vent walld clients from roaming to |
Protecti interfering APs
il Erforce WEP Encryption for all Trafle. @
Monitcring Enfiorce WRA Encryption for all Traffic r
Advanced y . )
Sl lvl?:ltld Access Point Manufachrers OUT
Regue AF (OUIs must be entered in
Roles the format socoe o 0o o0 where X
Policies i-“_"’ hesaclecimal rumber, Fbeing the add| Dolata {AckdirgDeleting tofrom e QUL st will immeadiately update the switch
wildzard) configuration)
AAA Servers LT 1)
Authentication Methods apply
W Settings
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The table below describes the fields shown in this section.

Field

Description

Detect Misconfigured Access
Points

Select to enable, reselect to disable, the
misconfigured AP detection feature.

Disable Detected Misconfigured
Access Points

When valid APs are found that violate
the list of allowable parameters, select
this field to prevent clients from
associating to those APs using a denial
of service attack.

Valid Enterprise 802.11b/g
Channels

Defines the list of valid 802.11b/g
channels that third-party APs are
allowed to use.

Valid Enterprise 802.11a
Channels

Defines the list of valid 802.11a
channels that third-party APs are
allowed to use.

Enforce Short Preamble as
invalid AP configuration

Select to enable, reselect to disable, a
short preamble as a valid AP
configuration.

Prevent valid clients from
roaming to interfering APs

If a valid enterprise client attempts to
associate with an AP classified as
“interfering”, select this field to break
the association using a denial of
service attack.

Enforce WEP Encryption for all
Traffic

Any valid AP not using WEP wvill be
flagged as misconfigured.

Enforce WPA Encryption for all
Traffic

Any valid AP not using WPA will be
flagged as misconfigured.

Valid Access Point
Manufacturers OUI List (OUls
must be entered in the format
XX XX XX XX XX XX Where X is a
hexadecimal number, f being the
wildcard)

A list of MAC address OUls that define
valid AP manufacturers. Any valid AP
with a differing OUI will be flagged as
misconfigured.

Configuring Weak WEP Detection

1. To configure detection of weak WEP implementations, navigate to

Configuration > Advanced > WLAN Intrusion Protection > Policies > Weak

WEP as shown in the following figure.
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(e (ST =l Diagnostics | Maintenance | Plan | Evenls | Reports

Save Configuration

fsic | Advanced Intrusion Prevention > Policies > Weak WEP
Switch Adhoc Metwork | | Wireless Bridge | | Misconfigured AP | | Weak WEP | Mult Tenancy | | MAC OUIL
General
Managament Weak WEP
Secure Access Delect AP ard Clients Lising Wesk WEP [V r
WILAN ’
Metwork _4pph |

2. Select the check box for Detect APs and Clients Using Weak WEP IV to
enable this feature.

Configuring Multi-Tenancy Detection

To configure multi-tenancy policies, navigate to Configuration > Advanced >
WLAN Intrusion Prevention > Policies > Multi Tenancy as shown below.

[Ealer sl Configuration IMairtenance Save Configuration
Bzl | Advanced Intrusion Prevention > Policies > Multi Tenancy
Sr:fﬂ.]-q Adhoc Mebwork: | | Wireless Bridge | | Misconfigured AP | | Weak WEP  Multl Tenancy | MAC OUI
Maragarment Mu!ﬂ—Tenancy
Secire Actess Disable Access Foints Violating Enterprise
WLAN SSI0 List
[kbwork:
Radic
Advaniced Valid Erterprise SSID List
RF Mai sment
s u“f’“'l’ add| eiete | (Adding/Deleting bofirom the SSID list will Immedistely updste the swith
- '_ 22 |u|. conflguration)
Cptimizaticn Disable Access Points Vielating Charre| r
Protection Allocation Agreaments
Monitoring Heserved Enterprise B02.11bfg Channels M 1r2r 3rd4rsSrar7rararior 1
Achvanced Reserved Enterprise 802.11a Charrels CBr40r44r4sr S2r 3B re0redr 149 1530 1571 161
Security
Rogue AP Apply |

The table below describes the fields in this section.

Field Description

Disable Access Points Violating When an unknown AP is detected

Enterprise SSID List advertising a reserved SSID, select this
field to disable the AP using a denial of
service attack.

Valid Enterprise SSID List This is a list of all the SSIDs that have
been reserved for Multi-Tenancy
Protection. This list is empty by default
and does not contain any SSIDs
configured on the WLAN Switch.
Adding to or deleting from the SSID List
will immediately update the WLAN
Switch. See “Updating the Valid
Enterprise SSID List”.
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Disable Access Points Violating When an unknown AP is detected
Channel Allocation Agreements using a reserved channel, the AP will
be disabled using a denial of service

attack.
Reserved Enterprise 802.11b/g This is a list of reserved channel
Channels numbers for b/g mode.
Reserved Enterprise 802.11a A list of reserved channel numbers for
Channels a mode.

Updating the Valid Enterprise SSID List

SSIDs added to the Valid Enterprise SSID list are known as “Valid SSIDs” or
“"Reserved SSIDs.” The list is empty by default and does not contain any SSIDs
configured on the WLAN Switch. You can add SSIDs to the list using the WebUI
or CLI.

To add an SSID to the Valid Enterprise SSID list:

WebUI

1. Navigate to the Configuration > Advanced > WLAN Intrusion Prevention >
Policies > Multi Tenancy page (shown previously).

2. Click the Add button.
3. Enter the name of the SSID, then click Add.

CLI
wms valid-ssid ssid_name

Use of the Valid Enterprise SSID List

This section describes the use of the Valid Enterprise SSID list with both
Multi-Tenancy protection and Misconfigured AP protection.

As part of its function, Multi-Tenancy protection prevents an interfering AP from
advertising an SSID that is added to the Valid Enterprise SSID list. This feature
protects against honeypot attacks.

Misconfigured AP protection also uses the Valid Enterprise SSID list to classify an
AP as misconfigured.

Whether a client can connect to an SSID depends on whether Multi-Tenancy
protection or Misconfigured AP protection are enabled or disabled, whether the
AP is valid or interfering, and whether the SSID is in the Valid Enterprise SSID list.

AOS-W 2.5.3 032034-00 Rev A
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Table 1-1 describes client connections to valid and non-valid SSIDs when
Multi-Tenancy protection and Misconfigured AP protection are enabled or
disabled.

TABLE 1-1 Valid SSIDs with Multi-Tenancy and Misconfigured AP Protection

Multi-Tenancy Misconfigured Client Connections

Protection AP Protection
Enabled Disabled If there are entries in the valid SSID list:
[ ] Clients can connect to valid SSIDs on valid APs.
B Clients cannot connect to valid SSIDs on
interfering APs (including known interfering
APs).
u Clients can connect to SSIDs not in the valid
SSID list on valid APs.
[ ] Clients can connect to SSIDs not in the valid
SSID list on interfering APs (including known
interfering APs).
If the valid SSID list is empty, it is ignored and clients
can connect to all SSIDs on both valid APs and
interfering APs (including known interfering APs).
Not adding an SSID to the valid SSID list exposes
that SSID to honeypot attacks.
Enabled Enabled If there are entries in the valid SSID list:

u Clients can connect to valid SSIDs on valid APs.

B Clients cannot connect to valid SSIDs on
interfering APs (including known interfering
APs).

[ ] Clients cannot connect to SSIDs not in the valid
SSID list on valid APs.

B Clients can connect to SSIDs not in the valid
SSID list on interfering APs.

If the valid SSID list is empty, it is ignored and clients
can connect to all SSIDs on both valid APs and
interfering APs (including known interfering APs).
Not adding an SSID to the valid SSID list exposes
that SSID to honeypot attacks.
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TABLE 1-1 Valid SSIDs with Multi-Tenancy and Misconfigured AP Protection

Multi-Tenancy Misconfigured
Protection AP Protection

Disabled Enabled If there are entries in the valid SSID list:

Client Connections

u Clients can connect to valid SSIDs on valid APs.

B Clients can connect to valid SSIDs on interfering
APs (including known interfering APs).

[ ] Clients cannot connect to SSIDs not in the valid
SSID list on valid APs.

B Clients can connect to SSIDs not in the valid
SSID list on interfering APs.

If the valid SSID list is empty, it is ignored and clients
can connect to all SSIDs on both valid APs and
interfering APs (including known interfering APs).
When Multi-Tenancy protection is disabled, the
network is susceptible to honeypot attacks.

Configuring MAC OUI Checking

To enable MAC OUI checking, navigate to Configuration > Advanced > WLAN
Intrusion Protection > Policies > MAC OUI as shown in the figure below.

TR Configuration Save Configuratin
Basic | Advanced Intrusion Prev 1 > Pol MAC OUI
{;::r:?l Ak Wak WH Multi Tenaroy MALC QLI
Menagement Enabde MAC CLIT Cheack r
Secure Access MAC OLIT Quibet Time (sacs) Q00
WLAN
Mabwork: ﬂ
The table below describes the fields in this section.
Field Description
Enable MAC OUI Check Enables or disables the MAC OUI
Check feature.
MAC OUI Quiet Time (secs) Allows you to set a minimum amount

of time that must pass before identical
alarms may be triggered.
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Preface

This preface includes the following information:

An overview of the contents of this manual
A list of related documentation for further reading
A key to the various text conventions used throughout this manual

Alcatel support and service information

Document Organization

The AOS-W User Guide is now in eight separate volumes for easier download and
information access. The volumes are as follows:

Volume 1 contains an overview of the OmniAccess System.

Volume 2 describes how to install the OmniAccess System in a wired
network.

Volume 3 describes WLAN configuration, including remote Access Points.
Volume 4 describes wireless encryption and authentication configuration.
Volume 5 describes configuring multi-WLAN switch environments.
Volume 6 describes intrusion prevention configuration.

Volume 7 (this volume) describes managing the OmniAccess System.

Volume 8 describes configuring advanced services, such as Quality of Service
(QoS) for voice and the External Services Interface module.

Related Documents

The following items are part of the complete documentation for the OmniAccess
system:

v

AOS-W User Guide
Alcatel Wireless LAN Switch Installation Guides
Alcatel Access Point Installation Guides

Release Notes

AOS-W 2.5.3 v

ALCATEL User Guide



Preface

Text Conventions

The following conventions are used throughout this manual to emphasize

important concepts:

TABLE 1 Text Conventions

Type Style

Description

Italics

This style is used to emphasize important terms and to mark
the titles of books.

System items

This fixed-width font depicts the following:
B Sample screen output
B System prompts

| Filenames, software devices, and certain commands
when mentioned in the text

Commands

In the command examples, this bold font depicts text that
the user must type exactly as shown.

<Arguments>

In the command examples, italicized text within angle
brackets represents items that the user should replace with
information appropriate to their specific situation. For
example:

# send <text message>

In this example, the user would type “send” at the system
prompt exactly as shown, followed by the text of the
message they wish to send. Do not type the angle brackets.

[ Optional ]

In the command examples, items enclosed in brackets are
optional. Do not type the brackets.

{Item Al Item B}

In the command examples, items within curled braces and
separated by a vertical bar represent the available choices.
Enter only one choice. Do not type the braces or bars.

vi AOS-W 2.5.3
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Contacting Alcatel

Contact Center Online

B Main Site http://wwwv.alcatel.com/enterprise
M Support Site http://eservice.ind.alcatel.com
u Email support@ind.alcatel.com

Sales & Support Contact Center Telephone

B North America 1-800-995-2696
Latin America 1-877-919-9526
[ ] Europe +33 (0) 38 8556 92 9
B Asia Pacific +65 6586 1555
B Worldwide 1-818-880-3500
v AOS-W 2.5.3 vii
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Configuring Managemen

Access

This chapter describes management utilities for an Alcatel wireless network.
This chapter describes the following topics:

B “Configuring SNMP” on page 2

B “Configuring Logging” on page 14

B “Creating Guest Accounts” on page 17

v AOS-W 2.5.3
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Configuring SNIVIP

Alcatel WLAN Switches and APs support versions 1, 2c, and 3 of SNMP for
reporting purposes only. In other words, SNMP cannot be used for setting values
in an Alcatel system in the current version.

SNMP for the WLAN Switch

Follow the steps below to configure a WLAN Switch’s basic SNMP parameters:

1. Configure the host name by navigating to the Configuration > Basic >
Management > SNMP page on the WebUI.

Field

Host Name

System Contact

System Location

2 AOS-W 2.5.3
User Guide

add|

Description

Host name of the WLAN
Switch.

Name of the person who
acts as the System
Contact or administrator
for the WLAN Switch.

String to describe the
location of the WLAN
Switch.

Monitoring | Configuration | Diagnastics | Maintenance | Plan | Events | Reparts | Logaut
Basic | Advanced  Management > SNMP
WLAR SP Logging || Clock | Access Coniro
BIF Mepnil
Securily System Group
VPN Emulation Haost Mame TechPubs2400
Matwork Systemn Confact
Managerment System Location
add
Fead Communily Strings
Delate |
Eneble Trap Generation =
Trap Receivers
IP Address SNMP Version Community String DR Port Action
add |
SNMPV3 Users
LUser Authenticatlon Protocol Privacy Protocol Actlon

Apply |

Expected/recommended
Value

String to act as the host
name for the WLAN Switch
being configured.

System contacts name/
contact information.

Description of the location
of the WLAN Switch.

032034-00 Rev A
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Read Community
Strings

Enable Trap Generation

Trap receivers

If you are using SNMPVv3 for getting the values from the Alcatel WLAN Switch,

Community strings used
to authenticate requests
for SNMP versions before
version 3. Note: This is
needed only if using
SNMP v2c and is not
needed if using version 3.

Enables generation of
SNMP traps to configured
SNMP trap receivers.
Refer to the list of traps in
the “SNMP traps” section
below for a list of traps
that are generated by the
Alcatel WLAN Switch.

Host information about a
trap receiver. This host
needs to be running a trap
receiver to receive and
interpret the traps sent by
the Alcatel WLAN Switch

Configuring Management Access
Chapter 1

These are the community
strings that are allowed to
access the SNMP data from
the WLAN Switch.

Select this option and
configure the details of the
trap receivers to enable
generation of traps for
various events by the
Alcatel WLAN Switch.

Configure the following for
each host/trap receiver:

® |P address

® SNMP version: can be 1
or 2c.
Community string

® UDP port on which the
trap receiver is listening
for traps. The default is
the UDP port number
162. This is OPTIONAL,
and will use the default
port number if not modi-
fied by the user.

follow the steps below to configure valid users for SNMPv3:

1. Click Add in the SNMPv3 Users section to add a new SNMPv3 user.

AOS-W 2.5.3 3
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2. Enter the details for the SNMPvVv3 user as explained in the table below.

Expected/Recommended

Fiel D ription
eld escriptio Values
User name A string representing the A string value for the user
name of the user. name.
Authentication An indication of whether This can take one of the two
protocol messages sent on behalf values:
of this user can be

MD5: HMAC-MD5-96 Digest

authenticated, and if so, . 3
Authentication Protocol

the type of authentication
protocol which is used. SHA: HMAC-SHA-96 Digest
Authentication Protocol

Authentication If messages sent on behalf String password for
protocol password of this user can be MD5/SHA depending on the
authenticated, the choice above.

(private) authentication
key for use with the
authentication protocol.

Privacy protocol An indication of whether This takes the value DES
messages sent on behalf (CBC-DES Symmetric
of this user can be Encryption Protocol).

protected from disclosure,
and if so, the type of
privacy protocol which is

used.
Privacy protocol If messages sent on behalf String password for DES.
password of this user can be

en/decrypted, the
(private) privacy key for
use with the privacy
protocol.

SNIMP for Access Points

The Alcatel Access Points also support SNMP and the administrator can
configure all or some of the Access Points to access data using SNMP as well as
receive traps from the Access Points. The Access Points can be acting as Air
Monitors when they are used to access information about the wireless network
using SNMP. The SNMP configuration for the Access Points can be done at a
global level (thereby being applicable for all the Alcatel Access Points in the
network) as well as for a particular set of Access Point(s) by using the AP location

q AOS-W 2.5.3 032034-00 Rev A
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codes. The steps required for each type of configuration is explained below.
Note: The configuration for Access Points is always done on the Master WLAN
Switch only.

Follow the steps below to configure SNMP parameters for Access Points in the
network at a global level:

1. Navigate to the Configuration > Advanced > WLAN > Network > General page on

the WebUI of the Master WLAN Switch. This page includes fields for
configuring the SNMP parameters on all Access Points in the network.

Maonlboring CHlagnostics Malrberare Everits: Confhgration Logout
faslc | Advanced WLAN > Network > General
Switch S50 General

General

Maragament LM= IR Backup LMS 1P

Secire Aooess § If r value b specified, e MTU
AN AEERIES will be regotiated

TMebwork Powier Maragement 5 Do ble Encrypt (IPSEC AR =

Radio Bootelrap Threshald 7

Phvanced RFBard g %
RF Management "

Sallora o :L 1 -Hﬂd'rNOr”' ImrﬂRr tory efauit rv

Srore confh aCtory =

Cptimization estore configuration o factony defall

Protechon AP Debugging and Logging

Monitoring Damp Server

Avarced AR Module  Logging Level
Securily SAP Infextrnatonal | %

Rogue AP Ap ‘Warmings >

Roles ShMP Infournasional %

Policies

SNMP System Information

ABA Servars

Althertication Mathods AELUIE

VR Settings é"ﬁmm I:mm

Firewall Settings Systam .[_.(:f\h'l'.l

External Services Inkerface EiRa =T REHTn

Advanced
WI__.'\N .{n[:ri..lsh.)n Protection o mirities

Denial of Service

Marr-In-the-Mickdle Add] | Dolote

Signah.

p::T sk Trap Receivers

flcles -
i Server 1P| Version | Community Strings | UDP Port | Actions
it
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2. Configure the basic SNMP parameters in the SNMP System Information area.
The fields are similar to those for the WLAN Switch and are explained in the

table belowv.

Field Description

Host Name Host name for all Access
Points in the network.

System Location Location for Access Points
in the network

System Contact Contact name or information
for administrative contact.

Enable SNMP Traps Enables generation of SNMP
traps from all Access Points.
Refer to the list of traps in
“SNMP traps” section for a
complete list of traps that
may be generated by Alcatel
Access Points in the
network.

Communities Community strings used to
authenticate requests for
SNMP versions before
version 3. Note: This is
needed only if using SNMP
v2c and is not needed if
using version 3.

Trap receivers Host information about a
trap receiver. This host
needs to be running a trap
receiver to receive and
interpret the traps sent by
the Alcatel Access Points

Expected/Recommended
Values

Any name to identify the
devices as Alcatel APs.

String to identify the location
of the APs.

String to identify
administrative contact for all
APs.

Select this option to enable
generation of traps. Note:
Ensure that at least one trap
receiver is configured to
complete the traps
configuration.

These are the community
strings that are allowed to
access the SNMP data from
the APs.

Configure the following for
each host/trap receiver:

® |P address

® SNMP version: can be 1
or 2c.

® Community string

UDP port on which the trap
receiver is listening for traps.
The default is the UDP port
number 162. This is
OPTIONAL, and will use the
default port number if not
modified by the user.

If you are using SNMPVv3 for getting the values from the Alcatel WLAN Switch,
follow the steps below to configure valid users for SNMPvV3.

6 AOS-W 2.5.3
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Field

User name

Authentication
protocol

Authentication
protocol password

Privacy protocol

Privacy protocol
password

Configuring Management Access

Description

A string representing the
name of the user.

An indication of whether
messages sent on behalf of
this user can be
authenticated, and if so, the
type of authentication
protocol which is used.

If messages sent on behalf
of this user can be
authenticated, the

(private) authentication key
for use with the

authentication protocol.

An indication of whether
messages sent on behalf of
this user can be protected
from disclosure, and if so,
the type of privacy protocol
which is used.

If messages sent on behalf
of this user can be
en/decrypted, the (private)
privacy key for use with the
privacy protocol.

Chapter 1

Expected/Recommended
Values

A string value for the user
name.

This can take one of the
two values:

MD5: HMAC-MD5-96
Digest Authentication
Protocol.

SHA: HMAC-SHA-96
Digest Authentication
Protocol.

String password for
MD5/SHA depending on
the choice above.

This takes the value DES
(CBC-DES Symmetric
Encryption Protocol).

String password for DES.

All the above parameters can also be configured for a subset of all the Access
Points in the Alcatel network by using the location code of the Access Points in
the building.floor.location format. The administrator can use O as the wild card
value for any of the fields in this format. As an example, all APs in building 10 can
be represented by the location code 70.0.0. To configure the SNMP parameters
for a set of APs, follow these steps:

1. Navigate to Configuration > Advanced > WLAN > Advanced page on the WebUI of
the Master WLAN Switch.

ALCATEL
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2. |If the required set does not exist, click Add to add the set of APs represented
by a location code (using O as the wild card value when required as explained
above). If the set already exists, click Edit for the chosen set and proceed to
step 4 to configure the SNMP parameters for the chosen set.

Configuration  [IEE e ! Save Configuration | Logout |
fasic | Advenced WLAN > Advanced
switeh Location Defatilt ESSID 802.11 a Channel 802,11 b/g Channel Actions
Ll Add New Location
“:cxc Pcess Location Ex: 1.2.3 (Bldg Floor Plan where Bldg=1, Floor =2, Plen=3)
Kiakicek Add| | Cancel |

3. Navigate to Configuration > Advanced > WLAN > Network > SSID to
configure the SSID for the Access Point:

Maritoring  [esgil Vi Bl Disgrostics Save Configuration
Bxic | Advanted WLAN > Network > SSID

Sl SSID | | General

Gereral

Menagement

Seeire Aocoss SSID  Radio Type  SSID Default VLAN Encryption Type  DTIMPerlod  Forward Mode  Actlons
WLAN aruba-ap  #02.11atb/g [afaulr o Ereryption 1 Tunnel Edit

Iabwork:

Radio

Add
Advariced ]

4. Click the General tab to configure the SNMP parameters for the set of APs.

8 AOS-W 2.5.3 032034-00 Rev A
User Guide July 2006



Configuring Management Access
Chapter 1

Meorlboriog Cagnostics Malntenarcs Save Configaration: | Logout
faslc | Advanced WLAN > Network > General
Swite S50 General

Gerperal

Maragament LM= IR Backup LMS 1P

Secire Aooess § If r value b specified, e MTU
AN AEERIES will be regotiated

Thebwiork, Power Management 3 Doble Encrypt (IFSEC AR r

Radia Bootelrap Threshald 7

Phvanced RFBard g %
RF Management

Callbration :ms:ﬁlp HMI:”T”[ Im:. er?n dafait I_u

Asiore confic N 10 Tacknry ael

Cptimization e configuration i factory defal

Protechon AP Debugging and Logging

Monitoring Damp Server

Avanced AR Module  Logging Level
Securily SAP Infestrnatnal | #

Rogue AP Ap ‘Wamings >

Rales SHMP Infournational |+

Podicies

SNMP System Information

AAA Serivers

Authentication Methods EOSShEE

VPN Settings SYStRMLovalich

Syshern Conlact
Ervbile SMVP Traps T

Firewall Settings
External Services Inkerface
Advanced

WLAN Intrusion Protection

- R Communities

[enial of Servica

MarrIn-the-Middle od] [Balnte

Signatres —
? = Trap Receivers

Polcles

Server [P Version  Cormmunity Strings  UDP Port . Actions

L]

5. Refer to the tables above for the fields to be configured for the set of APs.

6. Click Apply to apply the configuration.

SNMP Traps

WLAN Switch Traps
The following is a list of key traps generated by the Alcatel WLAN Switch.
1. WLAN Switch IP changed.

Description: This indicates the WLAN Switch IP has been changed. The WLAN
Switch IP is either the loopback IP address or the IP address of the VLAN 1
interface (if no loopback IP address is configured).

Priority Level: Critical
2. WLAN Switch role changed

Description: This indicates that the WLAN Switch has transitioned from being a
Master WLAN Switch to a Local WLAN Switch or vice versa.

Priority Level: Critical

v AOS-W 2.5.3 9
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3. User entry created/deleted/authenticated/de-authenticated/authentication
failed.

Description: Each of these traps are triggered by an event related to a user event.
The event can be a new user entry being created in the user table, deletion of a
user entry, a user getting authenticated successfully, a user getting
de-authenticated, or a failed authentication attempt. Each of these traps will be
generated by the WLAN Switch on which the user event occurs. In other words
this is a local event to the WLAN Switch where the user is visible.

Priority Level: Medium.
4. Authentication server request timed out.

Description: This trap indicates that a request to a authentication server did not
receive a response from the server within a specified amount of time and
therefore the request timed out. This usually indicates a connectivity problem
from the Alcatel WLAN Switch to the authentication server or some other
problem related to the authentication server.

Priority Level: High.
5. Authentication server timed out

Description: This trap indicates that an authentication server has been taken out
of service. This is almost always same as AuthServerReqTimedOut except when
there is only one authentication server in which case the server will never be
taken out of service. In that case the AuthServerReqTimedOut will continue to be
raised but not then AuthServerTimedOut.

Priority level: High
6. Authentication server up.

Description: This trap indicates that an authentication server that was previously
not responding has started responding to authentication requests. This will be
triggered by a user event that causes the WLAN Switch to send an authentication
request to the authentication server.

Priority Level: Low.
7. Authentication user table full.

Description: This trap indicates that the authentication user table has reached its
limit with the number of user entries it can hold. This event is local to the WLAN
Switch that generates the traps. The maximum number of user entries that can be
present at the same time in the user table is 4096.

Priority Level: Critical.
8. Authentication Bandwidth contracts table full

Description: This trap indicates that the maximum number of configured
bandwidth contracts on the WLAN Switch has been exceeded. The threshold for
this is 4096

AOS-W 2.5.3 032034-00 Rev A
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Priority Level: High
9. Authentication ACL table full.

Description: This trap indicates that the maximum number of ACL entries in the
ACL table has been exceeded. The limit for this is 2048 entries on a WLAN
Switch.

Priority Level: High
10. Power supply failure

Description: As the name indicates, this trap indicates the failure of one of the
two possible power supplies in the WLAN Switch.

Priority Level: Critical
11. Fan failure

Description: As the name indicates, this trap indicates a failure of the fan in the
WLAN Switch.

Priority Level: Critical
12. Out of Range Voltage

Description: This trap indicates an out of range voltage being supplied to the
WLAN Switch.

Priority Level: Critical
13. Out of Range temperature.

Description: This trap indicates an out of range operating temperature being
supplied to the WLAN Switch.

Priority Level: Critical
14. Line card inserted/removed.

Description: These traps indicate that a Line Card has been inserted or removed
from the WLAN Switch.

Priority Level: Critical.
15. Supervisor card inserted/removed.

Description: These traps indicate that a Supervisor card has been inserted or
removed from the WLAN Switch

Priority Level: Critical
16. Power supply missing
Description: This trap indicates that one of the power supplies is missing.

Priority Level:. Critical.

AOS-W 2.5.3 11
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Access Point/Air Monitor Traps

The following are the key traps that can be generated by the Alcatel Access Point
or an Air Monitor:'

1. Unsecure AP detected.

Description: This trap indicates that an Air Monitor has detected and classified an
Access Point as unsecure. It will indicate the location of the Air Monitor that has
detected the unsecure AP, the channel on which the AP was detected as well as
the BSSID and SSID of the detected AP.

Priority Level: Critical.
2. Station impersonation.

Description: This trap indicates an Air Monitor has detected a Station
impersonation event. The trap will provide the location of the Air Monitor that has
detected the event and the MAC address of the Station.

Priority level: Critical
3. Reserved channel impersonation.

Description: This trap indicates an Access Point is being detected is violating the
Reserved Channels. The location of the AP/AM that detects the event is provided
in the trap. In addition to this, the BSSID and SSID of the detected AP is also
included.

Priority Level: High
4. Valid SSID violation

Description: This indicates a configuration in the configuration of the SSID of the
AP. The AP generates the trap and includes its BSSID, the configured SSID and
the location of the AP in the trap.

Priority Level: High
5. Channel misconfiguration

Description: This trap indicates an error in channel configuration of an AP. The
AP generates the trap and includes its BSSID, the configured SSID and the
location of the AP in the trap

Priority Level: High
6. OUIl misconfiguration.

Description: This trap indicates an error in the OUI configuration of an Access
Point. The AP generates the trap and includes its BSSID, the configured SSID and
the location of the AP in the trap

Priority: High

7. SSID misconfiguration.

1. For a complete list of traps, refer to the Alcatel MIB Reference (0500059).
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Description: This trap indicates an error in the SSID configuration of an Access
Point. The AP generates the trap and includes its BSSID, the configured SSID and
the location of the AP in the trap

Priority level: High
8. Short Preamble misconfiguration.

Description: This trap indicates an error in the Short Preamble configuration of an
Access Point. The AP generates the trap and includes its BSSID, the configured
SSID and the location of the AP in the trap. This check will be done only if the
short-preamble option is selected for the AP from the CLI or the WebUI.

Priority level: High
9. AM misconfiguration.

Description: This trap indicates an error in the Short Preamble configuration of an
Access Point. The AP generates the trap and includes its BSSID, the configured
SSID and the location of the AP in the trap

Priority Level: High
10. Repeat WEP-IV violation.

Description: This trap indicates that the Air Monitor has detected a valid station
or a valid AP sending consecutive frames that has the same IV (Initialization
vector). This usually means that entity has a “flawed” WEP implementation and is
therefore a potential security risk.

Priority Level: High
11. Weak WEP-IV violation.

Description: This trap indicates that the Air Monitor has detected a valid station
or a valid AP sending frames with an IV that is in the range of IV that are known to
be cryptographically weak and therefore are a potential security risk.

Priority Level: High.
12. Adhoc networks detected.

Description: This trap indicates that the Air Monitor has detected Adhoc
networks.

Priority Level: High.

13. Valid station policy violation.

Description: This trap indicates that a valid Station policy is being violated.
Priority Level: High.

14. AP interference.

Description: This trap indicates that the indicated Air Monitor (identified by the
BSSID/ SSID) is detecting AP interference on the indicated channel.

Priority Level: Medium

AOS-W 2.5.3 13
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15. Frame Retry rate exceeded.

Description: This trap refers to the event when the percentage of received and
transmitted frames with the retry bit crosses the High watermark. This event can
be triggered for an AP, a station or a channel. The two values that should be
configured related to this event are Frame Retry Rate - High Watermark and Frame
Retry Rate -Low watermark. The High Watermark refers to the percentage
threshold which if surpassed triggers the event that causes the trap to be sent.
The Low Watermark refers to the percentage threshold such that if the retry rate
reaches a value lower than this value the event is reset. What this means is that
the trap will be triggered the first time the Frame Retry rate crosses the High
Watermark and then will only be triggered if the Frame Retry Rate goes under the
Low Watermark and then crosses the High Watermark again. This holds true for
all the thresholds explained below as well.

Priority level: Medium.
16. Frame Bandwidth rate exceeded.

Description: This trap refers to the event of the bandwidth rate for a station
exceeding a configured threshold (High watermark). The terms High Watermark
and Low Watermark hold the same meaning as explained above.

Priority Level: Medium
17. Frame low speed rate exceeded.

Description: This trap refers to the event when the percentage of received and
transmitted frames at low speed (less that 5.5Mbps for 802.11b and less that 24
Mbps for 802.11a) exceeds the configured High Watermark. The terms High
Watermark and Low Watermark hold the same meaning as explained above.

Priority level: Medium

Configuring Logging

14

This section outlines the steps required to configure logging on an Alcatel WLAN
Switch. The logging level can be set for each of the modules in the software
system. The table below summarizes these modules:

Module Description

Management AAA The module responsible for authentication of
management users (telnet/ssh/WebUI).

Authentication The module responsible for authentication of
wireless clients.

AOS-W 2.5.3 032034-00 Rev A
User Guide July 2006



Configuration Manager

VPN server

DHCP server
Switching

Mobility

User

Access Point Manager
Station Manager
Traffic

RF Director

v
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The module responsible for configuration
changes in the Alcatel network and
configuration synchronization amongst all
Alcatel WLAN Switches.

The module responsible for all VPN
connections.
The DHCP server in the WLAN Switch.

The module responsible for all layer 2/3
switching functionality.

The module responsible for inter- and
intra-WLAN Switch mobility for wireless
clients.

The module responsible for user state
maintenance.

The module responsible for managing the
Access Points in the network.

The module responsible for all wireless
stations at a 802.11 level.

A logical module to track traffic patterns to
help troubleshooting.

The monitor responsible for monitoring the
wireless network for any rogues/intrusions
etc.
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You can configure the logging levels for each of these modules as well as the IP
address of a syslog server to which the WLAN Switch can direct these logs. To

configure logging:

1. Navigate to the Configuration > Advanced > Switch > Management > Logging page

on the WebUI.

Module:

Baslc | Advanced Management > Logging
Switch ] ; P F—
s ShIhE Logging | Clock | | Access Confrol
Maragament Logqging Servers
Sexure Acoess
WLAN
Add
[bebwork: I
Radio Lnggl_ng Levels
Advanced r Management AAA
RF Manacgement - R thentcation
Calibration S
(..‘|l::1ir||:zuliu' :— :;::Ini“““u\M”ng
Protection - DHCP Server
Moriitoring = swithing
S
Fochvanced - Mobility
S;ch:‘ikp I Acness Point Manaoer
Rolr‘-’- r Shatior Manager
- r Trsffic
Policles
fwc 'Sc _ T RF Director
PECh r External Services Infertace
Authentication Methods - Meragament ShVP
VPR Settings I Packet Filtering
Fircwall Settings - Llcerse Management
Extornal Services Interface
Advarced

irformational
Intermaticnal
infior mational
irfermaticnal
Irtormational
Infiormaticnal
informational
irformational
warmings

informational
irformational
Intormaticnal
irfior mational
irfermaticonal
Intermaticnal

Save Configuration

Logging Level

Apply

2. To add a logging server, click Add in the Logging Server section.

Click Add to add the logging server to the list of logging servers. Ensure that

the syslog server is enabled and configured on this host.

4. If the logging levels of all the modules are as required, proceed to step 6. To
modify the logging level of any of the modules, select the required module
from the list of the modules shown. From the drop down list that appears on
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the screen, choose the appropriate logging level. In the example shown
below, the logging level of the Authentication and VPN server module is being
modified to debugging.

[Tl Configuration

Save Configuration

Basic | Advanced Management >Logging
‘;r::\m P Logging || Clock HAcress Confrol
Menagement Logging Servers
Seoire Aroess ]
WLAN Add
Mebwork
Radio Logging Levels
Avinced ’ Module Logging Level
r Maragement AAA informational
B Mansgement E Authentication Informational
Calibration
Optimization Gi Configuration Marager informational
Pratection W VPN Server Informational
il r DHCP Sarver Infermaticnal
I':J'u S I Swilching informational
Hd”' ed r Micbility informational
Sﬁcr:_l: :VAL r Access Polnt Manager Intormational
L r Station Manacer WETIregs
E:.IEG:‘ r Traffic informational
A Ei RF Diractor Iintormational
:AH et , : External Services Interface informaticonal
Authentication Methods T Maragement SHMP irformational
VPR Settings - Packet Filtering Infermaticnal
Firewsll Settings r Licerss Maragement informational
External Services Interface Logging Level |inormstonsl » [ Done | Cancel |
Advanced [informnasianal ]
WLAN Intrusion Prolection ) Apply |
Denial of Service W.;.vn-ngs
Mar-In-the-Middle Commands E\:ITO";S View Commands
;LQ:‘IJ::TE’S Critical

5. Click Done to make the modification.
6. Click Apply to apply the configuration.

NoOTE: Until this step is completed, none of the configuration changes wvill

take effect.

For more information on logging, refer to the AOS-W System Messages
Reference Guide.

Creating Guest Accounts

ALCATEL

You can create a special administrative login that allows a user, such as a front
desk receptionist, to create guest accounts on a WebUI page.

To create the user login:

1. Navigate to the Configuration > Basic > Management > Access Control
page.

2. Click Add.

v AOS-W 2.5.3 17
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3. In the Add User page, enter the name that the user will log in with to access
the guest account page.

4. Enter the password for the user login.

5. For Role, select guest-provisioning from the drop-down list.

Configuration | Diagnostcs | Maintenance | Plon | Everts | Repocts | Save Corfiguration | Logout
Basic | Ady Management > Access Control > Add User Jesthaclyl
WLAN Add U
RF Management Lkser Mame frontdesk
Security Password R ———
Network Contirm Password wennwneny
Management Role guestprovisioning

Apply

6. Click Apply.

When a user logs into the WebUI on the WLAN Switch (in a multi-WLAN Switch
system, this must be the master WLAN Switch) using the login and password
you just created, a special WebUI page is displayed that allows them to create
guest accounts in the WLAN Switch’s internal database.

Guest Provisioning Logout
Brot iy Security > Internal User Database
Intermal LESC D202 Tternal DB
Users
User Name Password Role E-mail Enabled Expiry Action
Add User
18 AOS-W 2.5.3 032034-00 Rev A
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The user clicks Add to create a guest account:

Guest Provisioning
Secourily Ca
Inftermal User Database. —

ser Mame

Password

Verlfy Password

Fole o

E-mail
Enabled =

= Eriry does not expine
Expiration  Sat Explry Hme (mins)

™ Set Expiry Crate (mmjddfrvyy)

Configuring Management Access
Chapter 1

WM Expiry Time{hb:mm)

Apply |

The user can then define a user name and password for the guest account and
configure the expiration for the account. If the Policy Enforcement Firewall license
is installed in the WLAN Switch, the user can also assign a role to the guest
account. Clicking Apply adds the guest account to the database. The user can
then disable, delete, or modify the guest account as needed.

Guest Provisioning

Security

Inteera) User Datsbasg. 2 ccurity > Internal User Database

Internal DB

Users

NOTE:

kgreen A Yes
Pau'f EEE L LS YES
Add User
1 |1-20f2

User Name Password Role E-mail Enabled Expiry Action

Disable | Delete Mogiry

Disable | Delete Mokl

The special administrative login can assign any configured user role (not

just the guest role) to the account. This can be useful for allowing
contractors and out-of-town employees to have different network access

privileges than other guests.

v
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Feature Licenses

AOS-W consists of a base software package with optional software modules that
you can activate by installing one or more license keys. This chapter describes
license types and how to install the licenses on your Alcatel WLAN Switch.

This chapter describes the following topics:

B “Alcatel Software Licenses” on page 21

B “The Software Licensing Process” on page 22

B “Additional Software License Information” on page 25
[

“Getting Help with Licenses” on page 28

Alcatel Software Licenses

Alcatel product licenses enable the following software modules:
Policy Enforcement Firewall (PEF)

Wireless Intrusion Protection (WIP)

VPN Server (VPN)

Remote Access Point (RAP)

XSEC (XSC)

Client Integrity (CIM)

External Services Interface (ESI)

Software License Types

For all licensed software modules, two categories of licenses are available:

B Permanent license - This type of license permanently enables the desired
software module on a specific Alcatel WLAN Switch. You obtain permanent
licenses through the sales order process only. Permanent software license
certificates are printed documents that are physically mailed to you; you will
also receive the license information in an e-mail confirmation.

v AOS-W 2.5.3 21

ALCATEL User Guide



Managing Software Feature Licenses
Chapter 2

B Evaluation license - This type of license allows you to evaluate the
unrestricted functionality of a software module on a specific WLAN Switch
for 90 days (in three 30-day increments) without requiring you to purchase a
permanent software license.

At the end of the 90-day period, you must apply a permanent license to re-enable
this software module on the WLAN Switch. Evaluation software license
certificates are only available in electronic form and are e-mailed to you.

The Software Licensing Process

22

A software license (permanent or evaluation) is unlocked individually by module
type and is applied to each WLAN Switch as a software license key. A software
license key is a unique alphanumerical string created for an individual WLAN
Switch and is only valid for the designated WLAN Switch.

To enable a software license feature on your WLAN Switch:

1. Obtain a valid Alcatel software license certificate for the feature from your
sales account manager or authorized reseller.

2. Locate the system serial number (or Supervisor Card serial number) of the
WLAN Switch to which you wish to apply the software license.

3. Use the software license certificate ID and the system serial number to obtain
a software license key from the Alcatel Software License Management Web
site at http://eservice.ind.alcatel.com/oaw.

4. Apply the software license key by using the WebUI to the WLAN Switch on
which you wish to apply the license. Log in to the WebUI and navigate to
Maintenance > License Management. Enter the software license key, and
click Apply.

5. You must now reboot your WLAN Switch in order for the new feature to
become available.

See the following sections for details on each step.

Obtaining a Software License Certificate

To obtain either a permanent or evaluation software license, contact your sales
account manager or authorized reseller. They will process your order for a
permanent license certificate or email an evaluation license certificate to you as
desired.

Software License Certificates

The software license certificate is a software-module and WLAN Switch-class
specific document that states:
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B The orderable part number for the license

A description of the software module type and Alcatel WLAN Switch for
which it is valid

B A unique, 32-character alphanumerical string that can be used to access the
license management Web site and which, in conjunction with the serial
number of an Alcatel WLAN Switch or Supervisor Card, generates a unique
software license key

v
ALCATEL

Software License Certificate

Part Number Description Quantity

OAW-4324-CIM Client Integrity Module for Omnifccess 4324 1
{48 AP License)

Certificate Identification:
IYEQcdVd-VEI7VszD-ECBZ KV x-j YuFiGgy

To activate this software license and generate the license key that will be installed on your Alcatel OmniAccess Wireless
platform, please visit the Alcatel License Management Web site: hitp://eservice.ind.alcatel. com/oaw/

- oS S

In addition to the printed software license certificate, you will also receive an
e-mail confirmation with the certificate ID.

Locating the System Serial Number

The serial number of a WLAN Switch is unique. You can find it as follows:

® System serial number that is specified on the rear of an Alcatel VWLAN Switch
chassis

® System serial number of the Supervisor Card (not the chassis) for an Alcatel
modular 6000 series WLAN Switch

v AOS-W 2.5.3 23
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You can obtain system serial numbers by physically inspecting the chassis or
card or by using the WebUI (by navigating to the Switch > Inventory page).

NoOTE: To physically inspect the system serial number on a Supervisor Card, you
need to remove the card from the WLAN Switch chassis, which can
result in network down time.

Obtaining a Software License Key

To obtain a software license key, you must log in to the Alcatel License
Management Web site at http://eservice.ind.alcatel.com/oaw.

If you are a first time user of the licensing site, you can use the software license
certificate ID number to log in initially and request a user account. If you already
have a user account, log in to the site.

Once logged in, you are presented with three options:

B Activate a Certificate - to activate a new certificate and create the software
license key that you will apply to your WLAN Switch

B Transfer a Certificate - to transfer a software license certificate ID from one
WLAN Switch to another (for example, transferring licenses to a spare
system)

B List Your Certificates - to view all currently available and active software
license certificates for your account

To create a software license key:
1. Select Activate a Certificate.

2. Enter the certificate ID number and the system serial number of the WLAN
Switch to which you wish to apply the license.

3. Review the license agreement and select Yes to accept the agreement.

4. Click Activate it. A copy of the transaction and the software license key will
be emailed to you at the e-mail address you entered for your user account.

NoOTE: The software license key is only valid for the system serial number for
which you activated the certificate.

Applying the Software License Key

To enable the software module and functionality, you must now apply the
software license key to your Alcatel WLAN Switch:

1. Using the WebUI, log into your WLAN Switch with Administrative access
rights.

2. Navigate to Maintenance > License Management to display system license
information and the License Table.
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3. Copy the software license key that was emailed to you, and paste it into the
Add New License Key field. Click Add to apply the license key.

4. You must now reboot your WLAN Switch for the new feature to become

available.
Monitoring | Configuration IMairtenance
Swiltch =
Yid end g 2
o e Maintenance > License Management
Reboat Switth License Information
C|'3&"I Config Service Status and Current To obtain license keys via the web:
Syrehronize Datshase Limits
License Management Acoess Points 4 Licensing Web Site:
Elnalil 2 Remote Access Points 8 http://eservice.ind.alcatel.com/oaw/
File Wireless Intrusicn BVABLED
Ciopry Files Frotection = = gl
Copy Logs Pollcy Enforcement Firewall  BMABLED: You wi “ need the fo' Iow' ng .
Copy Crash Flles Remote AP" BNABLED | fig serial rumber of the swilch or supervisory module
Backup Flash External Services Interface  ENABLED o The license certificate number of the service you wish to activate
Restora Flash Clierit Integrity Module BMABLEL ) _ o
e Advanced AAA EMABLED = Tre serial number to use for this switch is: A20001076
S VPN Server ENABLED
WiILAMN
Callbeate Radin Network wSec Module ENABLED
S I License Table
Reboot AP
WMS Database : = - : 5 _Installed Expires Flags Service Type Actlons
Captive Portal FICII\é‘:}()lxr,.f eob 3 TeSD-Arspliib-uswiiat 1 -B01 4baiv ;[;[]:‘:31;314 Tever E VBN Server Deiste
CLEtomize Login Page ey
OvsPEQH)-BEHKESWL-vTVIDE] - 1aUA T h 205-11-14 -
Upload Cartificate tj+Lgas-is = 13:63:37 ever E Acharced AR Delete
Upload Sygate-Or-Demand Agent  foSihhaC-FUr FsB2-beh + oHzc-PoltMelL -k +ERWM-  2005-11-14 Policy Enforeement
mom=T Mever E ey Delete
Linlnad Custom Login Pages (1=1] 13:56:32 Fireswall —I
aT 10cPd-v3F dgbmO-ZsboH Y xi-gtTGgsES-HESEN 1| 205-11-14 Wireless [nirusion o
500 13:57:51 Mever B protection IR
VDbV T - jov2 2ol -GIR jgfeG-QID Belg- MGV Y s 205-11-14 SRl 3 =
LM 13:58:52 Tever E External Services Interface _Delete
CaxMAIB-+nnchvxa-pO2IMUSm-+Lnt B 2005-11-14 o o =
QDI 13:58:19 Mever  E Client Integrity Module Dinlietie
ghiwhaws1-EyupElyd-+M+alndF-+pT+UC0d 2005-11-14 s -
ISk 31y 14:00:52 Mever  E aSec Module Dlete

& CAUTION:

When license keys are applied on an Alcatel WLAN Switch,
abnormal tampering of the device’s system clock (setting the
system clock back by 2 hours or more) results in the disabling
of software licensed modules and their supported features.
This can affect network services.

Additional Software License Information

This section includes other information about software licenses.

v
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Permanent Licenses

Once installed, permanent software licenses report the software module as
Enabled in the WebUI for the WLAN Switch. These license types never expire,
even when you upgrade the AOS-W software to a newer version.

Evaluation Licenses

Evaluation licenses support the following behavior:

u Evaluation licenses are limited to three 30-day periods. Evaluation licenses
time individually; evaluation licenses for various software modules will expire
at different times.

B During evaluation, full functionality relating to a specific software module is
available to the user.

B During evaluation, the WebUI for the WLAN Switch reports that software
licenses are expiring.

B \When you log in through the CLI, the time remaining on the licensing term
displays as shown belowv:

(alcatel)

User: admin

Password: *****

NOTICE

NOTICE -- This switch has active licenses that will expire in 29 days
NOTICE

NOTICE -- See "show license® for details.

NOTICE

(alcatel) >

NOTE: If multiple evaluation licenses are running concurrently on the same
WLAN Switch, the reported expiration time is for the licensed feature
with the least amount of time remaining.

The time remaining on an evaluation license is also logged every day.
When an evaluation period expires, the following occurs:

® The WLAN Switch automatically backs up the startup configuration and
reboots itself at midnight (according to the system clock).

® All permanent licenses are unaffected. The expired evaluation licensed feature
is no longer available and is shown as Expired in the WebUI.
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You can reapply a software license key to the WLAN Switch only if the 90-day
evaluation time for the feature has not been reached. If the maximum time for the
evaluation license has been reached, the startup configuration is backed up,
however, you can only re-enable the feature by installing a permanent license key.

Deleting a License Key

To remove a license from a system:
1. Navigate to the Maintenance > License Management page.
2. Click Delete to the right of the feature entry in the License Table.

If a feature is a fully-licensed feature, deleting the feature results in the
feature key being displayed. If a feature is under the trial period of an
evaluation license, no key is generated when the feature is deleted.

NoOTE: If you are unable to delete a license key on a disabled or damaged system
that is subsequently returned to the factory, you can reinstall the license
key on another machine. The factory will take the necessary steps to
remove the license key from the returned system.

Moving Licenses

It may become necessary to move licenses from one chassis to another or simply
delete the license for future use. To move licenses, delete the license from the
chassis as described in “Deleting a License Key” on page 27. Then install the
license key on the new WLAN Switch as described in “Applying the Software
License Key” on page 24.

& CAUTION: The ability to move a license from one WLAN Switch to
another is provided to allow customers maximum flexibility in

managing their organization’s network and to minimize the
need to contact Alcatel customer support. License fraud
detection is monitored and enforced by Alcatel. Abnormally
high volumes of license transfers for the same license
certificate to multiple WLAN Switches can indicate breach of
the Alcatel end user software license agreement and will be
investigated.

Resetting the WLAN Switch

The following sections describe the effects of rebooting a WLAN Switch or
resetting the configuration on software licenses.
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Rebooting a WLAN Switch

Rebooting or resetting a WLAN Switch has no effect on either permanent or
evaluation licenses.

Resetting the WLAN Switch Configuration

Issuing the write erase command on a WLAN Switch running software licenses
does not affect the license key management database on the WLAN Switch.

Issuing the write erase all command resets the WLAN Switch to factory
defaults, and deletes all databases on the WLAN Switch including the license key
management database. You must reinstall all previously-installed license keys.

Getting Help with Licenses

For information or support with licensing issues, contact your Alcatel sales
representative or log onto the Alcatel license support website at:
http://eservice.ind.alcatel.com/oaw.
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Preface

This preface includes the following information:

An overview of the contents of this manual
A list of related documentation for further reading
A key to the various text conventions used throughout this manual

Alcatel support and service information

Document Organization

The AOS-W User Guide is now in eight separate volumes for easier download and
information access. The volumes are as follows:

Volume 1 contains an overview of the OmniAccess System.

Volume 2 describes how to install the OmniAccess System in a wired
network.

Volume 3 describes WLAN configuration, including remote Access Points.
Volume 4 describes wireless encryption and authentication configuration.
Volume 5 describes configuring multi-WLAN switch environments.
Volume 6 describes intrusion prevention configuration.

Volume 7 describes managing the OmniAccess System.

Volume 8 (this volume) describes configuring advanced services, such as
Quality of Service (QoS) for voice and the External Services Interface module.

Related Documents

The following items are part of the complete documentation for the OmniAccess
system:

v

AOS-W User Guide
Alcatel Wireless LAN Switch Installation Guides
Alcatel Access Point Installation Guides

Release Notes
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Text Conventions

The following conventions are used throughout this manual to emphasize

important concepts:

TABLE 1 Text Conventions

Type Style

Description

Italics

This style is used to emphasize important terms and to mark
the titles of books.

System items

This fixed-width font depicts the following:
B Sample screen output
B System prompts

| Filenames, software devices, and certain commands
when mentioned in the text

Commands

In the command examples, this bold font depicts text that
the user must type exactly as shown.

<Arguments>

In the command examples, italicized text within angle
brackets represents items that the user should replace with
information appropriate to their specific situation. For
example:

# send <text message>

In this example, the user would type “send” at the system
prompt exactly as shown, followed by the text of the
message they wish to send. Do not type the angle brackets.

[ Optional ]

In the command examples, items enclosed in brackets are
optional. Do not type the brackets.

{Item Al Item B}

In the command examples, items within curled braces and
separated by a vertical bar represent the available choices.
Enter only one choice. Do not type the braces or bars.
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Contacting Alcatel

Contact Center Online

B Main Site http://wwwv.alcatel.com/enterprise
M Support Site http://eservice.ind.alcatel.com
u Email support@ind.alcatel.com

Sales & Support Contact Center Telephone

B North America 1-800-995-2696
Latin America 1-877-919-9526
[ ] Europe +33 (0) 38 8556 92 9
B Asia Pacific +65 6586 1555
B Worldwide 1-818-880-3500
v AOS-W 2.5.3 vii
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This chapter outlines the steps required to configure QoS on an Alcatel WLAN
Switch for voice devices, including SIP phones and SVP phones. Since voice
applications are more vulnerable to delay and jitter, the network infrastructure
should be able to prioritize the voice traffic over the data traffic.

This chapter describes the following topics:

| “Roles and Policies for Voice Traffic” on page 1
B “Configuring QoS for SVP” on page 2

B “Configuring QoS for SIP” on page 5

Roles and Policies for Voice Traffic

The central concept of an Alcatel WLAN Switch is of a role. The role of any
wireless client determines its privileges including the priority that every type of
traffic to/from the client gets in the wireless network. Thus the QoS configuration
for voice applications is mostly done as part of the firewall roles and policies
configuration (refer to “Configuring Roles and Policies” in Volume 4 of the AOS-W
User Guide for more details).

In an Alcatel system, you can configure two roles - one for clients that do mostly
data traffic such as laptops, and the other for clients that do mostly voice traffic
such as VolIP phones. There are different means for the client to derive a role
(refer to “Configuring Roles and Policies” in Volume 4 of the AOS-W User Guide
for more details). In most cases, the users on the data traffic will be assigned a
role after they get authenticated by using an authentication mechanism such as
802.1x or VPN or captive portal. The role for the VolP phones can be derived from
the OUI of their MAC addresses or the SSID they associate to. This role will
typically be configured to have access allowed only for the voice protocol being
used (for instance: SIP, SVP etc.).

The section below shows the steps to configure an Alcatel network for the two
roles with the required privileges (the allowed protocols etc.) and the priorities
assigned to different types of traffic.

v AOS-W 2.5.3 1
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Configuring QoS for SVP

Follow the steps below to configure a role for phones using SVP and provide QoS
for the same.
1. Create a policy called “svp-policy” that allows only SVP traffic.

(Refer to “Configuring Roles and Policies” in Volume 4 of the AOS-W User
Guide for more details on how to add a policy). If providing higher quality of
service to the voice traffic, ensure that the “high” priority option is selected
for the rule allowing SVP traffic as shown in the screen shot below. (Note:
This is highly recommended when deploying voice over WLAN networks). If
this option is not selected, no QoS will be provided to the voice traffic.
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2. Create a rule to allow SVP traffic with high priority as show below.
Security = Firewall Policies >~ Add New Policy
= Back
Palicy Mamse sup-policy
Rules

Source Destination Service  Aclion  Log  Mirror  Queus Tirme Range BlackList 108 BO2.1p Priorily Action
Add

Source  Destination Service Actlon Log Mirror Queus  Time Range Black List TOS 802, 1p Priority
serICe W
P ([ S__I‘;‘ﬂz;mm  [pemit v| FLog I Mirer © Low & High| [+ r I
]
Add cancel
Apply |
3. Create a rule to allow TFTP traffic with low priority to allow for
software/firmware upgrades of the SVP phones/devices.
Security = Firewall Policies > Add New Policy
+ Rack
Policy Marme svp-policy
Rules
Source  Destination  Service  Action  Log  Mirror  Queue  TimeRange  BlackList  TOS  802,1p Priority Action
ay any SUC-SND permit Yes Figh (s] Delate | 4| 7|
L
Source  Destinalion Service Action Log Mirror  Queus Time Range  Black List 108 802.1p Priorily
SEMCE (W
any  |wlleny m{udpan | Pt w R Log M Mirror @ Law © High| = » | ™
i
bdd | cancel |
Apply
4. Create a rule to allow DHCP traffic with low priority to allow the phones to
use DHCP.
Cotipratin TR Save Configraticn
baslc | Advanced Security > Firewall Policies > Add New Policy
Switch |
General e
Meragemment Palley Mame svp-palicy
Satune ACoess Rules
“""N:v":w Source Destination | Servica| Action Log | Mirror| Queue | Time Range |BlackList | TOS | 802.1p Priority | Action
Radio ; any any sesvp permil Yes high o :‘«;‘lﬂ
Advanced =
RF M;:agnmml any arny sve-lfip permil  Yes lowy o %‘lﬂ
Callbration =
Optimization any any sve-chep  permit low o :‘«;‘lﬂ
Frofection Agd | o
Maritoring S
Advanced appty |

5. Create a role for SVP phones called “svp-phones” and assign the policy
“svp-policy” to it. (Refer to “Configuring Roles and Policies” in Volume 4 of
the AOS-W User Guide for more details on adding and configuring a firewall

v AOS-W 2.5.3 3
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role).

Meritoring [IROSRI T Ol Diaonostics | Maintenance

Save Configuration

Basic | Advanced Security > User Roles > Add Role
Switch
Geaneral « Back
Management
Secire Access Role Name sup-phonas
WLAN
[ s Firewall Policles
Name Rule Count Locatlon Actlon
Radio
Add |
Advanced —
EfMahagenent & Choose trom Corfigured Policies | sve-palicy ¥ Location [0.0.0
4 |I.:,rat|o|.1  Create MNew Pollcy From Existing Polley | control ~ Creato
I(—Zp.um:.zahcn " Create MNew Policy_Sreate
roection
Done | Cancel
Moritoring _bone | _cancel |

6. Configure the devices to be placed in the role “svp-phones” on the basis of
the SSID used or OUI of their MAC address. Each of the two are explained in
the following two steps:

SSID based role derivation:

A. Navigate to Configuration > Advanced > Security > Authentication
Methods > SSID page.

B. Add a condition “equals” with the SSID value being “voice-SSID” (i.e the
SSID being used for voice devices) and role name being “svp-phones”
(i.e. the role name configured in the step above).

Meritoring  [REERIETETEN Diagnostics ! Save Configuration | Logout |

fasic | Advanced Security > Authentication Methods > SSID Authentication > Add < Back |

Switch Condition
General
Maragement Condition | equals =
Secure Acoess Value voice-55I0
WILAN Role Mame  sup-phonas -
bk _Apply |

C. Click Apply to apply the configuration.
NOTE: The changes will not take effect until this step is completed.
OUI based role derivation:

A. Navigate to Configuration > Advanced > Security > Authentication
Methods > Advanced.
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B. Add a condition with rule type “Mac Address”, condition “contains”,
value being the first three octets or the OUI of the devices being used (for
instance, we are using the Spectralink OUI 00:09:7a), and role name
being “svp-phones” i.e. the role configured in the steps above.

Configuration I

faslc | Advanced

Switch Condition
Gereral

10ds > Advanced Authentication > Add Lol

fule Type | MocAddress v

Condition | containe  +
Value 00:0%: 7a
Hole Mame | svp-phones v

C. Click Apply to apply this configuration.

NOTE: Note: The changes will not take effect until this step is
completed.

For deployments where there is expected to be considerable delay between the
WLAN Switch and the Access Points, for example in a remote location where an
AP is not in range of another Alcatel AP, Alcatel recommends that you enable the
“local probe response” feature. (Generating probe responses on the Alcatel
WLAN Switch is an optimization that allows AOS-W to take better decisions.)

To do this, access the CLI of the WLAN Switch (using the console connection or

by performing a Telnet/SSH into the WLAN Switch) and using the following
commands:

(WLAN_Switch) (config) #ap location 0.0.0

(WLAN_Switch) (sap-config location 0.0.0) #local-probe-response enable
(WLAN_Switch) (sap-config location 0.0.0) #

You can also increase the value for bootstrap-threshold and radio-off-threshold to

minimize the chance of AP re-booting due to temporary lost of connectivity with
the Alcatel WLAN Switch.

Configuring QoS for SIP

Follow the steps below to configure a role for phones using SIP and provide QoS
for the same.

1. Create a service for SIP traffic called “svc-sip” that corresponds to the UDP
protocol 5060.

A. Navigate to Configuration > Advanced > Security > Advanced.

v AOS-W 2.5.3 5
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B. Click Add to add a new service alias for SIP traffic. Enter the details for
SIP traffic i.e Service name = “svc-sip”, Protocol = “UDP”, Starting port =
“5060".

Save Configuration m

fasic | Advanced Security > Advanced > Services > Add Service «Back |
Switch

Gereral Sarvice MName P,

Management Protocol TP & UDP © Protocal

Secure Accecs Starting Port 5050
WILAN End Port

MNebwork

Radic Apply

C. Click Apply to apply the configuration.
NOTE: The changes will not take effect until this step is completed.

2. Create a policy called “sip-policy” that allows only SIP traffic (refer to
“Configuring Roles and Policies” in Volume 4 of the AOS-W User Guide for
more details on creating a new policy). If providing higher quality of service to

6 AOS-W 2.5.3 032034-00 Rev A
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the voice traffic, ensure that the “high” priority option is selected for the rule
allowing SIP traffic as shown in the screen shot below. If this option is not
selected, no QoS will be provided to the voice traffic.

Security > Firewall Policies > Add New Policy

= Back
Falley Mame sip-palicy
Rules
Bource Destination  Service  Action  Log  Mirror  (ueus Time Rarge BlackList 108 BO2.1p Priority Action
Add |
Source  Destinatlon Service Action Log Mirror  Queue  Time Range Black List TOS 802, 1p Priority
sanaca v
eny (¥ ony e Sf::f:hldn":ﬂﬁﬁ] & [ permit »| MLog ™ Maror © Low @ High| = i v v
Mirw
Add cancel
Apply |

3. Create a role for SIP phones called “sip-phones” and assign the policy
“sip-policy” to it.

erirry. [ = | Moienorce Sae Cerfigration
Basic | Advanced Security > User Roles > Add Role
Swiltch
General Leack |
Management . —
. Role Name sip-phenes
ml\kﬁ: ik Firewall Policies
i ek Name Rule Count Location Action
i alls} Add |
Achianced I
RF Management & Choose from Configured Policies | sprpohcy ¥ Location [0.0.0
Callbration — == e B o
i © Create Mew Policy From Existing Policy | control v Lreate
Ep.lrnuatlrr © Create MNew Folley. Greatn
obection
Done | Cancal
Montoring

4. Configure the devices to be placed in the role “sip-phones” on the basis of
the SSID used or the OUI of their MAC address. Each of the two are explained
in the following two steps respectively:

SSID based role derivation:

A. Navigate to Configuration > Advanced > Security > Authentication
Methods > SSID.

v AOS-W 2.5.3 7
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B. Add a condition “equals” with the SSID value being “voice-SSID” (i.e the
SSID being used for voice devices) and role name being “sip-phones” (i.e.
the role name configured in the step above).

wegile V%o gl Crlagnostics | Malnteniance Saye Conflguration LI:l;k:l_It

Basic | Advenced Security > Authentication Methods > SSID Authentication > Add |
Sl Condition

General

Maragament Cordition  equals =

Secure Actess ValLe voice-S5I0

WLAN Role Mame |sipphones v

Mebwork Apply

C. Click Apply to apply this configuration.

NOTE: The changes will not take effect until this step is completed

OUI based role derivation:

A. Navigate to Configuration > Advanced > Security > Authentication
Methods > Advanced.

B. Add a condition with rule type “Mac Address”, condition “contains”,
value being the first three octets or the OUI of the devices being used (for
instance, we are using an example OUI 00:0a:0b), and role name being
“sip-phones” i.e. the role configured in the steps above.

Cor‘iﬂg.ralim Criagrostics mm Reporls

rficpration Im'

Basic | Advanced Security > Authentication Methods > Advanced Authentication > Add it
al] Condition

5eneral

Management Rule Type | Mac Address «

SecLre Acress Condition | contans =

WILAMN Walue 00;:0a:0b

Tebwork Riole Mame | sip-phones -

Radio

_feply |
C. Click Apply to apply this configuration.

NOTE: The changes will not take effect until this step is completed.
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The Alcatel External Services Interface (ESI) provides an open interface to
integrate security solutions that solve interior network problems such as viruses,
worms, spyware, and corporate compliance. ESI| permits configuration of
different server groups—each with group potentially performing a different action
on the traffic.

The Alcatel ESI can be configured to do one or more of the following for each
group:

B Perform health checks on each of the servers in the group

B Redirect specified types of traffic to the server

B Perform per-session load balancing between the servers in each group
[ |

Provide an interface for the server to return information about the client that
can place the client in special roles such as “quarantine”

This chapter describes the following topics:

B “Understanding ESI” on page 10

B “Load Balancing” on page 11

B “Configuring the Alcatel ESI” on page 12

B “Example Routed ESI Topology” on page 15

v AOS-W 2.5.3 o
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Understanding ESI

10

In the example shown in this section, the Alcatel ESI is used to provide an
interface to the AntiVirusFirewall (AVF)! server device for providing virus
inspection services. AVF is one of many different types of services supported in
the ESI.

WIRELESS USERS
.'
@ UNTRUSTED
= INTERFACE
ANTIVIRUS
x | FIREWALL SERVER
.r ! (N 5, _
N i "'-\_\_x | ]
ORPORATE —
NETWORK =
- ]
L~ _r |
WIRED —
USERS —’ _,E-L._? TRUSTED
_ — INTERFACE
I DMZ/
/ 1:\ INTERNET

i
- rl
—, -

FIGURE 2-1 The Alcatel-Fortinet Topology

In the topology shown above the client connect to the Alcatel Access Points
(both wireless and wired). The wired access points tunnel all traffic back to the
Alcatel WLAN Switch over the existing network.

The Alcatel WLAN Switch receives the traffic and redirects relevant traffic
(including but not limited to all HTTP/HTTPS, Email protocols such as SMTP,
POP3) to the AntiVirusFirewall (AVF) server device to provide services such as
Anti-virus scanning, email scanning, web content inspection etc. This traffic is
redirected on the “un-trusted” interface between the Alcatel WLAN Switch and
the AntiVirusFirewall (AVF) server device. The Alcatel WLAN Switch also redirects
the traffic intended for the clients - coming from either the Internet or the internal
network. This traffic is redirected on the “trusted” interface between the Alcatel
WLAN Switch and the AntiVirusFirewall (AVF) server device. The Alcatel WLAN
Switch forwards all other traffic (for which AntiVirusFirewall (AVF) server does
not perform any of the required operations such as AV scanning). An example of
such traffic would be database traffic running from a client to an internal server.

1. In AOS-W 2.5, the only AVF server supported is Fortinet.
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The Alcatel WLAN Switch can also be configured to redirect traffic only from
clients in a particular role such as “guest” or “non-remediated client” to the
AntiVirusFirewall (AVF) server device. This might be done to reduce the load on
the AntiVirusFirewall (AVF) server device if there is a different mechanism such as
the Alcatel-Sygate integrated solution to enforce client policies on the clients that
are under the control of the IT department. These policies can be used to ensure
that a anti-virus agent runs on the clients and the client can only get access to the
network if this agent reports a “healthy” status for the client. Refer to the paper

(available from Sygate) on Sygate integrated solutions for more details on this
solution.

Load Balancing

The Alcatel WLAN Switch is also capable of load balancing between multiple
AntiVirusFirewall (AVF) server appliances. This provides more scalability as well
as redundancy by using multiple AntiVirusFirewall (AVF) server appliances. Also
the Alcatel WLAN Switch can be configured to have multiple groups of
AntiVirusFirewall (AVF) server devices and different kinds of traffic can be
redirected to different groups of devices - with load balancing occurring within
each group. This is depicted in the following sample topology.

WIRELESS USERS

— EmAIL GROUP

1. LoAD
[ ] BALANCING
F— M,
@ 7HTTP GROUF
' b
b i ‘ 4

WIRED __,-E.-',_‘-# i
USERS = -F"Eﬂ st
— i DMmZ/
-' l:\ INTERNET ;
8
FIGURE 2-2 Load Balancing Groups
v AOS-W 2.5.3 11
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Configuring the Alcatel ESI

This section describes the relevant configuration required on the Alcatel WLAN
Switch to integrate with a AntiVirusFirewall (AVF) server appliance. Refer to the
User Guide for more details on configuring the Alcatel WLAN Switch.

There are two sections to configure on the Alcatel WLAN Switch as a part of the
solution. The first part configures the “servers” and “server groups”. The term
“server” here refers to the AntiVirusFirewall (AVF) server device. In the second
part the user roles are configured with the policies instructing the Alcatel WLAN
Switch to redirect the different types of traffic to different “server groups”

Configuring the ESI Servers

To configure the ESI servers on the Alcatel WLAN Switch:

1. Navigate to the Configuration > Advanced > Security > External Services Interface

page on the WebUI.

Configuration Save Configuraticn | Logout
Baslc | Advanced Security > External Services Interface > External Servers
Switch Exterral Servers
Genera
Menagerment General
Seoure Access Blacklist Virus Infiected Lisers
WLAN
INetwork: Health-Check Configuration
Ra Profile Name Frequency Timeout Retry Group Count Actions
Actvanced _hdd |
RF Managermenl
Calibration
Optimization Server Groups
Protection Group Narme Health-Check Profile Server Count Actions
Maniboring Add
e External Servers
Security
Rogue AP Server Mame  Group  Server Mode  Tristed TP Untrusted TP Trusted Port Uintrusted Port  Actlons
Haoles "‘ddl
Apply |

2. To configure a health check profile, click Add in the Health Check Configuration

section. Enter a Profile Name.
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To change an existing profile, select it, and click Edit.
Cenfiguration Save Config.ration

L Security > External Services Interface > External Servers > Add Profile = eack
Switch

General Frafile Mame

Maragemeant Frequency (secs)

Secire Acness Timeout (secs)

WLAMN Retry Count

[tk

Radio T

Provide the following details:

® Frequency (secs)—Indicates how often the Alcatel WLAN Switch will
attempt to monitor to see if the server is up and running.

® Timeout (secs)—Indicates the number of seconds the Alcatel WLAN
Switch will wait for a response to its health check query before marking
the health check as failed.

° Retry count—Is the number of failed health checks after which the
Alcatel WLAN Switch will mark the server as being down.

3. Click Done when you are finished.

4. To configure a server group, click Add in the Server Groups section. Enter a
Group Name and specify the required health check profile for this server
group.

To change an existing group, select it, and click Edit.

wegile V%o gl Crlagnostics | Malnteniance Save Configuration

Basic | Advenced Security > External Services Interface > External Servers > Add Server Lxack |
Switch Group

General

Maragement Group Mame

Secure Access Health-Check Profile profilel

WLAN

Mabwork Done

5. Click Done when you are finished.

6. To add an AntiVirusFirewall (AVF) server, click Add in the External Servers
section.

Provide the following details:
® The device/server name.

® Assign this server to a group from the existing configured groups.

® Choose the mode as bridge/route as your topology requires. Refer to the
description above to understand the differences between the two modes.

° For bridge mode, enter the trusted port and un-trusted port as defined
earlier.

v AOS-W 2.5.3 13
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° For route mode, enter the IP addresses of the trusted and un-trusted
interfaces on the AntiVirusFirewall (AVF) server device as defined earlier.

7. Click Done when you are finished.

Configuration
Basic | Advarced
Switch
General
Management
Sacre Access
WLAN
etwiork
Radio
Advaniced
RF Management

Calibration

T

Save Conflguration

Security > External Services Interface > External Servers > Add Server « Back |
Server Mame

Servier Group .

Server Mode biidge ¥

Trusted 1P Address
Lintrusted [P Address
Trusted Port
Unfrusted Port

™ HealthrCheck.
I~ HealtheCheck.

Dana

8. To apply the configuration (changes), click Apply. (The configuration will not
take effect until you click Apply.)

Cortigrston Vrierarce

| Advanced
Switch
General
Marnagenent
Secune AR
WILAN
INebwork
Radic
Advanced
RF Management
Callbration
Opfimization
Frofection
Manitoring
Advanced
Securily
Rogue AP
Rales
Policies
ARS Servers
Authentication Metods
VPN Sethirgs
Firewall Settings

Security > External Services Interface > External Servers

Extermal Servers

General
Blacklist Virus Infected Lisars

Health-Check Configuration
Profile Name Frequency Timeout Retry Group Count
prafilel 5 2 2 0
Add
Server Groups
Group Narme Health-Check Profile Server Count

apl profilet i}
Add|

External Servers
Server Mame  Group  Server Mode Trusted IR Untrusted IR Trusted Port

fd gpl  route 10.100.151.3 (HC) 10.100.152.3 (HC)
Add

Configuring the User Policy

Actlons
Edit Delates
Actions
(Edit| Dulete

Untrusted Port  Actions

m Dbt

Apphy

1. To configure user roles to redirect the required traffic to the server(s),
navigate to the Configuration > Advanced > Security > Policies page.

2. To add a new policy, click Add, then enter a name for the policy.

To change an existing policy, select it, and click Edit.

3. To add a new rule, click Add.
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4. Choose parameters such as source, destination, service in the same way as
other firewall policy rules.

® Select the redirect to ESI group option from the drop down list as the
Action.

® Select the appropriate ESl-group. (See “Configuring the ESI Servers” on
page 12.)

® Specify the direction of the traffic. Forward refers to the direction of
traffic from the (untrusted) client or user to the (trusted) server (such as
the HTTP server or Email server).

Monitoring RS ITEelll Disgnostics | Maintenance | Plan | Evenls | Reports Save Configuration | Logout |
fusic | Advanced Security = Firewall Policies = Add New Policy

Switch

General

Manageament

Policy Marme

Secure Acrass

Rules
\Tﬁ\y Source | Destination  Service  Action Log | Mirror  Queue TimeRange  Blacklist  TOS — 802.1p Priority
MEOLE, add
Radic
Advarced Source  Deslination  Service Aclion Log  Mirror Queue Time Range Black List  TOS 802.1)

RF Management rfdire.uw ESlame <=|

Calibration oy H|[ey B oy 9|2l GO FLog mMirer @ Low © High| r 5 (@
w

Optimization Traffic Direction bath ~

Protection Add Cancel

Monitoring

5. To add this rule to the policy, click Add.

Repeat the steps to configure the redirection policy for all required
services/protocols (HTTP, HTTPS, SMTP, and POP3).

7. To apply the configuration (changes), click Apply. (The configuration will not
take effect until you click Apply.)

8. Refer to “Configuring Roles and Policies” in Volume 4 of the AOS-W User
Guide for directions on how to apply a policy to a user role.

Example Routed ESI Topology

This section introduces the configuration for a sample route mode topology using
the Alcatel WLAN Switch and the Fortinet Anti-Virus gateways. In route mode,
the trusted and untrusted interfaces between the WLAN Switch and the Fortinet
gateways are on different subnets. An example topology is shown below in
Figure 2-3.
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NoTE: ESI with Fortinet Anti-Virus gateways is only supported in route mode.

ey

b6

CORE ROUTER (DEFAULT GATEWAY)
=10.168.172.1/24

TRUSTED INTERFACE IP ADDRESS
=10.168.172.1/24

TRUSTED INTERFACE IP
ADDRESS = 10.168.172.3/24

| —
WLAN SwiTCH & === W a===1 FORTINET GATEWAY
[ DC Dr TR
' i
UNTRUSTED INTERFACE IP ADDRESS UNTRUSTED INTERFACE IP
=10.168.171.1/24 ADDRESS = 10.168.171.3/24

3

CJ .

— _

WIRELESS USER SUBNET
=10.168.173.0/24

FIGURE 2-3 Example Route Mode Topology

In the topology shown, the following configurations are entered on the WLAN
Switch and Fortinet gateway:

ESI Server configuration on WLAN Switch:

B  Trusted IP address = 10.168.172.3

B Untrusted IP address = 10.168.171.3

B Mode = route

IP routing configuration on Fortinet Gateway:

B Default gateway (core router) = 10.168.172.1

B Static route for wireless user subnet (10.168.173.0/24) through WLAN
Switch (10.168.171.2)
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